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1 Introduction

GFI'LanGuard is a patch management and network auditing solution that enables you to easily manage and maintain
end-point protection across devices within your LAN. It acts as a virtual security consultant that offers Patch Management,
Vulnerability Assessment and Network Auditing support for Windows" Linux and MAC computers as well as mobile
devices. GFl LanGuard achieves LAN protection through:

= |dentification of system and network weaknesses via a comprehensive vulnerability checks database. This includes
tests based on OVAL, CVE and SANS Top 20 vulnerability assessment guidelines

= Auditing of all hardware and software assets on your network, enabling you to create a detailed inventory of assets.
This goes as far as enumerating installed applications as well as devices connected on your network

= Automatic download and remote installation of service packs and patches for Microsoft” Windows, Linux and MAC
operating systems as well as third party products

= Automatic uninstallation of unauthorized software.

1.1 How GFI LanGuard works

Use GFI LanGuard to scan, analyze and remediate the health of your network devices. Install GFI LanGuard on a server
within your network to:

SCAN
Scan network devices to detect vulnerabilities, missing patches, open ports, running services and more.

ANALYZE
View the network security status and analyze network security trends in the graphical dashboard and by generating reports.

REMEDIATE
Install missing updates, uninstall unauthorized applications, execute scripts, open remote desktop connections and run other tasks to
maintain the health of your network and devices connected to it.

On installation, GFI LanGuard identifies reachable machines within your network. It collects information sets from the
network machines as part of its Network Discovery operations and performs a deep scan to enumerate all the
information related to target computers.

GFl LanGuard can be deployed in a number of ways, depending on the number and type of computers and devices you
want to monitor, network bandwidth usage during normal operation times and the network topology.

Use the information below to help you understand the different deployment options. For more information, refer to
Deployment scenarios (page 15).

1.1.1 Basic scanning and auditing of network devices

Install GFI LanGuard on a server that meets the system requirements to run scans and audits of computers and devices.
No additional software installations are required. GFI LanGuard creates a remote session with the specified scan targets
and audits them over the network. On completion, the results are imported into the results database and the remote
session ends. You can audit single computers, a range of specific computers and an entire domain/workgroup. For more
information, refer to Manual scans (page 96).
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Screenshot 1: GFILanGuard scanning devices over the network.

Note that scans run in this mode use the resources of the machine where GFl LanGuard is installed and utilize more
network bandwidth since all auditing is done remotely. When you have a large network of scan targets, this mode can
drastically decrease GFI LanGuard's performance and can affect network speed. Refer to the sections below if you have a
large network.

1.1.2 GFl LanGuard Agents

GFl LanGuard can be configured to automatically deploy agents on computers. Agents minimize network bandwidth
utilization because audits are done using the scan target's resources and only a result XML file is transferred over the
network. Devices that have a GFl LanGuard agent installed will be scanned even if the device is not connected to the
company network and are more accurate that agent-less scans because agents can access more information on the local
host. For more information refer to Managing Agents,

Typically, networks contain a mixture of agent-based devices and other devices scanned over the network.
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Screenshot 2: Devices that have an agent installed and devices scanned by GFl LanGuard over the network.

Agents send scan data to GFI LanGuard through TCP port 1072. This port is opened by default when installing GFl
LanGuard. Agents do not consume resources on the scan target unless the agent is performing a scan or a remediation
operation.

Note that agents can only be deployed on computers running a Microsoft Windows operating system and they require
approximately 25 MB of memory and 350 MB of hard disk space.

1.1.3 Relay Agents

Relay agents reduce the load from the server where GFI LanGuard is installed to increase server performance and to
apply bandwidth load balancing techniques. Computers configured as relay agents download patches and definitions
directly from the GFI LanGuard server and forward them to client computers. The main advantages of using relay agents
are:

» Reduced bandwidth consumption in local or geographically distributed networks. If a Relay Agent is configured on
each site, a patch is only downloaded once and distributed to client computers

» Reduced hardware load from the GFI LanGuard server component and distributed amongst relay agents

= Using multiple Relay Agents increases the number of devices that can be protected simultaneously.

GFlLanGuard 1 Introduction | 8
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Screenshot 3: Devices relaying data through a GFl LanGuard Relay Agent.

Note that you can have cascading relay agents where a relay agent relays data through another relay agent. Itis
recommended to keep the number of computers and agents directly connected to the GFI LanGuard server or to one
Relay Agent below 100.

Only devices that have the GFI LanGuard Agentinstalled can be promoted to Relay Agents. Promoting an agenttoa
Relay Agentis done from within GFI LanGuard. For more information, refer to Configuring Relay Agents (page 83).

1.2 The GFI LanGuard Central Management Server

GFl LanGuard Central Management Server is aimed at very large networks that want to monitor the operation of multiple
GFl LanGuard instances in one central console. It offers administrators a view of the security and vulnerability status for all
computers, networks or domains managed by the different GFI LanGuard instances. For more information refer to GFI
LanGuard Central Management Server.

Screenshot 4: Multiple GFI LanGuard instances monitored by the GFl LanGuard Central Management Server
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The GFI LanGuard Central Management Server is used for reporting only. Scans and remediation take place within each
individual GFI LanGuard instance. Information is centralized to the GFI LanGuard Central Management Server soon after
it becomes available in GFI LanGuard, depending on network size and amount of data being transferred.

1.3 GFI LanGuard Components

This section provides you with information about GFI LanGuard components. The installation files enable you to install
both GFI LanGuard from where you can perform patch management and remediation tasks from the dashboard and also
GFl LanGuard Central Management Server - a web console that unifies multiple GFI LanGuard installations into one
centralized console. All the other components are deployed through GFI LanGuard once installation is complete.
Available components are described in the table below:

Component Description

GFI LanGuard Also known as Central Management Server, this component provides integration between several GFl LanGuard

Central Man- instances, even in remote locations. GFI LanGuard Central Management Server enables reporting but does not allow
agement scans or remediation tasks. For more information, refer to GFI LanGuard Central Management Server (page 40).
Server

GFI LanGuard Enables you to manage agents, perform scans, analyze results, remediate vulnerability issues and generate reports.
For more information, refer to Introduction (page 6).

GFI LanGuard Enable data processing and auditing on target machines; once an audit is finished, result is sent to GFI LanGuard. For

Agents more information, refer to Deploying Agents (page 73).

GFI LanGuard Enables you to configure GFI LanGuard to auto-download updates released by GFI to improve functionality. These
Update Sys- updates also include checking GFI web site for newer builds. For more information, refer to Configuring Program
tem Updates (page 240).

GFl LanGuard ~ The background service that manages all scheduled operations, including scheduled network security scans, patch
Attendant deployment and remediation operations. For more information, refer to Scanning Your Network (page 94).
Service

GFl LanGuard  This editor enables you to create new and modify existing scanning profiles. For more information, refer to Scan-

Scanning Pro-  ning Profile Editor (page 247).
files Editor

GFI LanGuard Enables you to launch network vulnerability scans and patch deployment sessions as well as importing and export-
Command ing profiles and vulnerabilities without loading up GFI LanGuard. For more information, refer to Command Line
Line Tools Tools (page 281).

1.4 Supported features per operating system, application and device

GFl LanGuard provides a detailed analysis of the state of your network and a complete picture of installed applications,
hardware on your network, mobile devices that connect to the Exchange servers, the state of security applications
(antivirus, anti-spam, firewalls, etc), open ports and any existing shares and services running on your machines.

GFl LanGuard features, such as Device Identification and Port Scanning (DI/PS), Vulnerability Assessment (VA), Patch
Management (PM), Software Audit (SA) and Hardware Audit (HA) are supported by a wide range of devices, operating
systems and applications listed in the table below:

Windows® Server Operating System DI/PS Device Iden- VA Vul- PM Patch Man- SA Soft- HA Hard-

tification and Port nerability agement ware ware Audit
Scanning Assessment Audit

Server 2016

GFl LanGuard 1 Introduction | 10



Windows® Server Operating System DI/PS Device Iden- VA Vul- PM Patch Man- SA Soft- HA Hard-

tification and Port nerability agement ware ware Audit
Scanning Assessment Audit

Server 2012 (including R2)

Server 2008 (including R2) Stand- 4 4 o 2 &
ard/Enterprise

Server 2003 Standard/Enterprise 4 4 o 4 4
Small Business Server 2011 4 4 = 3 3
Small Business Server 2008 Standard 4 y o 4 4

Small Business Server 2003 (SP1)

Windows® Client Operating System DI/PS Device Iden- VA Vul- PM Patch Man- SA Soft- HA Hard-

tification and Port nerability agement ware ware Audit
Scanning Assessment Audit

Windows 10 Professional/Enterprise

Windows 8/8.1 Pro-

fessional/Enterprise

Windows 7 Pro- v d o 4 4
fessional/Enterprise/Ultimate

Windows Vista Busi- 4 4 o 4 4

ness/Enterprise/Ultimate

Windows XP Professional (SP2 or

higher)
Windows' Third Party Applications DI/PS Device Iden- VA Vul- PM Patch Man- SA Soft- HA Hard-
tification and Port nerability agement ware ware Audit
Scanning Assessment Audit

Microsoft Office ® Y = ® b4
Microsoft Exchange b 4 Y o ® ®
Microsoft SQL Server 4 4 J b4 b 4
Microsoft Visual Studio b 4 4 o b4 ®
Other Microsoft applications ® Y : ® ®
Java Runtime Environment 4 4 of b4 ®
Adobe Flash Player ® 4 4 ® ®
Adobe Reader b 4 4 o ® ®
Adobe AR ® 4 f x x®
Adobe Shockwave Player ® 4 ) ® ®
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Windows’ Third Party Applications

DI/PS Device Iden-
tification and Port

Scanning

VA Vul-
nerability

Assessment

PM Patch Man-
agement

ware
Audit

SA Soft-

HA Hard-
ware Audit

Moxzilla Firefox
Apple Safari
Apple QuickTime
Apple iTunes

Opera Browser

Linux Distributions

X X X X x

DI/PS Device Iden-
tification and Port

Scanning

VA Vul-
nerability

Assessment

PM Patch Man-

X X X X x

agement ware
Audit

SA Soft-

X X X X

HA Hard-
ware Audit

Mac OS X (versions supported by OS
vendor)

Red Hat Enterprise Linux (versions
supported by OS vendor)

CentOS (versions supported by OS
vendor)

Ubuntu (versions supported by OS
vendor)

Debian (versions supported by OS
vendor)

SUSE Linux Enterprise (versions sup-
ported by OS vendor)

openSUSE (versions supported by OS
vendor)

Other distributions

Virtual Machines (with supported
guest operating systems)

DI/PS Device Iden-
tification and Port

Scanning

VA Vul-
nerability

Assessment

PM Patch Man-

r &
o o
r F
o o
r .
o L
r
® f
-

SA Soft-

agement ware
Audit

HA Hard-
ware Audit

VMware

Microsoft” Hyper-V
Oracle Virtual Box
Citrix Xen

Parallels

GFl LanGuard

r r
o >
- )

r r
o o

1 Introduction | 12



Network Devices DI/PS Device Iden- VA Vulnerability PM Patch Man- SA Soft- HA Hard-

tification and Port Assessment agement ware Audit ware Audit
Scanning
Cisco o 4 ® b4 ®
HP o o ® ® ®
Linksys ™ o b i ®
D-Link Y v ® b4 ®
Netgear of b 4 ® i ®
SonicWall of b4 ® b4 ®
Alcatel Lucent o b4 ® i ®
3Com 4 ® b ® ®
Nortel of 4 b4 o i
Juniper Networks 4 ® b ® ®
IBM v ® ® ® ®
Dell 4 ® b ® ®
H3C o ® ® ® ®
Nortel Networks ¥ 4 b4 b4 ® ®

Mobile Devices DI/PS Device Iden- VA Vul- PM Patch Man- SA Soft- HA Hard-
tification and Port nerability agement ware Audit ware Audit
Scanning Assessment
Google Android of of ® b 4 1
Apple iOS of o it ® ®
Windows phone of of ® ® 3

Acronyms used in table above:

= DI/PS: Device Identification and Port Scanning

i

= VA: Vulnerability Assessment

t
"

PM: Patch Management

b
b

SA: Software Audit

i
b

HA: Hardware Audit

For a detailed list of every supported model of each application see http://go.gfi.com/?pageid=LAN_
WindowsThirdPartyApplications

For a detailed list of every supported model of each device see http://go.gfi.com/?pageid=LAN_SupportedDevices
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1.5 About this guide

The aim of this Administrator Guide is to help System Administrators install, configure and run GFI LanGuard with
minimum effort.

1.5.1 Terms and conventions used in this manual

Term Description

Note Additional information and references essential for the operation of GFI LanGuard.

Important Important notifications and cautions regarding potential issues that are commonly encountered.

> Step by step navigational instructions to access a specific function.

Bold text [tems to select such as nodes, menu options or command buttons.

Italics text Parameters and values that you must replace with the applicable value, such as custom paths and file names.
Code Indicates text values to key in, such as commands and addresses.

GFl LanGuard 1 Introduction | 14



2 Installing GFI LanGuard

The following topics provide information on how to successfully deploy a fully functional instance of GFI LanGuard and
how to upgrade existing installations.

Topics in this section:

2.1 Deployment SCENAMIOS .. . .. 15
2.2 SYS M REQUITEIMENTS . ..ottt et e e 19
2.2.1 GFl LanGuard system reqQUITEIMENTS ... e e e e e e 20
2.2.2 GFI LanGuard Agent and Relay Agent system requUIremMents ... ... o i 23
2.2.3 Central Management Server System reqUIrEMENTS .. ... ... e 25
2.3 Importing and exporting GFI LanGuard Settings . ... 27
24 Installing GFl LanGuUard ..o 30
D I T e £ = L T (=S, 30
242 Installation ProCeaUre . . 31
243 Obtaining a GFI LanGuard subscription .. ... o 34
2.5 Upgrading GFI LanGuUard . oo . 35
2.5.1 Upgrading from GFI LanGuard 12.1 Or later ... e 35
252 Upgrading from GFl LanGuard 12 . . 36
2.53 Upgrading from GFI LanGuard 2015 or earlier ... . 37
26 Testing the Installation ... . . 38

2.1 Deployment scenarios

GFl LanGuard deployments depend on the number of computers and devices you want to monitor and traffic load on
your network during normal operation time. Refer to the following deployment scenarios to determine whether you
want to:

# Deploya GFl LanGuard instance - Install a GFl LanGuard instance to scan, detect and remediate network vul-
nerabilities.

= Deploy GFI LanGuard Central Management Server - connect multiple GFI LanGuard instances in one centralized
Ul for reporting purposes.

= Deploy GFl LanGuard in Agent-less mode - in this mode, GFI LanGuard creates a remote session with scan targets
and audits them over the network.

= Deploy GFI LanGuard Agents - deploy Agents on newly discovered computers to minimize network bandwidth util-
ization.

# Deploy GFI LanGuard Relay Agents - Computers configured as relay agents download patches and definitions dir-
ectly from the GFI LanGuard server and forward them to client computers to reduce the load from the GFl LanGuard
server.

GFl LanGuard 2 Installing GFI LanGuard | 15



= Deploy GFI LanGuard in mixed mode - in this mode GFI LanGuard is configured to work in Agent and Agent-less
mode on the network.

Deploy a GFl LanGuard instance

Any GFI LanGuard deployment starts with installing the product in your environment. After a GFI LanGuard instance is
successfully installed, it will:

» Determine reachable machines on your network and collect information from target machines as part of its Network
Discovery operations, using a subset of SMB, NETBIOS, and ICMP protocols. Supported targets include the localhost, IP,
computer name, computers list, IP range, whole domain/workgroup and/or organizational unit.

= Once targets are identified, GFI LanGuard performs a scan to enumerate all the information related to the target com-
puter. GFI LanGuard uses a variety of techniques to gain access to this information ranging from file and folder property
checks, registry checks, WMI commands, SMB commands as well as port scan checks (TCP/UDP) and more.

Deploy the GFI LanGuard Central Management Server to connect multiple GFI LanGuard instances

With GFI LanGuard Central Management Server, multiple GFI LanGuard instances can be brought together through a
common console, even when installed in separate locations. The GFI LanGuard Central Management Server console
offers administrators a view of the security and vulnerability status for all computers, networks or domains managed by
the different GFI LanGuard instances. It also offers centralized reporting and visibility by capturing data from the various
deployments of GFI LanGuard. For more information, refer to GFl LanGuard Central Management Server (page 40).

B~ =

> ‘P
T g .
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GFl LanGuard Central Management Server is used only for reporting. Scans and remediation take place only in GFl
LanGuard and then information is centralized to GFI LanGuard Central Management Server soon after it becomes
available in GFI LanGuard. Synchronization usually takes a few minutes. Delay depends on network size and amount of
data being transferred.

Deploy GFl LanGuard in Agent-less mode

Agent-less auditing is started from GFl LanGuard. GFl LanGuard creates a remote session with the specified scan targets
and audits them over the network. On completion, the results are imported into the results database and the remote
session ends. You can audit single computers, a range of specific computers and an entire domain/workgroup. For more
information, refer to Manual scans (page 96).
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NOTE

Scans in Agent-less mode use the resources of the machine where GFI LanGuard is installed and utilize more
network bandwidth since auditing is done remotely. When you have a large network of scan targets, this mode can
drastically decrease GFI LanGuard's performance and affects network speed. In larger networks, deploy Agents/Relay
Agents to balance the load appropriately.

Deploy GFI LanGuard Agents

GFl LanGuard can be configured to automatically deploy agents on newly discovered computers. Agents minimize
network bandwidth utilization. This is because in Agent-less mode, the GFI LanGuard server component performs audits
over the network; while in Agent mode, audits are done using the scan target's resources and only a result XML file is
transferred over the network.

GFlLanGuard 2 Installing GFI LanGuard |17
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Agents send scan data to GFI LanGuard through TCP port 1072. This port is opened by default when installing GFl
LanGuard. Agents do not consume resources of the scan target's machine unless it is performing a scan or remediation
operations. If an Agent becomes unresponsive for 60 days, it is automatically uninstalled from the target machine. For
more information, refer to Managing Agents (page 73).

NOTE

GFl LanGuard Agents can be deployed only on machines running Microsoft Windows operating systems that meet
a minimum set of system requirements. For more information, refer to GFl LanGuard system requirements (page
20).

Deploy GFl LanGuard Relay Agents

Relay agents are used to reduce the load from the GFI LanGuard server. Computers configured as relay agents download
patches and definitions directly from the GFI LanGuard server and forward them to client computers. The main
advantages of using relay agents are:

= Save Network Bandwidth in local or geographically distributed networks. If a relay agent is configured on each site, a
patch is only downloaded once and distributed to clients

= Load is removed from the GFI LanGuard server component and distributed amongst relay agents

= Since computers are managed from multiple relay agents, it increases the number of devices that can be protected
simultaneously.

In a network, computers can be grouped and each group can be assigned to a relay agent. For more information, refer
to Configuring Relay Agents (page 83).

_, .m
A" 0
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Deploy GFl LanGuard in mixed mode

In mixed mode, GFI LanGuard is configured to work in Agent mode on some computers and in Agent-less mode on
other computers or devices.

The following screenshot shows how GFl LanGuard can be deployed in mixed mode on a Local Area Network (LAN):

>

2.2 System Requirements

The following topics provide information about the system requirements for all GFI LanGuard components.

2.2.1 GFl LanGuard system reqQUIrEMENTS ... .o e 20
2.22 GFl LanGuard Agent and Relay Agent system requirements ... ... oo oo 23
2.2.3 Central Management Server system reqUIreMENTS - ..o oo oot 25
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2.2.1 GFl LanGuard system requirements

Computers running GFI LanGuard must meet the system requirements described below for performance reasons.
Refer to the following sections for information about:

» Hardware requirements

= Software requirements

# Firewall portsand protocols

= Gateway permissions

¥

Antivirus & Backup exclusions

Hardware requirements

Computers hosting GFI LanGuard must meet the following hardware requirements:

Component 1 to 100 Computers 100 to 500 Computers 500 to 3,000 Computers
Processor 2 GHz Dual Core 2.8 GHz Dual Core 3 GHz Quad Core
Physical Storage 5GB 10 GB 20 GB

RAM 2 GB 4GB 8 GB

Network bandwidth 1544 kbps 1544 kbps 1544 kbps

Software requirements

GFl LanGuard components can be installed on any computer that meets the software requirements listed in this section.
For more information, refer to:

» Supported operating systems
= Supported databases
# GFlLanGuard and TLS 1.1 or higher

» Ta rget computer components

Supported operating systems (32-bit/64-bit)

The following table lists operating systems and versions where GFI LanGuard can be installed. Ensure that you are
running the Full (with GUI) version of these operating systems, and running the latest Service Pack as provided by
Microsoft.

Windows’ Server 2016

Windows® Server 2012 (including R2)

Windows® Server 2008 (including R2) Standard/Enterprise
Windows® 10 Professional/Enterprise

Windows® 8/8.1 Professional/Enterprise
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Operating System

Windows’ 7 Professional/Enterprise/Ultimate
Windows’ Vista Business/Enterprise/Ultimate

Windows” Small Business Server 2011

Supported databases

GFl LanGuard uses a database to store information from network security audits and remediation operations. The
database backend can be any of the following:

Database server Recommended Use

SQL Server This database server has a 10GB limit and is therefore recommended for networks containing up to 500 com-
Express’ 2008 puters. If a database server is not available, the GFI LanGuard installer can automatically download and run the
or later Microsoft SQL Express installer.

SQL Server” Recommended for larger networks containing 500 computers or more.

2008 or later

For improved performance, it is highly recommended to use an SSD drive for the database server. Compared to
traditional Hard Disk Drives, SSDs deliver superior performance with lower access time and lower latency.

GFI'LanGuard and TLS 1.1 or higher

If you plan to deploy GFl LanGuard in an environment where TLS 1.1 and above is running, you need to enable FIPS-
Compliant algorithms on the computer where the GFl LanGuard is installed.

To enable FIPS-Compliant algorithms:

1. Goto Start > Run and type gpedit .msc

2. Navigate to Computer Configuration > Windows Settings > Security Settings > Local Policies.
3. Double-click Security Options.

4. In the details pane, double-click System cryptography: Use FIPS-compliant algorithms for encryption, hashing,
and signing.

5. Check Enabled and click OK

6. Reboot the computer or open a command prompt and type gpupdate /force.

Target computer components

The following table provides you with information about components that are required to be installed or enabled on
computers to be scanned remotely (agent-less) by GFl LanGuard:

Component Description

Secure Shell Required for UNIX/Linux/Mac OS based scan targets. SSH server must be installed and enabled.

(SSH)

File and Required for machines running Microsoft operating systems to enumerate and collect information about scan targets.
Printer Shar-

ing

Remote Ensure that this service is running on machines using Microsoft operating systems. This is required to collect inform-
Registry ation about scan targets, such as Operating System details, user and computer data.
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Firewall Ports and Protocols
This section provides you with information about the required firewall ports and protocols settings for:
#» GFlLanGuard and Relay Agents

= GFlLanGuard Agent and Agent-less computers

GFI LanGuard and Relay Agents

Configure your firewall to allow inbound connections on TCP port 1072, on computers running:
» GFIl LanGuard

= Relay Agents

This port is automatically used when GFI LanGuard is installed, and handles all inbound communication between the
server component and the monitored computers. If GFI LanGuard detects that port 1072 is already in use by another
application, it automatically searches for an available portin the range of 1072-1170.

To manually configure the communication port:

1.Launch GFl LanGuard.

2.Go to Configuration > Manage Agents.

3. From the right pane, click Agents Settings.

4. From the Agents Settings dialog, specify the communication port in the TCP port text box.
5.Click OK

GFlLanGuard Agent and Agent-less computers

Communications between GFI LanGuard and managed computers (Agents and Agent-less), are done using the ports
and protocols below. The firewall on managed computers needs to be configured to allow inbound requests on the
following ports:

TCP Ports Protocol Description

22 SSH Auditing Linux systems.

135 DCOM Dynamically assigned port.

137 NetBIOS Computer discovery and resource sharing.

138 NetBIOS Computer discovery and resource sharing.

139 NetBIOS Computer discovery and resource sharing.

161 SNMP Used for computer discovery. GFl LanGuard supports SNMPv1 and SNMPv2c.

SNMPv3 and SNMP over TLS / DTLS are not supported.

445 SMB Used while:

= Auditing computers
= Agent management
# Patch deployment.

Gateway permissions

To download definition and security updates, GFl LanGuard connects to GFI, Microsoft, and Third-Party update servers via
HTTP. Ensure that the firewall settings of the machine where GFl LanGuard is installed allows connections to:
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= gfi-downloader-137146314.us-east-1.elb.amazonaws.com

= *software gficom/Insupdate/

» *download.microsoftcom

= *windowsupdate.com

= *updatemicrosoftcom

= All update servers of Third-Party Vendors supported by GFl LanGuard.

For more information, refer to:

# Supported Third-Party applications: http://go.gfi.com/?pageid=LAN_PatchMng
» Supported application bulletins: http://go.gfi.com/?pageid=3p_fullreport

#  Supported Microsoft applications: http://go.gfi.com/?pageid=ms_app_fullreport

# Supported Microsoft bulletin: http://go.gfi.com/?pageid=ms_fullreport

Antivirus & Backup exclusions
Antivirus & backup software can cause GFI LanGuard to malfunction if it is denied access to some of its files.

Add exclusions that prevent antivirus & backup software from scanning or backing up the following folder on the GFl
LanGuard server, Agents, Relay Agents and the GFI LanGuard Central Management Server: <system
drive>\ProgramData\GFI\

2.2.2 GFl LanGuard Agent and Relay Agent system requirements

Computers running GFI LanGuard Agent and GFI LanGuard Relay Agent must meet the system requirements described
below for performance reasons.

Refer to the following sections for information about:
# Hardware requirements

» Software requirements

= Firewall portsand protocols

= Antivirus & Backup exclusions
Hardware requirements

GFI LanGuard Agent

Computers running a GFI LanGuard Agent must meet the following hardware requirements:

Component Requirement

Processor 1 GHz

Physical Storage 800MB are required for the installation & an additional 2GB are required during a scan to extract update
archives.

RAM 25 MB dedicated to GFI LanGuard

Network band- 1544 kbps

width

GFl LanGuard 2 Installing GFI LanGuard | 23


http://go.gfi.com/?pageid=LAN_PatchMng
http://go.gfi.com/?pageid=3p_fullreport
http://go.gfi.com/?pageid=ms_app_fullreport
http://go.gfi.com/?pageid=ms_fullreport

GFI'LanGuard Relay Agent

A computer is eligible to be configured as a Relay Agent when:

= The computer is online and has good uptime (an offline Relay Agent incapacitates its clients)
= Has fast network access to computers connected to it

= Has the required disk space to allow caching.

Computers configured as Relay Agents must meet the following hardware requirements:

Component 1 to 100 Clients 100 to 500 Clients 500 to 1,000 Clients
Processor 2 GHz Dual Core 2 GHz Dual Core 2.8 GHz Dual Core
Physical Storage 5GB 10 GB 10 GB

RAM 2 GB 2GB 4GB

Network bandwidth 100 Mbps 100 Mbps 1 Gbps

Software requirements

GFl LanGuard components can be installed on any computer that meets the software requirements listed in this section.
For more information, refer to:

Supported operating systems (32-bit/64-bit)

The following table lists operating systems that GFI LanGuard Agent and GFI LanGuard Relay Agent can be installed on:

Windows™ Operating System GFI LanGuard Agent GFl LanGuard Relay Agent

Windows Server 2016

Windows Server 2012 (including R2) o of
Windows Server 2008 R2 Standard/Enterprise (latest SP) o o
Windows Server 2008 Standard/Enterprise (latest SP)
Windows Server 2003 Standard/Enterprise o+ b 4
Windows 10 Professional/Enterprise o of
Windows 8/8.1 Professional/Enterprise o o
Windows 7 Professional/Enterprise/Ultimate (latest SP)
Windows Vista Business/Enterprise/Ultimate

Windows XP Professional (latest SP) 4 x
Small Business Server 2011
Small Business Server 2008 Standard f ®

Small Business Server 2003 (latest SP)

Firewall Ports and Protocols

This section provides you with information about the required firewall ports and protocols settings for:
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# GFlLanGuard and Relay Agents

#» GFlLanGuard Agent and Agent-less computers

GFlLanGuard and Relay Agents

Configure your firewall to allow inbound connections on TCP port 1072, on computers running:
= GFIl LanGuard

» Relay Agents

To manually configure the communication port:

1. Launch GFl LanGuard.

2. Click Configuration tab > Manage Agents.

3. From the right pane, click Agents Settings.

4. From the Agents Settings dialog, specify the communication port in the TCP port text box.
5.Click OK

GFI LanGuard Agent and Agent-less computers

Communications between GFI LanGuard and managed computers (Agents and Agent-less), are done using the ports
and protocols below. The firewall on managed computers needs to be configured to allow inbound requests on the
following ports:

TCP Ports Protocol Description

22 SSH Auditing Linux systems.

135 DCOM Dynamically assigned port.

137 NetBIOS Computer discovery and resource sharing.

138 NetBIOS Computer discovery and resource sharing.

139 NetBIOS Computer discovery and resource sharing.

161 SNMP Used for computer discovery. GFI LanGuard supports SNMPv1 and SNMPv2c.

SNMPv3 and SNMP over TLS / DTLS are not supported.

445 SMB Used while:

# - Auditing computers
=  Agent management
#  Patch deployment.

Antivirus & Backup exclusions
Antivirus & backup software can cause GFl LanGuard to malfunction if it is denied access to some of its files.

Add exclusions that prevent antivirus & backup software from scanning or backing up the following folder on the GFl
LanGuard server, Agents, Relay Agents and the GFI LanGuard Central Management Server: <system
drive>\ProgramData\GFI\

2.2.3 Central Management Server system requirements

Computers running GFI LanGuard Central Management Server must meet the system requirements described below.
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Hardware requirements

Computers hosting GFI LanGuard Central Management Server must meet the following minimum hardware
requirements:

Processor 2.8 GHz quad-core
Physical Storage 10 GB HDD free space
RAM 8 GB RAM

Supported operating systems (32-bit/64-bit)

The following table lists operating systems and versions where the GFl LanGuard Central Management Server can be
installed. Ensure that these operating systems are running the latest Service Pack as provided by Microsoft.

Operating System

Windows’ Server 2016

Windows~ Server 2012 (including R2)

Windows® Server 2008 (including R2) Standard/Enterprise
Windows® 10 Professional/Enterprise

Windows’ 8/8.1 Professional/Enterprise

Windows’ 7 Professional/Enterprise/Ultimate

Windows’ Vista Business/Enterprise/Ultimate

Windows” Small Business Server 2011

Supported databases

GFl LanGuard Central Management Server uses a database to store information retrieved from multiple GFI LanGuard
installations. The database backend can be any of the following:

Database server Recommended Use

SQL Server This database server has a 10GB limit and is therefore recommended for networks containing up to 500 com-
Express’ 2008 puters. If a database server is not available, the GFI LanGuard installer can automatically download and run the
or later Microsoft SQL Express installer.

SQL Server’ Recommended for larger networks containing 500 computers or more.

2008 or later

For improved performance, it is highly recommended to use an SSD drive for the database server. Compared to
traditional Hard Disk Drives, SSDs deliver superior performance with lower access time and lower latency.
Firewall Ports and Protocols

GFl LanGuard instances communicate with the GFI LanGuard Central Management Server via port 1077. Configure your
firewall to allow inbound connections on TCP port 1077, on computers running GFl LanGuard and the GFI LanGuard
Central Management Server.
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If port 1077 is already in use by another application, the GFl LanGuard Central Management Server automatically
searches for an available port in the range of 1077-1277.

Antivirus & Backup exclusions
Antivirus & backup software can cause GFI LanGuard to malfunction if it is denied access to some of its files.

Add exclusions that prevent antivirus & backup software from scanning or backing up the following folder on the GFl
LanGuard server, Agents, Relay Agents and the GFI LanGuard Central Management Server: <system
drive>\ProgramData\GFI\

2.3 Importing and exporting GFI LanGuard settings

The Import and Export Configurations Wizard is a GFI LanGuard feature that enables you to import and export settings,
including:

= Scanning Profiles

= Vulnerability Assessment

= Ports (TCP/UDP)

= Results Filtering Reports

#  Auto-Remediate Settings (Auto—-Uninstall and Patch settings)

= Options (Database Backend, Alerting, Schedule scan and Internal Settings).

This feature is useful when you want to retain configuration settings from an older version of GFl LanGuard and reuse
themin a new version. The following sections contain information about:

# Exporting configurations to a file

# Importing configurations from a file

# |Importing configurations from anotherinstance of GFl LanGuard
Exporting configurations to a file

To export the configurations:

1. Launch GFl LanGuard.

2. From the top navigation click File > Import and Export Configurations.
3. Select Export the desired configuration to a file and click Next.

4. Specify the path were to save the exported configuration, and click Next.
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P "

Import and Export Configurations Wizard

EX
Welcome to the Import and Export Configurations Wizard @?

Ise this wizard to import or export GFI LanGuard configurations.

What do you want to do?

@ Export the desired configurations to a file
Export GFI LanGuard configuration to a file (.cfg)

I Import the desired configurations from a file
Impart GFI LanGuard configurations from a file {.cfa)

1 Import the configurations from another instance
Impart GFI LanGuard configurations from another installation

< Back Mext = ] ’ Cancel

Screenshot 5: Export configurations to file

5. Wait for the configuration tree to load and select the configurations to export. Click Next to start export.
6. A notify dialog will confirm that exporting is completed.

7.Click OKto finish.

Importing configurations from afile

To import saved configurations:

1. Launch GFl LanGuard.

2. From the top navigation click File > Import and Export Configurations.

3. Select Import the desired configuration from a file and click Next.

4. Specify the path from where to load configuration, and click Next.

5. Wait for the configuration tree to load and select the configurations to import. Click Next to start import.
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P

Import and Export Configurations Wizard

Welcome to the Import and Export Configurations Wizard
Ise this wizard to import or export GFI LanGuard configurations.

What do you want to do?

() Export the desired configurations to a file
Export GFI LanGuard configuration to a file (.cfg)

@ Import the desired configurations from a file
Impart GFI LanGuard configurations from a file {.cfa)

™) Import the configurations from another instance
Impart GFI LanGuard configurations from another installation

< Badk [ Mext = J ’ Cancel

Screenshot 6:Import configurations from a file

6. Confirm the override dialog box by clicking Yes or No as required.

7. A notify dialog will confirm that exporting is completed.

8. Click OKto finish.

Importing configurations from another instance of GFI LanGuard
1. Launch GFl LanGuard.

2.From the top navigation click File > Import and Export Configurations.

3. Select Import the configuration from another instance and click Next.

4. Click Browse to select the GFI LanGuard installation folder on the machine from where you want to import the

configurations. The default location is:

Operating Systems Path

Windows™ XP Professional (SP2 or higher) <Local Disk>\Documents and Settings\All Users\Application

Data\GF\LanGuard <Version>

Windows’ Server 2003 Standard/Enterprise <Local Disk>\Documents and Settings\All Users\Application

Data\GF\LanGuard <Version>

Windows’ Vista Business/Enterprise/Ultimate and later <Local Disk>\Program Files\GFI\LanGuard <Version>

Windows’ Server 2008 (including R2) Stand- <Local Disk>\Program Files\GFI\LanGuard <Version>

ard/Enterprise and later
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P "

Import and Export Configurations Wizard EX

Welcome to the Import and Export Configurations Wizard I -4Ell
Ise this wizard to import or export GFI LanGuard configurations. L

What do you want to do?

() Export the desired configurations to a file
Export GFI LanGuard configuration to a file (.cfg)

(™) Import the desired configurations from a file
Impart GFI LanGuard configurations from a file {.cfa)

@ Import the configurations from another instance
Impart GFI LanGuard configurations from another installation

< Badk [ Mext = J ’ Cancel

Screenshot 7:Import setting
5. Select which settings you want to import and click Next.

6. While importing, GFI LanGuard will ask you whether you want to override or keep your settings. Select one of the
following options:

Option Description

Yes Override the current setting with the imported setting.
No Keep the current setting and ignore the imported setting.
Auto Rename Rename the imported settings and keep the current settings.

7.Click OKwhen the import is ready.

2.4 Installing GFI LanGuard

24.1 Important notes
Before running the installation wizard:

= |f you are currently using a previous version of GFl LanGuard, you can upgrade your current installation while at the
same time retaining all your existing configuration settings. Upgrade is not reversible; you cannot downgrade to the pre-
vious version that you had installed. For more information, refer to Upgrading GFI LanGuard (page 35).

# You must have a GFI Account or a license key to install GFI LanGuard. For more information, refer to Obtaining a
GFI LanGuard subscription (page 34).
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# Ensure that the machine where GFI LanGuard is going to be installed meets the system requirements. For more
information, refer to GFl LanGuard system requirements (page 20).

= Configure your firewall to allow GFI LanGuard to connect to GFl servers and to the remote machines to be monitored.
For more information, refer to Firewall Ports and Protocols (page 22).

= Disable third-party antivirus during the installation process.

= Save any pending work and close all open applications on the machine.

24.2 Installation procedure
1. Log in using administrator credentials on the machine where you want to install GFI LanGuard.

2. Right-click the GFI LanGuard installer and choose Properties. From the General tab, click Unblockand then Apply.
This step is required to prevent the operating system from blocking certain actions by the installer.

3. Launch the GFI LanGuard installer.

4. Select the language for your installation and click OK

NOTES

» The GFl LanGuard Central Management Server and all GFl LanGuard instances joined to it need to be installed
in the same language.

= The graphical user interface of the GFI LanGuard Central Management Server is available only in English, includ-
ing in instances when GFI LanGuard is installed in another language.

GFI LanGuard

GFl LanGuard

Netwaork security scanner and patch management

g: Select the components ko be installed. Missing prerequisites will be downloaded and installed.
\-@ Dovwnloaded Installed
) Microsoft JMET Framework 4.5.1 V.4

I¥  &FILanGuard

¥ GFI Lanisuard Central Management Server

v X
v X

Mexk I Cancel |

Screenshot 8: Select components to be installed

5. From the list of components, select GFI LanGuard and click Next. The installation wizard will automatically download
and install any missing components.
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NOTE

An Internet connection is required to download missing components.

6. In the Usemame and Password fields, enter your GFl Accounts area credentials or the account used when signing
up to download GFI LanGuard. Click Sync to retrieve the license keys registered to your account. Choose a key from the
Available keys drop-down. If you do not have a GFl account or if you do not have a license key, click Sign up here and
fill in the registration form. You may also manually specify a license key in the Enter license key field. Click OKwhen a
valid license is specified. For more information, refer to Obtaining a GFl LanGuard subscription (page 34).

Database Configuration |

Please configure a Microsaft SOL Server,

S0L server name: | ASOLEXPRESS |

50U database name: | LNS5ScarResulks12

[ Use Windows Authentication

SGL Login: | s

Passward: I T IITIIITIITIIY

Cancel |

Screenshot 9: Configure the database server

7. In the database server configuration window provide the following details:

OPTION DESCRIPTION

Database The name of the Microsoft SQL server where the GFI LanGuard database is hosted.
server name

SQL database Displays the database name. GFI LanGuard keeps the default name of the database. During an upgrade, you may
name decide to specify a different database name so that you can use a clean database while maintaining the old data-
base from a previous version.

Use Windows Select this option if you want the GFI LanGuard to use the Microsoft Windows credentials of the currently logged
Authentication in user when connecting to the Microsoft SQL database.

Username / If GFI LanGuard is not using Windows Authentication when connecting to the Microsoft SQL database, provide the
Password username and password to be able to connect to the database.

8. In the GFI LanGuard welcome screen, click Next.
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i‘él GFI LanGuard Setup = =]
End-User License Agreement ®
Please read the following license agreement carefully F’

GFI® End-User License Agreement :I

For: GFl FaxiMaker”; GFl Archiver™, GFl MailEssentials"; GFl WebMaonitor'; GFI
LanGuard™;

GFl Network Server Monitor; GFl EventsManager” and GFl EndPointSecurit®

["Software”)

PLEASE CAREFULLY REWIEW THE FOLLOWIMG TERMS AND COMDITIONS OF THIS ;I

CRICG LICER LICERICE ATOCCRACKRIT SUCIIR AMY TLILS CHILA I A TESALLY OIRIFRIRIS

¥ [ accept the berms in Ehe License Agreement
™ Idonot accept the terms in the License Agresment

< Back | Mext = I Cancel

Screenshot 10: End-user license agreement

9. Read the licensing agreement carefully. To proceed with the installation, select laccept the terms in the License
Agreement and click Next.

fi# GFI LanGuard Setup I =]
Attendant service credentials [
Specify the credentials needed to run scheduled GFI LanGuard F’
operations

Administrator user account (in Format 'DOMAIRN) administrator

Mame: Domairi John Smith

Password: | TIITTILIIY

MOTE: Specify the administrator account under which the scheduled operations such as
scans, produck update and auto-remediation will operate.

To Successfully run these operations, the specified account musk have administrator
privileges ower target compukers,

Screenshot 11: Attendant service credentials

10. Key in the administrator credentials and password. The credentials are used for the service account under which
scheduled operations run. Click Next.
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NOTE

Itis highly recommended to provide a valid username and password and not to skip this option. Scan and
remediation processes will fail if the credentials do not have permission on the remote machines.

11. Click Install to install GFI LanGuard in the default location or Browse to change the path.
12. Click Finish to finalize the installation.

When launched for the first time, GFI LanGuard automatically enables auditing on the local computer and scans the local
computer for vulnerabilities. On completion, the GFI LanGuard Home page displays the vulnerability result.

NOTES

Test your installation after the product is installed. For more information, refer to Testing the installation (page
38).

2.4.3 Obtaining a GFI LanGuard subscription

During the GFI LanGuard installation, you are requested to key in your GFl account credentials or a license key.

Choose the procedure that best describes your scenario for information on how to obtain a subscription:

Evaluating GFl LanGuard for 30 days
For a free GFl LanGuard trial for 30 days:

1. Fillin the registration form at https://www.gfi.com/products-and-solutions/network-security-solutions/gfi-lan-
guard/download

2. Check your mail box and open the email from sales@gfi.com.
3. Click the link provided to confirm your account details and to create a password for your GFI Account.
4. After confirming your account details, the installer is automatically downloaded.

5. During the installation process, provide your GFl account credentials.

| have a GFl Accountand want to install GFl LanGuard for the first time
During installation, key in the username and password associated with your account and verify that the account is valid.

Your license status can also be verified from the GFI Accounts Portal. Login to https:.//accounts.gfi.com and click My
products. Select GFI LanGuard to check the status of your license.

Upgrading to a newer build or Service Release of the same version

When upgrading GFl LanGuard to a build of the same version, such as when installing a Service Release, you have two
options to enter a license:

Enter your GFl account credentials or select a license key from the Available keys list.

If you don't have access to your previous license key, but you have a GFl account, you can retrieve the license key from the
GFI Accounts portal. Login to https://accounts.gfi.com and click My products. Select GFI LanGuard to get your license
key.

Upgrading to a newer version of GFl LanGuard

When upgrading your current installation to a newer major version, there are two scenarios:
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= If using GFI Accounts, enter your credentials.
= |f using a license key, upgrade your key:
Log in to the GFI Customer Area on https://customers.gfi.com/.

= If you have a valid GFI LanGuard maintenance agreement, click the blue key icon on the right and select
Upgrade License Key to upgrade your license key. Then, key in your upgraded license key.

s |f youdonothave avalid GFl LanGuard maintenance agreement, click on the blue key icon on the right and
select Renewal. Then, renew your maintenance agreement. On completion a new license key is available.

2.5 Upgrading GFl LanGuard

Choose your current GFI LanGuard version for notes and instructions on how to upgrade to the latest version while
retaining all settings:

= GFl LanGuard 12.1
= GFl LanGuard 12
= GFl LanGuard 2015 and earlier

To determine your current version number open the GFI LanGuard console click and navigate to Help > About.

2.5.1 Upgrading from GFl LanGuard 12.1 or later

This topic describes how to upgrade a GFl LanGuard version 12.1 or later installation to the latest version while retaining
all settings.

Important notes before upgrading

= GFI LanGuard 12.2 supports TLS 1.1.1f you plan to deploy GFl LanGuard in an environment where TLS 1.1 and above
is running, you need to enable FIPS-Compliant algorithms on the local policy. For more information, refer to GFI.
LanGuard and TLS 1.1 or higher (page 21).

= Ensure your server meets the system requirements.

= Backup your current GFl LanGuard database and the GFI LanGuard Data directory which is typically available from:
C:\ProgramData\GFI\LanGuard <version>\

= Export the GFI LanGuard settings before upgrade. This backup may be useful in case the upgrade fails. For more
information, refer to Importing and exporting GFl LanGuard settings (page 27).

= Log on to your current GFl LanGuard server as an Administrator or use an account with administrative privileges.
= Save any pending work and close all open applications on the machine before starting the upgrade.

= Disable anti-virus software on the server machine during the upgrade installation. Re-enable it once upgrade is com-
plete.

Upgrade procedure

1. Download the latest build of GFI LanGuard on the server where GFl LanGuard is currently installed. Go to http://go.g-
fi.com/?pageid=lan_trial, click Login and key in your GFI Account credentials.

2. Right-click the newly downloaded installer and choose Properties. From the General tab, click Unblockand then
Apply. This step is required to prevent the operating system from blocking certain actions by the installer.

3. Launch the installer.
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4. In the components screen, select GFI LanGuard to install a local server instance. You may optionally select GFI
LanGuard Central Management Server to install a central server instance. Install only one instance of the Central Man-
agement Server within your organization.

5. Follow the wizard steps to install the new version.

6. On update completion, test your installation by running a scan to ensure GFl LanGuard installed successfully.

2.5.2 Upgrading from GFI LanGuard 12

This topic describes how to upgrade a GFl LanGuard version 12 installation to the latest version while retaining all
settings.

Important notes before upgrading

#» GFl LanGuard 12.1 introduces the Central Management Server for GFl LanGuard instances installed in another lan-
guage. GFI LanGuard Central Management Server brings together the management of multiple GFl LanGuard instances
through a common console, enabling you to manage many more devices. You can install this component on the local
server while running the upgrade process. Install only one instance of the Central Management Server within your
organization. Note that this component can be installed on any machine within the organization and has different sys-
tem requirements than the product.

= GFlLanGuard 12.2 supports TLS 1.1. If you plan to deploy GFI LanGuard in an environment where TLS 1.1 and above
is running, you need to enable FIPS-Compliant algorithms on the local policy. For more information refer to Support for
TLS 1.1

% Ensure your server meets the system requirememts.

= Backup your current GFl LanGuard database and the GFI LanGuard Data directory which is typically available from:
C:\ProgramData\GFI\LanGuard <version>\

= Export the GFI LanGuard settings before upgrade. This backup may be useful in case the upgrade fails. For more
information, refer to Importing and exporting GFl LanGuard settings (page 27).

# Log on to your current GFI LanGuard server as an Administrator or use an account with administrative privileges.
= Save any pending work and close all open applications on the machine before starting the upgrade.

= Disable anti-virus software on the server machine during the upgrade installation. Re-enable it once upgrade is com-
plete.

Upgrade procedure

1. Download the latest build of GFI LanGuard on the server where GFI LanGuard is currently installed. Go to http://go.g-
fi.com/?pageid=lan_trial, click Login and key in your GFI Account credentials.

2. Right-click the newly downloaded installer and choose Properties. From the General tab, click Unblockand then
Apply. This step is required to prevent the operating system from blocking certain actions by the installer.

3. Launch the installer.

4. In the components screen, select GFI LanGuard to install a local server instance. You may optionally select GFI
LanGuard Central Management Server to install a central server instance. Install only one instance of the Central Man-
agement Server within your organization.

5. Follow the wizard steps to install the new version.

6. On update completion, test your installation by running a scan to ensure GFl LanGuard installed successfully.
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2.5.3 Upgrading from GFl LanGuard 2015 or earlier

This topic describes how to upgrade a GFl LanGuard version 2015 or earlier installation to the latest version while
retaining all settings.

The upgrade can be performed for the following versions:
= GFI LanGuard 2015
» GFlLanGuard 2014
# GFI LanGuard 2012

Important notes before upgrading

» Log in to the GFl Customer Area to get a new license key. Click the blue key icon on the right and select Upgrade
License Key, or click Renewal to extend your maintenance agreement.

# GFl LanGuard 12 introduces the Central Management Server. GFl LanGuard Central Management Server brings
together the management of multiple GFI LanGuard instances through a common console, enabling you to manage
many more devices. You can install this component on the local server while running the upgrade process. Install only
one instance of the Central Management Server within your organization. Note that this component can be installed on
any machine within the organization and has different system requirements than the product.

= Installation on Windows Server 2003, Windows Small Business Server 2003 or Windows XP are no longer supported.
Install the latest version of GFl LanGuard on a supported OS and then import the settings from your current installation
to the new instance. For more information, refer to Importing and exporting GFl LanGuard settings (page 27).

= GFI LanGuard 12 does not support Microsoft SOL Server 2005 or earlier versions. If using an unsupported version it is
recommended to install a supported version and move your current GFI LanGuard database to the new SQL server. Con-
figure your current GFI LanGuard instance to use the new database and proceed to upgrade GFl LanGuard.

= GFl LanGuard 12 does not support Microsoft Access database. If using a Microsoft Access database, on running the
upgrade, GFI LanGuard can be configured to use an existing SOL Server or SOL Express. Alternatively the wizard can
install Microsoft SQL 2012 Express for free on the local server.

= Ensure your server meets the system requirements.

= Backup your current GFl LanGuard database and the GFI LanGuard Data directory which is typically available from:
C:\ProgramData\GFI\LanGuard <version>\

= Export the GFI LanGuard settings before upgrade. This backup may be useful in case the upgrade fails. For more
information, refer to Importing and exporting GFI LanGuard settings (page 27).

# Log on to your current GFI LanGuard server as an Administrator or use an account with administrative privileges.
= Save any pending work and close all open applications on the machine before starting the upgrade.

= Disable anti-virus software on the server machine during the upgrade installation. Re-enable it once upgrade is com-
plete.

Upgrade procedure

1. Download the latest build of GFI LanGuard on the server where GFI LanGuard is currently installed. Go to http://go.g-
fi.com/?pageid=lan_trial, click Login and key in your GFl Account credentials.

2. Right-click the newly downloaded installer and choose Properties. From the General tab, click Unblockand then
Apply. This step is required to prevent the operating system from blocking certain actions by the installer.

3. Launch the installer.
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4. In the components screen, select GFI LanGuard to install a local server instance. You may optionally select GFI
LanGuard Central Management Server to install a central server instance. Install only one instance of the Central Man-
agement Server within your organization.

5. After specifying your account's license key, the wizard prompts you to choose an existing Microsoft SQL Server or
SQL Express. Alternatively click the option to install Microsoft SOL Express (free) on the local server. Follow the Microsoft
SQL Express 2012 wizard.

6. Follow the wizard steps to install the new version side-by-side to your old version.

7.0n launching GFl LanGuard the first time, you will be asked to import the configuration from the old instance. Choose
the settings to import and click Next.

8. On import completion, test your installation by running a scan to ensure GFl LanGuard installed successfully. When
the operation of the new version is confirmed, you may proceed to uninstall the old version from Windows Programs
and Features.

2.6 Testing the installation

Once GFI LanGuard is installed, test your installation by running a local scan to ensure it installed successfully.

1. Launch GFl LanGuard.

@ GFl LanGuard =N =

2 e | = Dashbeoard Scan Remediate  Activity Monitor ~ Reports  C® @)~ Discuss this version...

Welcome to GFI LanGuard

GFl LanGuard 2014 is ready to audit your network for vulnerabilities

| Remediate Security Issues

- . Deploy missing patches, uninstall unauthorized
f Medium + ooy ap
7 Mo
10) r 4 Manage Agents
5 Enable agents to automate network security audit

\ it} software, turn on antivirus and maore. b
Current Vulnerability Level is: High and to distribute scanning load across client ma...

m

Launch a Scan

Manually set-up and trigger an agentless network
et security audit.

1

LATEST NEWS

f-'; 21-Jun-2013 - Patch Management - Added support for GC_19_0_1084_46. Google Chwome 19.0.1084 46 - Stab_.. Bead more
f; 21-Jun-2013 - Patch Management - Added support for HT1222, Apple QuickTime 7.7 2 for Windows - Read more
¥: 21un-2013 - Patch Management - Added support for SFR517. Safari 5.1.7 - Bead more

=
=]
i

Screenshot 12:Launch a scan

2. From GFI LanGuard home page, click Launch a Scan.
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Launch a New Scan

Scan Target: Profile:
localhost v Full Scan v @)
Credentials: Username: Passwaord: Key file:
Currently logged on user Scan
Scan Options...
Screenshot 13:Launch a scan properties
3. From Scan Target drop—-down menu, select localhost.
4. From Profile drop—down menu, select Full Scan.
5. Click Scan to start the scan on the local computer.
6.The scan progress is displayed in the Scan tab.
#® GFI LanGuard
e | = Dashboard | Scan | Remediate Activity Monitor Reports C» @)~ Discuss this version...
Launch a New Scan
Scan Target: Profile:
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20 (0 unauthorized)
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Screenshot 14:Scan results summary

7.0n completion, the Progress section will display an overview of the scan result.

8. Use the Scan Results Details and Scan Results Overview to analyze the scan result. For more information, refer to
Interpreting scan results (page 151).
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3 GFl LanGuard Central Management Server

With GFI LanGuard Central Management Server, multiple GFl LanGuard instances installed in separate locations can be
brought together through a common console. The GFl LanGuard Central Management Server console offers
administrators a view of the security and vulnerability status for all computers, networks or domains managed by the
different GFl LanGuard instances. It also offers centralized reporting and visibility by capturing data from the various
deployments of GFI LanGuard.

|

s —@ ‘ » L

. [,
T T .

B~ =

GFl LanGuard Central Management Server is used only for reporting. Scans and remediation take place only in GFI
LanGuard and then information is centralized to GFl LanGuard Central Management Server soon after it becomes
available in GFI LanGuard. Synchronization usually takes a few minutes. Delay depends on network size and amount of
data being transferred.

NOTES

» The GFl LanGuard Central Management Server and all GFl LanGuard instances joined to it need to be installed
in the same language.

= The graphical user interface of the GFI LanGuard Central Management Server is available only in English, includ-
ing in instances when GFl LanGuard is installed in another language.

3.1 Installing GFI LanGuard Central Management Server

GFl LanGuard Central Management Server uses the same installation file of GFl LanGuard. Before starting the installation
ensure that the system requirements are met. For more information, refer to Central Management Server system

requirements (page 41).

3.1.1 Central Management Server system reqUIreMENTS . ..o 41
3.1.2 Installing Central Management SemVer . 42
3.1.3 Uninstalling Central Management SEIVeT .. ... . e 44
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3.1.1 Central Management Server system requirements

Computers running GFI LanGuard Central Management Server must meet the system requirements described below.

Hardware requirements

Computers hosting GFI LanGuard Central Management Server must meet the following minimum hardware
requirements:

Processor 2.8 GHz quad-core
Physical Storage 10 GB HDD free space
RAM 8 GB RAM

Supported operating systems (32-bit/64-bit)

The following table lists operating systems and versions where the GFl LanGuard Central Management Server can be
installed. Ensure that these operating systems are running the latest Service Pack as provided by Microsoft.

Operating System

Windows’ Server 2016

Windows' Server 2012 (including R2)

Windows® Server 2008 (including R2) Standard/Enterprise
Windows’ 10 Professional/Enterprise

Windows’ 8/8.1 Professional/Enterprise

Windows 7 Professional/Enterprise/Ultimate

Windows’ Vista Business/Enterprise/Ultimate

Windows” Small Business Server 2011

Supported databases

GFl LanGuard Central Management Server uses a database to store information retrieved from multiple GFI LanGuard
installations. The database backend can be any of the following:

Database server Recommended Use

SQL Server This database server has a 10GB limit and is therefore recommended for networks containing up to 500 com-
Express’ 2008 puters. If a database server is not available, the GFI LanGuard installer can automatically download and run the
or later Microsoft SQL Express installer.

SQL Server’ Recommended for larger networks containing 500 computers or more.

2008 or later

For improved performance, it is highly recommended to use an SSD drive for the database server. Compared to
traditional Hard Disk Drives, SSDs deliver superior performance with lower access time and lower latency.

Firewall Ports and Protocols

GFl LanGuard instances communicate with the GFI LanGuard Central Management Server via port 1077. Configure your
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firewall to allow inbound connections on TCP port 1077, on computers running GFI LanGuard and the GFI LanGuard
Central Management Server.

If port 1077 is already in use by another application, the GFl LanGuard Central Management Server automatically
searches for an available port in the range of 1077-1277.

Antivirus & Backup exclusions
Antivirus & backup software can cause GFI LanGuard to malfunction if it is denied access to some of its files.

Add exclusions that prevent antivirus & backup software from scanning or backing up the following folder on the GFl
LanGuard server, Agents, Relay Agents and the GFI LanGuard Central Management Server: <system
drive>\ProgramData\GFI\

3.1.2 Installing Central Management Server
Toinstall GFI LanGuard Central Management Server:

1. Logon using administrator credentials on the machine where to install GFI LanGuard Central Management Server.

NOTE

If you are installing both GFI LanGuard and GFI LanGuard Central Management Server on the same machine, the
installation wizard will first guide you to install GFI LanGuard. For more information, refer to Installing GFI
LanGuard (page 30).

2.Launch the setup and select the installation language.

NOTES

» The GFl LanGuard Central Management Server and all GFl LanGuard instances joined to it need to be installed
in the same language.

= The graphical user interface of the GFl LanGuard Central Management Server is available only in English, includ-
ing in instances when GFl LanGuard is installed in another language.

GFl LanGuard 3 GFl LanGuard Central Management Server |42



GFI LanGuard |

GFl LanGuard

Network security scanner and patch management

AR

) Microsoft \MET Framework 4.5.1
¥ GFI LanGuard

¥ GFI LanGuard Central Management Server

Select the compaonents ko be installed, Missing prerequisites will be downloaded and installed.

3§ Downloaded
v
v
v

[nstalled
v
X
X

Mext I

Cancel |

Screenshot 15: Select components to be installed

3. Ensure GFI LanGuard Central Management Server is selected in the components list and click Next.

Database Configuration

Please configure a Microsoft SOL Server,

]|

S0 server name: I JSQLERPRESS

~

5QL database name: | LN55ScarResulks12

[ Use Windows authentication

SOL Login: I Sh

Password; I T ITIIITITITY)

Cancel |

Screenshot 16: Configure the database server

4.In the database server configuration window provide the following details:

OPTION DESCRIPTION

Database
server name

GFl LanGuard

The name of the Microsoft SQL server where the GFI LanGuard Central Management Server database is hosted.
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OPTION DESCRIPTION

Use Windows Select this option if you want the GFI LanGuard Central Management Server to use the Microsoft Windows cre-
Authentication dentials of the currently logged in user when connecting to the Microsoft SQL database.

Username / If GFI LanGuard Central Management Server is not using Windows Authentication when connecting to the
Password Microsoft SQL database, provide the username and password to be able to connect to the database.

5. Read the licensing agreement carefully. To proceed with the installation, select l accept the termms in the License
Agreement and click Next.

ii._% GFI LanGuard Central Management Server Setup

Service logon information ®
The following logon information is used by GFI LanGuard

Cenktral Management Server Service

Administrator user account (in Format 'DOMATIRY administrator

Llzer Mame: I'-.-'-.-'IN-OEILIE'HE!GQSGE'I,A::Iministratu:ur

Fassword: I sessnnnney

MOTE: The account must have the "Logon &s Service" right. IF it doesn't, it will be
awitched M automatically For the specified account,

Back. I Mexk I Cancel

Screenshot 17: Key in credentials for the Windows service

6.1n the Service logon information screen, key in the administrator credentials and password for the Windows service
under which scheduled operations run. Click Next to continue setup.

7. Click Install to install GFI LanGuard Central Management Server in the default location or Browse to change path.

8. Click Finish to finalize installation.

3.1.3 Uninstalling Central Management Server

To uninstall GFl LanGuard Central Management Server

1. Click Start > Control Panel > Programs > Programs and Features.

2. Select GFI LanGuard Central Management Server from the list, and click Uninstall.

3. When Are you sure you want to uninstall GFI LanGuard Central Management Server? appears, click Yes.

4. On completion, click Finish.
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3.2 Joining GFI LanGuard to Central Management Server

The GFI LanGuard Central Management Server provides centralized reporting for multiple GFl LanGuard instances.
However, each and every GFl LanGuard instance needs to be manually configured to point to a GFI LanGuard Central
Management Server to avail yourself of this feature.

NOTES

» The GFl LanGuard Central Management Server and all GFl LanGuard instances joined to it need to be installed
in the same language.

= The graphical user interface of the GFI LanGuard Central Management Server is available only in English, includ-
ing in instances when GFI LanGuard is installed in another language.

GFl LanGuard Central Management Server is used only for reporting. Scans and remediation take place only in GFI
LanGuard and then information is centralized to GFl LanGuard Central Management Server soon after it becomes
available in GFl LanGuard. Synchronization usually takes a few minutes. Delay depends on network size and amount of
data being transferred.

NOTE

GFI LanGuard Central Management Server requires a Microsoft SQL or SQL Express database. If this is not configured,
click the provided link or navigate to Database Maintenance Options > Database backend settings to set up an
SQL Database. For more information, refer to Configuring Database Maintenance Options (page 236).

To configure Central Management Server options:

1. Click Configuration tab > Central Management Server.

> | &= | Dashboard Scan Remediate Activity Monitor Reparts Configuration Ukilities @) - Discuss this version..

Configurations:

_____ & Agents Managament $ GFl LanGuard Central Management Server
;]

B~ & Scanning Profiles
- B Scheduled Seans
----- [E] Mobile Devices
-l Software Categories Configure GFI L anGuard Central Management Server
Applications |nventory @ “iew and configure server sethings

% Auto-Uninstall Validation
ElQ Software Updates
—£%, Patch Aute-D eployment

Cornect to GFl LanGuard Central b anagement Server to enable centralized reporting for rultiple GFl LanGuard instances

Server information

& Patch Auto-Download Server address: WIN-O0USHBGAEG2
. . Part: 1077
----- 4 Alerting Options i i
- . . : win-obuanbg 30

-1 Databasze Maintenance Options Ceriicate uin-ofuShbadbes

..... b.: Program Updates Site details

----- b‘.. Central Management Server Site name: WIM-00USHBGY5G2
E- _Gnen\iral_ . Location: - [)[0.00M, 0.00E]

1] Wersion Information
e B Licemsing
Synchronization status

& Mo spnchronization issues.
T/ Last successful synchronization time 8/24/2015 11:43:47 A,

Open Central Management Console

Screenshot 18: The GFlLanGuard Central Management Server page

2. Click Configure GFI LanGuard Central Management Server.
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Screenshot 19: Central Management Server dialog - General tab

3. From the General tab, configure the following options:

Option Description

Enable central Click to enable GFI LanGuard Central Management Server. Also enables you to provide the server IP address
management and port on which this instance of GFI LanGuard will communicate with GFI LanGuard Central Management
Server.

Use GFI LanGuard Enables you to use the GFI LanGuard service credentials provided during setup to authenticate with GFI

service cre- LanGuard Central Management Server. This is enabled by default. If disabled, you will need to provide a user-
dentials to name and a password to be used with GFI LanGuard Central Management Server.
authenticate

4. Click Site Details to continue setup
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Central Management Server
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— Site detailz
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Screenshot 20: Central Management Server dialog - Site Details tab

5.1n the Site Details tab, provide the site details that will be shown in GFl LanGuard Central Management Server. These
include the name of this GFI LanGuard instance, a description, the location name and the latitude and longitude values.

3.3 Configuring GFI LanGuard Central Management Server

The following topics help you configure GFI LanGuard Central Management Server:

3.3.1 Configuring GFI LanGuard Central Management Server database settings ... ... ooooiiiiinrr .. 48
332 Specifying data retention SeTtNGS . ... L 49
3.3.3 Configuring Central Management Server user privileges ... i 49
3.34 Managing GFI LanGuard sites in Central Management SerVer ... ... 51
3.3.5 Configuring HTTPS Certificate in Central Management Server ... . . i, 52
3.3.6 Email settings in Central Management SEIVET . ... .. e 57
3.3.7 Configuring Central Management Server Updates ... ... . o i . 57
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3.3.1 Configuring GFl LanGuard Central Management Server database settings

GFl LanGuard Central Management Server supports Microsoft SQOL Server and SQL Server Express databases (2005 and
later editions) that can be configured to store collected monitoring data. This data is used by GFI LanGuard Central
Management Server to populate the dashboards and for reporting purposes.

The currently configured database can be viewed from Settings > Database. Here you can also specify data retention
settings.

To change the current database configuration or create a new database:

1.In GFl LanGuard Central Management Server, go to Settings > Database.

GFI LanGuard A © u A & © 2

SETTINGS

Database

Database Settings

Database Server

S0QL Server

WIN-OOUSHBGI5G2ASULEXPRESS

Windows Authentication SQL Server Authentic ation

Database Name

LGCMCScanResults13

Retention Policy

Mever delete history Keep history for a specified period

Months

36

Screenshot 21: Configuring Database settings for GFl LanGuard Central Management Server

2.Under the Database Server area, modify the following options:

OPTION DESCRIPTION

SQL Server The name of the SQL Server instance. Key in the name of the server where the database is installed.
Windows Authentic- Select this option to use Windows credentials when connecting to your SQL Server.
ation
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OPTION DESCRIPTION

SQL Server Authentic-  If your SQL Server has been installed in SQL Server Authentication Mode, select this option and provide
ation Username and Password.

Database Name If you want to create a new database, use this field to type the name of the database you want to create in
SQL Server.

IMPORTANT

Ensure that the database name entered is unique, otherwise you will overwrite the existing database.

3.3.2 Specifying data retention settings

Retention policy settings define whether to keep all historical data stored in the configured database or whether to
delete this data after a specified amount of time. By default, GFI LanGuard Central Management Server is set to keep
historical data for a period of 36 months.

To change data retention settings:
1.In GFI LanGuard Central Management Server, go to Settings > Database.
2.Under the Retention Policy area, modify the following options:

Select from the following options:

OPTION DESCRIPTION

Never delete history Select to keep all data gathered by GFI LanGuard Central Management Server indefinitely.
NOTE

If selecting this option ensure adequate disk space on the server.

Keep history for a spe- Select this option to delete collected data after a defined amount of time. Use the Months field to spe-
cified period cify an amount in months. Default is 36.

3.3.3 Configuring Central Management Server user privileges

Use this area to configure user access rights to the GFl LanGuard Central Management Server Console. Configured users
will be able to access the console from any location using an internet browser. GFI LanGuard Central Management Server
uses Active Directory to authenticate users.

GFl LanGuard Central Management Server offers the following roles:

OPTION DESCRIPTION

IT Manager This role is made up of both the Site Admin and the Auditor roles and allows users full access to the GFI LanGuard Cen-
tral Management Server.

Site Users with Site Admin rights are able to configure and manage the console.
Admin
Auditor The auditor role permits users to access the reporting tools of GFI LanGuard Central Management Server Console and

the Dashboards.

Toadd anew user:
1.In the top navigation bar, click the settings icon.
2.Select Users.

3. Click Add Usericon.
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Screenshot 22: Configuring user access rights to the GFl LanGuard Central Management Server Console

4. Select from the following options:

OPTION DESCRIPTION

Search Click the Search icon to expand a search field where you can key in a user or group name to
search for.
User / User Group Key in the name of an existing Active Directory User or Group of users. A list of existing users or

groups is automatically displayed as you type. Select the desired name from the list.

IT Manager Check the checkbox to assign the role of IT Manager to the user. This role gives users both Site
Admin and Auditor rights.

Can register new sites Select this option if you want the user to be able to register new sites with GFI LanGuard Cen-
tral Management Server.

Default role for new sites Set the default role for this user for new sites that are added to GFI LanGuard Central Man-
agement Server.

Apply this role for all sites Select the role for the new user to apply to existing sites.

Set role for each site Use the provided buttons if you want to manually set different roles for different sites. Use the
drop down list to select one of the following options: None, Auditor, Site Admin.

5. Click Save.
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3.3.4 Managing GFI LanGuard sites in Central Management Server

The Sites window lists all the GFI LanGuard instances that have been connected to the GFI LanGuard Central
Management Server. The following details are listed:

OPTION DESCRIPTION

Name The name of the machine where the GFI LanGuard instance is installed.
Location The location where the GFI LanGuard machine is located.
Last sync The date when the GFI LanGuard instance last synced with the GFI LanGuard Central

Management Server.

License usage An amount showing the percentage used.
License expiry The date when the current GFI LanGuard Central Management Server expires.
Status Shows the current license status, for example whether it has been registered or
expired.
IMPORTANT

New sites cannot be added through the GFI LanGuard Central Management Server console. The configuration
needs to be carried out in GFl LanGuard as the GFI LanGuard Central Management Server cannot automatically
detect GFI LanGuard instances. For more information refer to: http://go.gfi.com/?pageid=LGCMSSites

Editing site details
You can edit details of sites that have been connected to GFI LanGuard Central Management Server. To do this:
1.1n the list of sites, click the editicon next to the site to edit.

2. Select the Identity and Sync Information tab to edit the following details:

OPTION DESCRIPTION

Name The name of the site where a GFI LanGuard instance is located. You can replace this
by a friendly name. This name will appear as alt text when hovering over markers in
the home page.

Location The name of the country where a GFI LanGuard instance is located.

Latitude / Longitude Use the down and up arrows to manually set the latitude and longitude of the GFI
LanGuard instance location.

Description A description of the site, for example, Main Office.

Last Sync This field contains the date and time of the last synchronization between the GFl
LanGuard instance and GFI LanGuard Central Management Server which cannot be
edited.

3. Select the Authorized users tab to edit the following details:

OPTION DESCRIPTION

Site admins Site admins are granted access to the configuration area of GFI LanGuard Central Man-
agement Server. Click the Add icon to add new users or groups.

Auditors Auditors have access to reports and dashboard areas of the GFI LanGuard Central Man-
agement Server Console. Click the Add icon to add new users or groups.
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NOTE

Users or groups configured in the Users area will be automatically added to these lists. For more information, refer
to Configuring Central Management Server user privileges (page 49).

4. Select the License information tab to view additional information related to license usage and license expiry date.

5. Click Save.

3.3.5 Configuring HTTPS Certificate in Central Management Server

GFl LanGuard Central Management Server Console is accessed securely through HTTPS. This requires digital certificates
for server authentication and communication encryption purposes. By default, GFl LanGuard Central Management Server
Console uses a certificate issued during installation by a special-purpose Certificate Authority (CA) called GFI LanGuard
Central Management Console CA. The web clients of GFI LanGuard Central Management Server Console are
subsequently presented a certificate chain consisting of:

= A self-signed CA certificate issued by GFI LanGuard Central Management Console CA
= Acertificate issued to the computer where the product is installed, having as subject the name of the computer

For any web browser or a GFI LanGuard instance to seamlessly connect to GFl LanGuard Central Management Server
Console, the GFI LanGuard Central Management Console CA certificate needs to be trusted. Trust the CA certificate by
adding it to the list of Trusted Certificate Authorities on client computers,

The GFI LanGuard Central Management Console CA creates a single certificate during installation. This certificate is
then permanently disabled and the CA cannot issue more certificates. This makes it safe to add this CA to the list of
Trusted Certificate Authorities on client computers.

Alternatively, if you already have a trusted certificate, you can use it instead of the default certificate generated by GFl
LanGuard.

The following topics provide more information on how to implement Trusted Root Certificates:

Adding the CA Certificate as Trusted Certificate Authority

This topic describes how to download the CA certificate from within GFI LanGuard Central Management Server and how
toinstall itas a Trusted Certificate Authority.

For Microsoft Internet Explorer, Google Chrome and Opera on Microsoft Windows

1.0Open GFl LanGuard Central Management Server Console in your browser.

2.When you receive the certificate error in the browser, select Continue to this website (not recommended).
3.Key in the authentication credentials.

4. From the top navigation menu click the Settingsicon.

5. Select HTTPS Certificate and click Download certificate. The following file will be downloaded to your
computer:root.cer.

6. Locate the file and double-click to open.
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Certificate u

General | Details | Certification Path

@a | Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: GFI LanGuard Central Management Server CA

Issued by: GFI LanGuard Central Management Server CA

valid from 30/ 08/ 2015 to 30/ 08/ 2025

[Insiall Certificate.. ] Issuer Statement

Learn more about certificates

Lo |

Screenshot 23: Installing the CA Certificate
7.Click Install Certificate....

8.In the Certificate Import Wizard, click Next.
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-

Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can spedfy a location for

the certificate.

(7 Automatically select the certificate store based on the type of certificate

@ Place all certificates in the following store

Certificate store:

Learn mare about cerfificate stores

>

Select Certificate Store

Select the certificate store you want to use,

- | Personal

=
|| Enterprise Trust
| Intermediate Certification Authorities

|| Active Directory User Object
Lo Trusted Puhlichars

m | »

4 | 1 | »

[7] show physical stores

[

Screenshot 24: Select location forimported certificate

9. Select Place all certificates in the following store, then click Browse... and select Trusted Root Certification
Authorities. Click OK

10. Click Next.

11. Click Finish.

12.Click OK The CA Certificate is now trusted.

For Mozilla Firefox on any operating system

1.Open GFl LanGuard Central Management Server Console in your browser.

2.When you receive the certificate error in the browser, select | Understand the Risks then click Add Exception....

3.In the Add Security Exception window, click Confirm Security Exception. This allows you to continue to the
application.

4.Key in the authentication credentials.

5. From the top navigation menu click the Settings icon.

6. Select HTTPS Certificate and click Download certificate. The following file will be downloaded to your
computer:root.pem.
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7.In Mozilla Firefox, go to Settings > Options > Advanced > Certificates > View Certificates > Authorities tab and
click Import....

8. Select the previously downloaded file root . pem.

Advanced

General Data Choices Network Update Certificates

P
Certificate Manager |

Your Certiflcatal Peuplel Sewers| Autharities | Dthers|

q You have certificates on file that identify these certificate authorities:

8 | Certificate Mame Security Device
a(c) 2005 TURKTRUST Bilgi Hletisim ve Biligim...
TURKTRUST Elektronik Sertifika Hizmet 5. Builtin Object Token
4 A-Trust Ges. f. Sicherheitssystermne im elektr....
A-Trust-nQual-03 Builtin Object Token
4AC Camef Downloading Certificate ﬁ
Chamb
Global
4AC Came

[l »

You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "GFI LanGuard Central Management Server CA" for the following purposes?

Hiew..._ Trust this CA to identify websites.

[T Trust this CA to identify email users.

[] Trust this CA to identify software developers.

e Before trusting this CA for any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

| ok || Concel |

Screenshot 25:Importing a trusted CA Certificate in Firefox

9. Select Trust this CA to identify websites and click OKto complete the import.

For Safari, Google Chrome and Opera on Apple OS X

1.Open GFl LanGuard Central Management Server Console in your browser.

2.When you receive the certificate error in the browser, select Continue. This allows you to continue to the application.
3.Key in the authentication credentials.

4. From the top navigation menu click the Settingsicon.

5. Select HTTPS Certificate and click Download certificate. The following file will be downloaded to your
computer:root .pl2.

6.Open the downloaded file root . p12 with Keychain Access.
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7.Leave the Password field empty and select OK

— Do you want your computer to trust certificates signed by “GFI
LanGuard Central Management Console CA® from now on?

i Ia This certificate will be marked as trusted for the current user only. To change
vour decision later, open the certificate in Keychain Access and edit its Trust
Settings.

P GFl LanGuard Central Management Console CA

Cortifeat GFI LanGuard Central Management Console CA

et Root certificate authority
- Expires: duminicd, 20 aprilie 2025, 15:29:49 Ora de vari a Europei de Est

£} This root certificate is not trusted

p Trust
v Details
Country US
Organization GFI LanGuard Central Management Console (steli1)
{20152921032948)

Organizational Unit GFI LanGuard Central Management Console
Common Hame GFl LanGuard Central Management Console CA

Country US
Organization GFI LanGuard Central Management Console (steli1)

e e Wl T e e Rt a W R t]

Hide Certificate Don't Trust Always Trust

Screenshot 26: Configuring a CA Certificate in Safari, Google Chrome and Opera on Apple OS X

8. Select Always Trust.

Using an existing SSL certificate in Central Management Server

GFl LanGuard Central Management Server can be configured to use existing SSL certificates. This allows you to leverage
your existing trust infrastructure. Follow the steps below after installing GFI LanGuard Central Management Server:

1.Open Internet Information Services Manager (IIS Manager).

2. From the Connections tree, select your server.

3.In the right pane, open Server Certificates.

4. From the Actions menu, click Import....

5.In the Import Certificate dialog, click ... to browse and locate the PFX file which contains your existing SSL certificate.
6. If the certificate is password protected, key in the password and click OK

7.In the Connections tree, expand Sites and select GFI LanGuard Central Management Server Website.

8.From the Actions menu, click Bindings...

9.1n the Site Bindings dialog, select https from the list and click Edit....

GFl LanGuard 3 GFl LanGuard Central Management Server | 56



10. In the SSL certificate field select your SSL certificate and click OK

NOTE

Ensure your existing SSL certificate is trusted on all machines where GFI LanGuard is installed since GFI LanGuard
requires the certification chain to be trusted by the operating system.

3.3.6 Email settings in Central Management Server

The Email settings page lets you configure alerting options. These are required when GFI LanGuard Central
Management Server needs to send important administrative notifications. To configure sender and recipient details:

1. Click Settings > Email.

2.In the SMTP Server Details area, key in the parameters described below:

Option Description

From email The sender email address. GFI LanGuard Central Management Server will use this email account to send the
address required emails.

SMTP Server Key in the IP address of the server through which emails are routed.

Port Define the port number through which emails are routed. Default value is 25

Authentication Enable if SMTP server requires a username and password to authenticate when sending administrative noti-

fications. Enter a username and password in the appropriate fields.

Use SSL Select this option if you have an SSL (Secure Sockets Layer Protocol) encrypted connection to send the required
emails.

Send noti- Enable to send important administrative notifications via email.

fications by

email

3.In the Email Recipients area, key in the following:

Email Address Emails sent by GFI LanGuard Central Management Server are received by the email
addresses configured in this area. Key in the email address in the appropriate field and
press the add icon. Add as many email addresses as required.

Verify Email Settings Click Verify Email Settings to verify that email settings are configured correctly.

4. Click Save.

3.3.7 Configuring Central Management Server Updates

The Product Updates area displays information about version and build number of the currently installed GFI LanGuard
Central Management Server instance as well as the history of installed updates. Product updates enable you to keep your
GFl LanGuard Central Management Server installation up to date with the latest updates. When enabled, GFl LanGuard
Central Management Server checks for new updates at specified intervals, downloads the updates, and installs them.

NOTE
During product updates the GFI LanGuard Central Management Server services need to be stopped and restarted.
This action causes disruption with remote GFI LanGuard instances. Operations can resume once the services are

restarted.

To configure system updates:
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1.Go to Settings > Updates.

2.Configure the following:

OPTION DESCRIPTION

Install updates When enabled, GFI LanGuard Central Management Server automatically checks for new updates, downloads
automatically newly found packages and installs them. Click Customize to specify a schedule for the updates.

Update Now Click to make GFI LanGuard Central Management Server check for updates.

Download from Enable this option if you want GFI LanGuard Central Management Server to check in a particular location when
alternative ver- looking for new product updates. Specify the URL location where to look for in the available field.

sion

Proxy Server Enable if GFI LanGuard Central Management Server needs to connect to a specific Proxy Server to download

updates. Provide the following details:

Proxy Address - specify the IP address of the server from where GFI LanGuard Central Management Server will
download the new updates.

Port - Specify the port number used by GFI LanGuard Central Management Server to connect to the Proxy
Server. Default is 8080.

Authentication - if authentication is required, enable this option and provide the credentials of the target server.

3. Click Save.

3.4 Using the GFI LanGuard Central Management Server Console

The GFI LanGuard Central Management Server Console can be accessed by authorised users through any supported
internet browser by using the following address:

https://<server name/IP address>:1077/Home/Home.

Different user access rights can be granted from the settings area. For more information, refer to Configuring Central
Management Server user privileges (page 49).

The following topics provide information on how to use GFI LanGuard Central Management Server Console:

34.1 Central Management Server Home Page ... .. L 58
34.2 Central Management Server Dashboards ... . 60
34.3 Central Management Server COmMpPULEr Tree .. e 62
344 Using GFI LanGuard Central Management Server Reports . ... . o 66

3.4.1 Central Management Server Home Page

The home page of the GFI LanGuard Central Management Server console offers two graphical overviews of relevant
information collected from deployed GFI LanGuard instances at remote locations. To display the home page click Home
in the top navigation.
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GFl LanGuard A Home @ Dashboard ul Reports a A WIN-OOUIHBGI5G2\Administrator

Sites Overview Top S

Notifications Security Sensors B Missing  [2 Operating Software
Updates Systems
@ Service is not running Q 1 GFl LanGuard 2016 1
New site added Q Service Packs and Update Rollups 1 GFl LanGuard 2016 Central Managem. 1
@ Vulnersbilities 1 Google Chrome 1
] Malware Protection |ssues 1 nternet Explorer 1
] Firewall Issues 0 Microsoft NET Framework 4 Multi-Tar.. 1
L] Unauthorized Applications 0 Microsoft NET Framework 4.5.1 1
@  Audit Status 0 Microsoft Help Viewer 1.1 1
@  Credentials Setup i} I Microsoft Report Viewer 2012 Runtime 1
Show all @  AgentHealth Issues 0 Show a

Screenshot 27: The GFlLanGuard Central Management Server Home page

Toggle between the following views:

OPTION DESCRIPTION

Sites A map displays GFI LanGuard instances that have been connected to the GFI LanGuard Central Management Server.
Overview High, Medium and Low markers define the vulnerability status of the sites at a glance, while an additional filter can be
toggled to display the following:
#  Vulnerability Status
#  Auditing Status
@ Patch Management Status
#  License Usage
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OPTION DESCRIPTION

Top Sites  The Top Sites view offers an in-depth look at the status of top sites. The interactive info-graphic offers the following 4
nodes:
# Vulnerability Status - View the number of vulnerabilities found on a site, grouped by severity. This area enables you
to determine a site's vulnerability rating with high, medium and low percentages. You can also filter data by:

& number of high vulnerability nodes
# percentage of high vulnerability nodes
& number of nodes

# Patch Management Status - View sites that are missing updates. Filter by:

# number of nodes having missing updates
# percentage of nodes having missing updates
& number of nodes

% Auditing Status - identify how many audits have been performed in top sites grouped by time. Filter data by the
following:

number of nodes not scanned last week
percentage of nodes not scanned last week
number of nodes not scanned last 24 hours
percentage of nodes not scanned last 24 hours
number of nodes

% License Usage - Explore top sites by their license status. Available filters are:

license usage
license limit
number of nodes
expiry date

NOTE

The sites displayed by the GFI LanGuard Central Management Server represent GFl LanGuard instances that have
been set up within each GFl LanGuard deployment. The GFI LanGuard Central Management Server is unable to
detect any sites automatically. To view or edit details of connected sites refer to: Managing Sites.

The bottom part of the home page contains three widgets with additional information, listed in the following table:

Option Description

Notifications A list of events describing actions carried out or problems that have been identified by GFI LanGuard Central
Management Server, for example when a service is not running.

Security Sensors Displaying information related to security issues such as missing updates or malware protection issues. Click
any item in the list to drill down further details.

Missing Updates / Toggle between Missing Updates, Operating Systems and Software view to obtain quick information about
Operating Sys- what operating systems are running within your network or which important patches need to be deployed.
tems / Software Click Show all to be redirected to the dashboards.

3.4.2 Central Management Server Dashboards

The dashboards in GFI LanGuard Central Management Server Console provide information related to issues, missing
patches or updates, vulnerabilities and other important information that provide insight into the security status of your
entire network. Click Dashboard in the top navigation to access the overview page.
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GFl LanGuard # Home | @ Dashboard | ul Reports 2 WIN-OOUSHBGISG2\Administrator

O o @

¥ ALL DEVICES Overview

Entire Network - 1 Computer

/. WIN-OOUIHBGI5G2
Vulnerability Level \.'.U

)
Vow

Manufacturer:
. o
Operating system:
Low Zh 05 Install Date:

Top 5 issues to address

I Software Updates I Service Packs and Update Rollups I Vulnerabilities

I Malware Protection Issues I Firewall Issues I Unauthorized Appl

IAud\t status I(\edenua\s Setup. Agent Health Issues

Vulnerability Trend Over Time

High

Medium

8/1212015 8/13/2015 8/19/2015 8/19/2015 /1972015 /192015

Agent Status

Scan Activity

25
0 Agent Not Installed , -— /

8/12/2015 8/13/2015 81142015 8/18/2015 8/19/2015

Screenshot 28: The overview dashboard

The Overview page is a dashboard that provides instant access to important information obtained from various GFI
LanGuard installations. Information such as the vulnerability level of computers, domains or entire networks, missing
updates alerts, vulnerability trends, top issues that need to be addressed and other data is displayed in one location for
ease of access. Several additional dashboards that focus on specific features can be accessed by clicking the appropriate
tabs in the upper part of the Console. These dashboards are described in the following table:

OPTION DESCRIPTION

Computers Select this dashboard to view information related to computers audited by GFI LanGuard. The Computers dash-
board provides the discovered machine names, IP address, Domain name, installed Operating System and other
relevant data.

History The History view shows the changes done to target computers between audits. The report includes changes
related to vulnerability level, user accounts, groups, ports, shares and registry entries. Audit results can be filtered
by date, grouped by computer, information category or date and exported in several formats.

Vulnerabilities A list of missing updates and types of vulnerabilities affecting your network. Select items from the list to display
additional details.

Patches Displays a list of missing or installed patches and service packs found during a network audit. When a patch or
service pack is selected from the list, the Details section provides more information on the selected item.

Ports Displays details on open TCP or UDP ports found during a network audit. When a port is selected from the Port
List, the Details section provides more information on the selected port.

Software A list of installed applications found during a network audit. When an application is selected from the Application
List, the Details section provides more information on the selected application.

Hardware Displays more information on the hardware found during a network audit. Select hardware from the list to display
more details.

System The System Information tab displays information associated with the operating system of a scan targets, such as

Information users and groups, ongoing processes and services currently running.
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NOTE

When a computer or domain is selected, the results related to the selected computer/domain are automatically
updated in the dashboard.

3.4.3 Central Management Server Computer Tree

GFl LanGuard Central Management Server Console includes filtering and grouping options that enable you to quickly
find a site, computer or domain and immediately display results. These options can be managed from the Computer
Tree within the Dashboard and Reports areas.

When a computer or group is selected from the computer tree, results in the dashboard are automatically updated. Press
CRTL and select multiple computers to display results for specific computers.

Saved filters can also be used to generate targeted reports. For more information, refer to Using GFI LanGuard Central

Management Server Reports (page 66).

The following are functions supported by the computer tree:

» Simple filtering

B

+ Advanced filtering

= Grouping

e

= Saved Filters

Simple filtering
To filter for a specific computer or group:

1. From the left pane, click the Filtericon.
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# ALL DEVICES

Advanced filters: None

&= Entire Network

Screenshot 29: Using a simple filter
2. Next to each filter item, configure the filtering criteria.

3. Click Apply.

Advanced filtering
To filter for a specific computer or group using advanced filtering:
1. From the left pane, click the Filtericon.

2. Next to Advanced filters click Define.
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Advanced Filter
Define an advanced filter by selecting the criteria and the logica
operators.

Filter conditions [+ [%

And Domain Equal to | <Domain Name> b 4

Determine if network domain is equal to [Value].

And Computer name Equal to | <Computer Name> x

Determine if computer name is equal to [Value].
And Vulnerability level Equal to |High x

Determine if vulnerability level is equal with [Value] Note: Possible values are:
high, medium, low.

Screenshot 30: Using advanced filtering
3. From the Advanced Filtering dialog, click the Add icon.
4. Select filtering conditions and key in the condition value. You can add as many as required.

5.Click OK

Grouping
To group machines by specific attributes:

1.From the left panel, click Grouping icon.
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# ALL DEVICES

Computers

Screenshot 31: Group machines by specific attributes

2.Click on one of the following tabs and select a specific attribute:

Tabs Attributes

Computers Hr
bl
bl
r
r
r

Mobile Devices B
bl
r
r
r

NOTE

Site

Domain and Organizational Unit
Operating System

Network Role

Relays Distribution

Attributes

Site

User Account
Operating System
Device Model
Attributes

If Attributes is selected, select the attribute from the drop down list. For more information, refer to Using
Attributes in Central Management Server (page 66).

3. Click Apply.

Saved Filters

Saved Filters enable you to customize views and save them to quickly find frequently accessed information. Saved filters
are also used in report scheduling. For more information, refer to Scheduling a report in GFl LanGuard Central

Management Server (page 71).

To use a saved filter, click the Filtersicon and select a saved filter from the drop down list.

To save a new filter:

1.From the Computers tree, click the Filtersicon.
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2.Click inside the Filter field and key in a name for the filter.

3. Configure the filtering options. Use the available drop down lists next to each filter option or click Advanced Filters
for more options.

4. Click the Save icon.

Using Attributes in Central Management Server

Attributes enable you to group and configure single or multiple computers at one go. Attributes also enable you to
remediate vulnerabilities or deploy software on specific computers based on the assigned attribute.

Attributes are configured in separate GFl LanGuard sites. When the remote sites synchronize with GFl LanGuard Central
Management Server, they appear in the attributes list. For more information, refer to Using Attributes (page 130).

3.4.4 Using GFI LanGuard Central Management Server Reports

This section provides you with information about the reports that are available by defaultin the Reports tab of GFl
LanGuard Central Management Server. New reports can be added by customizing existing reports and saving them with
anew name. For more information, refer to Customizing GFI LanGuard Central Management Server Reports (page
72).

There are two main types of reports:

= General reports - provide detailed technical reports as well as executive summary reports about LAN security and
patch management activity

#» Legal compliance reports - provide system and network audit information that enable you to be compliant with
standards, laws and regulations related to corporate network usage and management conventions.

For information on how to generate or schedule a report, refer to the following sections:
#» (Generating reports

# Scheduling reports

General reports
To view General reports:
1. Click Reports tab.

2.Click View, and from the list of reports, click General Reports, then select any of the following reports:

Report Title Description

Network Security An executive summary report showing:
Overview = Network vulnerability level

#  Most vulnerable computers

#  Agent status

#  Audit status

#  Vulnerability trends over time

# |nformation on operating systems

#  Servers and workstations.
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Report Title Description

An executive summary report showing:

Computer Secur-
ity Overview

Vulnerability
Status

Patching Status

Full Audit

Software Audit

Scan History

Remediation His-
tory

Network Security
History

GFl LanGuard

=
o
o
o
e

Computer vulnerability level
Agent status

Audit status

Vulnerability trends over time
Computer summary and details.

Shows statistical information related to the vulnerabilities detected on target computers. Vulnerabilities can be
grouped by:

i
o
o
o

Computer name
Vulnerability severity
Timestamp
Category.

Shows statistical information related to missing and installed updates detected on your scan targets. Updates
can be grouped by name, severity, timestamp, vendor and category. Use this report to get:

i
=

Missing vs. Installed updates comparison
Charts and tables displaying missing updates distribution for each item from the first and second grouping

criteria

o

Charts and tables displaying installed updates distribution for each item from the first and second group-

ing criteria

o

Patching details for missing and installed patches.

A technical report showing information retrieved during an audit. Amongst others, the report contains
information on:

e
i
i

Vulnerabilities
Open ports
Hardware and software.

Shows all unauthorized applications installed on target machines found during an audit. Amongst others, the
report includes information on:

e
X
e

Antivirus
Antispyware
Applications inventory.

An overview of the network security audits performed over time. Amongst others, the report includes
information on:

o
o
o
e

Most scanned computers
Least scanned computers
Auditing status
History listing.

Shows information related to remediation actions performed on target computers. Amongst others, the report
includes information on:

=
o
o

Remediation actions per day
Remediation distribution by category
Remediation list grouped by computers.

Shows the changes done on scan targets between audits. Amongst others, the report includes changes related

to:

e
i
e
e
e
e

The vulnerability level
User accounts

Groups

Ports

Shares

Registry entries.
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Report Title Description

Baseline Com- Enables you to compare the results of all scan targets to a base computer. From the drop down list select the
parison base computers and click Generate. The results are grouped by computer name and amongst others includes
information on:
#  Registry

o

Installed Service Packs and Update Rollups
e

Missing Security/Non-Security Updates
#  Vulnerability level.

Mobile Devices Shows information related to detected mobile devices found during an audit. Amongst others, the report
Audit includes information on:

#  Vulnerability distribution by severity

#  Vulnerability distribution by computer

#  Vulnerability listing by computer.

Sites Overview Shows a high level overview of managed GFI LanGuard sites, displaying for each site

Sites Summary List of GFI LanGuard sites. For each site the report shows:
#  Number of nodes
¥ License usage
# Vulnerability level
#  Patching and auditing status
= User rights assignments.

USB Devices Lists all USB devices found in an audit, grouped by computer.

Missing Shows statistical information related to missing Microsoft” security updates, detected on your scan targets.
Microsoft” Secur- Select items to include in your report:

ity Updates #  General missing updates distribution chart

#  Distribution table
# Vulnerability list.

Missing Non- Shows statistical information related to missing non-Microsoft” security updates, detected on your scan targets.
Microsoft” Secur- Select items to include in your report:
ity Updates »  General missing updates distribution chart

# Distribution table
#  Vulnerability list.

Missing Security Lists statistical information related to missing security updates, found on scanned computers.
Updates

Computer Sum- A summary of scan target information, including:

mary #  Operating system information

#  Agent status
#  Vulnerabilities severity.

Hardware Audit [llustrates information related to the hardware found during an audit.
Computer Provides a detailed list of computer properties, including:
Details # MAC Address

# Time to Live

#  Network Role

#» Domain

#* Lan Manager

# |srelay agent

#  Usesrelay agent
#  Attributes

#  Operating system
# [P address.

Open Shares Lists all the shared folders found during an audit. The results are grouped by computer name.
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Report Title Description

Open Ports Lists all the open ports found during an audit. The results are grouped by port type (TCP and UDP).
Services Lists all services found during an audit. Results are grouped by computer name.

Groups and Users Lists all Groups and Users found during an audit. The result is grouped by computer name.

Mobile Device Lists all mobile device policies found during an audit. The result is grouped by computer name.
Policies

Unauthorized Lists all unauthorized applications installed scan targets, including:

Applications # Top Computers with Unauthorized Applications

# Top Unauthorized Applications
# Applications Inventory
#  Computers without Antivirus Installed

Antivirus Applic- Shows information related to the antivirus installed on scan targets.
ations
New Devices Lists all new devices found during last week audits.

Legal Compliance reports
To view Legal Compliance reports:
1. Click Reports tab.

2. Click View and from the list of reports, expand any of the following compliance reports suites:

Report Suite Title Description

PCI DSS Compliance ~ The Payment Card Industry Data Security Standard (PCI DSS) is an information security standard for
Reports organizations that handle cardholder information for the major debit, credit, prepaid, e-purse, ATM, and
POS cards. GFI LanGuard Central Management Server provides you with a number of reports that cater for
PCI DSS compliance, including:
#  PCl DSS Requirement 1.4 - Installed Firewall Applications
#  PC| DSS Requirement 2.2.3 - Disk Encryption Applications
#  PCl DSS Requirement 5.2 - Antivirus Applications
= PC| DSS Requirement 6.1 - Remediation History by Date
# PCl DSS Requirement 12.12 - Open Trojan Ports by Host.

HIPAA Compliance The Health Insurance Portability and Accountability Act (HIPAA) is a requirement of all healthcare providers
Reports that regulates the exchange of private patient data. This helps prevent unlawful disclosure or release of
medical information. To help you follow HIPAA regulations, GFI LanGuard Central Management Server
provides you with a suite of HIPAA compliance reports, including:
#=  HIPAA 164.308(a)(1)(ii)(A) - Missing Security Updates by Host
#  HIPAA 164.308(a)(1)(ii)(A) - Vulnerability Distribution by Host
= HIPAA 164.308(a)4)(ii)(A) - Open Ports
= HIPAA 164.308(a)(5)(ii)(D) - Audit Policy

)(1)
a)(4)
a)(5)

)(8)

= = == =

#  HIPAA 164.308(a)(8) - Baseline Changes Comparison.
SOX Compliance The Sarbanes-Oxley Act (SOX) is regulation created in response to high-profile financial scandals as well as to
Reports protect shareholders and the general public from accounting errors and fraudulent practices in the

enterprise. GFI LanGuard Central Management Server provides a list of SOX compliance reports, including:
#  SOX 302.a - Network Vulnerability Summary

#  SOX 302.a - Remediation History by Host

# SOX 302.a - Security Scans History

#  SOX 404 - Vulnerability Listing by Category

#  SOX 404 - Missing Security Updates by Host.
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Report Suite Title Description

GLBA Compliance
Reports

The Gramm-Leach-Bliley Act (GLBA) is an act that allows consolidation between Banks and Insurance
companies. Part of the act focuses on IT network compliance for such companies. GFl LanGuard Central

Management Server offers a list of GLBA Compliance reports, including:

=
}}
}}
}}
=

PSN CoCo Com-
pliance Reports

GLBA 501.b - Baseline Changes Comparison

GLBA 501.b - Network Patching Status

GLBA 501.b - Open Trojan Ports by Host

GLBA 501.b - Vulnerable Hosts Based on Open Ports
GLBA 501.b - Vulnerable Hosts by Vulnerability Level.

The Public Service Network - Code of Connection (PSN CoCo) is simply a list of conditions that should be
met before connecting an accredited network to another accredited network. GFI LanGuard Central

Management Server helps you monitor the status of such connections through the list of PSN CoCo
Compliance reports, which include:

b
}}
}}
}}
=

CIPA

PSNCoCo RIS. 1 - Baseline Changes Comparison
PSNCoCo MAL. 1 - Disk Encryption Applications
PSNCoCo MAL. 1 - Installed Firewall Applications
PSNCoCo PAT. 1 - Installed Security Updates by Host
PSNCoCo PAT. 1 - Installed Security Updates by Severity.

The Children's Internet Protection Act (CIPA) addresses concerns about children's access to obscene or

harmful content over the Internet. CIPA imposes certain requirements on schools or libraries that receive
discounts for Internet access or internal connections through the E-rate program — a program that makes
certain communications services and products more affordable for eligible schools and libraries. GFI
LanGuard Central Management Server provides a list of CIA Compliance reports including:

=
=
=
=
=
=
>
=
=
=
=
=
=
=
=

FERPA Compliance
Reports

Req. 47 USC § 254()(1)(A)(iv) - Network Vulnerability Summary

Req. 47 USC § 254(1)(1)(A)(v) - Vulnerability Distribution by Host
Req. 47 USC § 254(1)(1)(A)iv) - Vulnerability Listing by Category

Req. 47 USC § 254(1)(1)(A)iv) - Vulnerability Listing by Host

Req. 47 USC § 254(1)(1)(A)(iv) - Vulnerability Listing by Severity

Req. 47 USC § 254()(1)(A)iv) - Open Trojan Ports by Host

Req. 47 USC § 254(1)(1)(A)iv) - Network Patching Status

Req. 47 USC § 254(1)(1)(A)iv) - Missing Security Updates by Host
Req. 47 USC § 254(1)(1)(A)(iv) - Vulnerable Hosts by Vulnerability Level
Req. 47 USC § 254(1)(1)(A)iv) - Vulnerable Hosts Based on Open Ports
Req. 47 USC § 254(1)(1)(A)(iv) - Remediation History by Host

Req. 47 USC § 254(1)(1)(A)iv) - Remediation History by Date

Req. 47 USC § 254(1)(1)(A)iv) - Network Security Log by Host

Req. 47 USC § 254(1)(1)(A)iv) - Network Security Log by Date

Req. 47 USC § 254()(1)(A)(iv) - Baseline Changes Comparison

The Family Educational Rights and Privacy Act (FERPA) is a Federal law that protects the privacy of student
education records. The law applies to all schools that receive funds under an applicable program of the U.S.

Department of Education. GFI LanGuard Central Management Server provides a list of FERPA Compliance
reports, including:

}}
}}
}}
=
=

ISO/IEC 27001 &
27002 Compliance
Reports

FERPA 20 USC 1232¢g
FERPA 20 USC 1232¢g
FERPA 20 USC 1232g
FERPA 20 USC 1232¢g
FERPA 20 USC 1232g

(b) -
() -
(b) -
(b) -
(b) -

Network Patching Status

Network Security Log by Host
Remediation History by Date
Vulnerability Distribution by Host
Vulnerable Hosts Based on Open Ports.

The Information technology — Security techniques — Information security management systems (ISO/IEC)
standard formally specifies a management system that is intended to bring information security under
explicit management control. GFI LanGuard Central Management Server offers an extensive list of ISO/IEC

Compliance reports, including:

ISO/IEC 27001 A. 10.4 - Antivirus Applications

ISO/IEC 27001 A. 10.7.2 - Disk Encryption Applications
ISO/IEC 27001 A. 10.6.2 - Open Shares

ISO/IEC 27001 A. 10.6.2 - Services

ISO/IEC 27001 A. 10.6.2 - System Information.

=
=
=
=
>
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Report Suite Title Description

FISMA Compliance The Federal Information Security Management Act (FISMA) assigns specific responsibilities to federal

Reports agencies, the National Institute of Standards and Technology (NIST) and the Office of Management and
Budget (OMB) in order to strengthen information system security. In particular, FISMA requires the head of
each agency to implement policies and procedures to cost-effectively reduce information technology
security risks to an acceptable level. GFI LanGuard Central Management Server helps you be compliant to
FISMA standards through the provided reports, which include:

#  FISMA NIST SP 800-53 AC-2 - Groups and Users
= FISMA NIST SP 800-53 PM-5 - Computer Details
#  FISMA NIST SP 800-53 PM-5 - Computer Summary

#  FISMA NIST SP 800-53 SI-5 - Missing Security Updates by Host

#  FISMA NIST SP 800-53 SI-7 - Antivirus Applications.

CAG Compliance The Consensus Audit Guidelines (CAG) is a publication of best practice guidelines for computer security. The
Reports project was initiated as a response to extreme data losses experienced by organizations in the US defense
industrial base. GFI LanGuard Central Management Server offers a list of CAG Compliance reports, including:

#  CAG CC1 - Hardware Audit

#  CAG CC1 - Scan History

= CAG CC3 - Audit Policy

#  CAG CC3 - Low Security Vulnerabilities
# CAGCC11 - Open Ports.

NERC CIP Com- The North American Electric Reliability Corporation (NERC) develops standards for power system operation,

pliance Reports monitoring and enforcing compliance with those standards, assessing resource adequacy, and providing
educational and training resources as part of an accreditation program to ensure power system operators
remain qualified and proficient. GFI LanGuard Central Management Server provides a list of NERC CIP

Compliance reports, including:

# NERC CIP-005 R2 - Installed Firewall Applications
#  NERC CIP-005 R2 - Open Ports

#  NERC CIP-007 R2 - Open Shares

# NERC CIP-007 R2 - Services

#  NERC CIP-007 R2 - System Information.

Generating areport in GFl LanGuard Central Management Server
To use one of the reports:
1. From the top navigation, click Reports.

2. Select areport category from the View menu.

3. Hover over one of the report names and click Generate to run the report.

Scheduling areport in GFl LanGuard Central Management Server
Reports can be run on a schedule. To schedule a report:

1. From the top navigation, click Reports.

2. Use the View filter on the left to select the category of reports you need.
3. Hover over a report and click Schedule.

4.In the General tab, define the following:

OPTION DESCRIPTION

Enable Schedule Click to enable a schedule for the selected report.

One time only on Select this option and specify date and time if you want the report to run only once.
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OPTION DESCRIPTION

Recurrence pattern Select this option if you want the report to be generated a number of times. Specify
Daily, Weekly, Monthly intervals and the time of day at which to generate the report.
For each of the selected options, define additional recurrence details.

5.In the Customize tab, define the following:

OPTION DESCRIPTION

Choose a filter that applies to the target Filters enable you to generate more targeted reports. For example, you can gen-
erate reports for high vulnerability issues only. Select one of the saved filters from the
drop down list that apply to the currently selected report. If you have not saved any
filters, this option will be grayed out. For information on how to create new filters
refer to: Using the Computer Tree.

Export to file Select this option to export the generated report. This can be saved to file or sent by
email as an attachment. Use the Report Format drop down field to specify the
format of the exported report. Available formats are *.pdf, *.rtf, *xls, * xlsx, *.html,
*.mht and *.png

Send by email Select this option if you want the generated report to be automatically sent as an
attachment by email. GFI LanGuard Central Management Server uses configured
email settings when sending reports. To view currently configured settings click
Email Setup. For more information, refer to Email settings in Central Management
Server (page 57).

Override general alerting options and send Select this option if you want GFI LanGuard Central Management Server to ignore

email to: currently configured email settings and send the generated report to a specific
email addresses. Enter the email address in the available field. Separate multiple
email addresses with a semi-colon.

6. Click Save.

Customizing GFl LanGuard Central Management Server Reports

Existing reports can be modified and saved as new reports. For a full list of default reports, refer to: Available reports.
To customize a report:

1. From the top navigation, click Reports.

2.Hover over one of the report names and click Customize.

3. Modify the following options:

OPTION DESCRIPTION

Report name Every report name must be unique. Click on the report name to change.

Report Items Each report is preconfigured with a list of specific items to include in the report. For example, the
Software Audit report includes Antivirus Status, Applications Inventory and Computers without
Antivirus amongst others. Select the items to be included in the report from the available list. The cri-
teria change according to the selected report.

Filters Filtering helps create more targeted reports. Filters are different for each report. Click the Filters tab
and configure the criteria to use.

Grouping & Sorting Configure the items and report criteria by which the report will be grouped and sorted.

4. Click Generate to run the report or Save as Custom to store the customized report as a new report.
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4 Using GFI LanGuard

GFI'LanGuard helps you strengthen your network's security and integrity with positive patch management, vulnerability
management and legal compliance results, while ensuring that your network is protected using the most up-to-date
vulnerability detection methods and techniques.

4 Managing AQeNtS ool 73
4.2 Scanning Your NetwWork . oL 94
4.3 Dashboard ..o 123
44 Interpreting ReSUIS o 150
4.5 Remediate VuInerabilities . ... . 162
4.6 ACHIVITY MONITONING ...ttt e 200
4 RO OIING L. 208
4.8 Data collected from a network audit .. ... 225
4.9 Common Vulnerabilities and Exposures (CVE) . 232

4.1 Managing Agents

GFl LanGuard can be configured to deploy agents automatically on newly discovered machines or manually, on selected
computers. Agents enable faster audits and drastically reduce network bandwidth utilization. When using Agents, audits
are performed using the scan target's resource power. Once an audit is finished, the results are transferred to GFI
LanGuard in an XML file.

NOTE

GFl LanGuard Agents can be deployed only on machines running Microsoft Windows operating systems that meet
a minimum set of system requirements. For more information, refer to GFl LanGuard system requirements (page
20).

Topics in this section:

400 DEPlOYING AGONTS il 73
4.1.2 Deploy Agents manually 75
40 3 AGEN T PIOP OIS . .l 77
40 4 AGENTS SEIINGS ettt et 81
4.1.5 Configuring Relay AQeNtS L 83
4.1.6 Managing AGENT GIOUDS ... ... ettt ettt e e et e e e e e 90
407 Updating AQ NS il 92

4.1.1 Deploying Agents

To deploy GFI LanGuard Agents on network computers:
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1. Launch GFl LanGuard.

2. From the Home menu, select Manage Agents. Alternatively, click Configuration tab > Agents Management.

 GFlLanGuard o) o )
e 1 | = ashipoar can emediate ctivi onitor eports onfiguratic** ¥ = Discuss WETSION...
| =} il | Dashboard 5 Remedi Activity Moni Rep Configuratic® @) - Di this i
Configurations: .
. | Manage Agents
----- - "4 Agents Management
- & Scanning Profiles Enable agents to autemate network secunity audit and to distribute scanning load across client
----- 8 Scheduled Scans machines.
""" B == GFI LanGuard is able to audit entire networks in just few minutes through the use of agents. When deployedon a
""" “35| Software Categories computer, theagent will start collecting system information on a regular basis, making surethat you always havean up
—l-73 Applications Inventory -to-date network security status every time the application is opened. Tell me more....
¢ {3, Auto-Uninstall Validation N
-4 Software Updates # Deploy Agents
".'-.: Patch Auto-Deployment : Initizte agents deployment on specified target computers.

i Patch Auto-Download _
----- 4 Merting Cptions @ Agents Settings
----- 4 Database Maintenance Options View and modify general agents settings.
----- & Program Updates

- ™ General E‘ List of computers with comesponding agent status.
Lﬂ Wersion Information -
‘o B Licensing . |
D Pl s BTl
Common tasks Computer name Agent status Details Last results
. 7 WINT_06 Installed - )
i nt - =
: eel_is Se;inss K wing_ot Pending instal -
',-:_u 192,168.2.15 Pending install Computer not online -
R WIN7_03 Pending instal -
';:_u 192,168.2.26 Pending install Computer not online -
| SERVOE-06 Pending instal S
| Count: 6 |£
Il 1] | jEd|

Sl
@ Use Dashboard and  Activity Monitor to view agents activity.

Screenshot 32: Manage agents

3. From Common Tasks, click Deploy Agents to select the target scan computers and click Next. Select one of the
options described below:

Option Description

Local Deploy agents on all reachable computers within the same workgroup / domain where GFI LanGuard is installed. No fur-
Domain ther configuration is required in Define target step.

Custom Deploy agents on specific computers or group of computers. Add new rules to search or specify target scan computers.

4. If Custom option is selected, click Add new rule and select the Rule type described below:

Rule type Description

Computer Manually enter a computer name or import the names from a saved text (.txt) file. Click Select and manually select
name is computers from the list, or click Import and specify the text file location.

Domain Select domains from the list of reachable domains.

name is

Organization  Select computers from one or more reachable organization units. Use the following options:

unit is % Retrieve — Specify the user name and password to retrieve the list
#  Refresh — Refresh the list of domains and Organization Units
% Add — Manually add an Organization Unit.

Repeat step 4 for each rule. Once completed, click OK
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5. From Deploy Agents dialog, click Next.
6. (Optional) Select Authenticate using checkbox to specify alternate credentials.

7. (Optional) Click Advanced Settings, and configure the settings in the following tabs:

Tab Description

General Configure the schedule for when GFI LanGuard automatically scans for new machines in the network perimeter
where agents are enabled.

Audit Sched-  Configure how often the agent audits the host computer (where the agent is installed). Select the recurrence pat-

ule tern, the time the audit will start and the scan profile to use.

Auto Configure GFI LanGuard to automatically download and install missing patches and service packs. Uninstall

remediation unauthorized applications on the scanned computers. For more information, refer to Automatic Remediation (page
162).

8. Click Next and Finish to complete agent deployment.

4.1.2 Deploy Agents manually
To deploy agents manually:
1. Launch GFl LanGuard and select Dashboard.

2.From Common Tasks, select Add more computers.

P )

Add more computers

Select the source of computers.

Step 1 of 4: Define import type lgﬂi

Import type Description
@ Add computers from the network Add computers from network
™) Add computers from a test file The list may include domains, workgroups,

] organizational units and computers.
1 Add computers manually

Ned> | | Cancel

Screenshot 33: Add more computers - Select import type

3. From the Add more computers wizard, select one of the following options:
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Option Description

Add computers Select domains, organizational units and computers from the list. Use the Add domain to add a new domain to
from the network  the list of computers.

Add computers Import computer list from text file. Click Browse and locate the text file containing the list of computers.
from atext file
Add computers Manually create a list of computers. Use the Add and Remove buttons to add and remove computers from the
manually list. Use the Import and Export buttons to import and export the list from\to a text file.
Click Next.
Add more computers
|
Step 3 of 4: Assign attributes -
Assign custom attributes to the selected computers . &
A4
(7 Skip attributes assigment

(@) | Assign custom attibutes: |

Attribute Value Add...
Location FirstFloor
Department RAD

Remowve

Note: Custom attibutes enable advanced grouping and fittering of computers. Computers added at this stage will
share the same attributes, allowing for easy identification by custom grouping and filtering.

| <Back || Fmsh | | Cancel

Screenshot 34: Add more computers - Assign attributes to new computers

4. Custom attributes can be assigned to specific computers to ease grouping and filtering. From the Assign attributes
wizard, configure the following:

Option Description

Skip attributes No attributes are added to the computers list.
assignment
Assign custom Assign attributes to the list of computers. Click the Add button and specify the new attribute name and
attributes value.
NOTE

When importing a list of computers from a text file, GFI LanGuard automatically assigns the file name as an
attribute (File) to the imported list.

5. Click Finish.
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NOTE

If the selected computers have different login credentials from the GFl LanGuard machine, GFl LanGuard launches a

dialog that enables you to specify valid credentials.

6.0nce the computers are added to the list, click Close.

7.From the computer tree, right-click the newly added computers and select the computer where to deploy the agent

and from the Agent Status click Deploy Agent.

8. Configure the Agent properties. For more information, refer to Agent properties (page 77).

4.1.3 Agent properties
To modify agent properties:

1. Click Configuration tab > Agents Management.

2.From the right pane, right—click an agent and select Properties.

NOTE

The Properties dialog can also be accessed from the computer tree within the Dashboard. Right-click a computer or

a group and select Properties.

SERVOE-06 Properties

==

L | View computer details and corfigure credentials

:"‘3'
Computer details
Mame: SERVOE-06
Type: MNAA
Credentials

Status: Credentials defined.

Authenticate using: | Atemative credertials

Usemame: SERVDE-06"admin

Passward:

oK || cancel

-

Screenshot 35: Agent Properties - General tab
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3.(Optional) From General tab, specify the name, type and authentication method for the selected agent.

SERVOE-06 Properties

General | Agert Status |Fd'tributes | Hela}rsl

=

Agent deployment status
Agert status:  Installed

Deploy agent Uninstall agent

Agent activity settings
Audit host computers every day at 12:00.

[ Change scan schedule...

Scanning profile:

[Full Scan -

Auto remediation settings
Auto remediation is:  OFF

Change settings...

| oK || Cancel

-

Screenshot 36: Agent Properties - Agent Status tab

4.From Agent Status tab, enable/disable agent deployment by clicking Deploy agent or Disallow agent installation.

5. Click Change scan schedule... to configure the selected agent's scan schedule.

6. From Scanning profile drop-down menu, select the active scan profile.

7. From Auto remediation settings, click Change settings... to enable/disable agent auto-remediation. For more

information, refer to Configuring auto-remediation options (page 173).
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| General | Agent Status | Mtributes | Helaysl

SERV08-06 Properties

- Custom attributes can be applied to computers allowing custom grauping
Y and fitering based on these attributes.

Attribute Value Inherited
Location FirstFloor Mo
Department RA&D Me
EoAdd.. [ Edit... ] [ Remove

Note: Attrbutes can be assigned to computers or containers (domaing,
operating system groups, ar ary other container). When assignedto a
container, an attribute is automatically inherted by all members.

oK || Ccancel

Screenshot 37: Agent Properties - Attributes tab

8. Click Attributes tab to manage the attributes assigned to the selected computer. Use the Add, Edit and Remove

buttons to manage attributes.
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SERVO08-06 Properties

| General | Agert Status | Attributes | Relays |

E— IUsing agent relays in your network allows you to increase overall GFI

LanGuard performance by distibuting the load across the network.
#F a
| W

=

Set as relay agent
Status:  This computer is not a relay agent .

Set as relay... Remove relay...

Advanced settings...

Assign a relay agent

@ Connect directly to GFI LanGuard server.

Use relay agent: | There are no applicable relays to be used.

oK || cancel

Screenshot 38: Agent Properties - Relays tab

9. Click Relays tab to configure agent relays. Relays enable computers other than the one hosting GFI LanGuard to act as
GFl LanGuard server. This helps you load-balance traffic directed to that machine and optimize network scanning
performance.

10. Configure the options described below:

Option Description

Set as relay Set the selected computer as a relay agent. The selected computer will send product updates and patches to
other agents to reduce the load from the GFI LanGuard machine. Click Set as relay.. and follow the configuration
wizard.

Remove relay Remove the relay agent role from the selected computer. Click Remove relay.. and follow the configuration wiz-
ard.

Connect directly The selected computer will download product updates and patches from the GFI LanGuard server.
to GFl LanGuard
server

Use relay agent The selected computer will use a relay agent to download product updates and patches. Select the relay agent
to use from the drop down list.

11. (Optional) Click Advanced Settings and configure the following options:
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Option Description

Caching directory All patches and updates are stored in this location before installation on the client computer.

Port where to serve The port used by the relay agent to serve requests.

Address where to The address used by client computers to connect to the relay agent (By default the DNS host name is
server used).

12. Click OKtwice.

4.1.4 Agents settings
To configure additional agents’ settings:
1. From Configuration tab, select Agents Management.

2.Click Agents Settings.

e

General | Update Timeframe | Advanced |

3 A General operation options for the GFI LanGuard agent.
R

Auto uninstall

GFl LanGuard agents will automatically remaove themselves from the remote
machines when they receive such a request from the server or when they fail
to communicate with the server for a period of:

60 = days

@ it is recommended to keep the number of days at high values i there
are laptops or other mobile computers in the netwaorl.

GF| LanGuard maintains a histony of relevant securty changes for
managed computers. The agent ensures the history information is
complete even for periods when the computer is away from the
network. However if the agent is uninstalled the information is lost.

Communications

Address: | Default w7

TCP port: 107215

| oK || Cancel

Screenshot 39: Agent Settings - General tab

3. Configure the options described below:

Option Description

Auto Set the number of days after which GFI LanGuard Agents automatically uninstall themselves if the host computer is unre-
uninstall sponsive for the set period of days.
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Option Description

Agents Configure the port and IP address used by agents to communicate and report status to GFl LanGuard. When GFI
report LanGuard machine has multiple IP addresses and Default setting is selected, GFI LanGuard automatically selects the IP
using address to use.

Agents Settings E

General | Update Timeframe | Advanced |

ﬁ Specify the timeframe in which agents are allowed to download updates.

Timeframe
00k O3k 0Bk 09 12k 18k 18k 21k 24h
Sunday |/ el L e e e e e L e e e e e e e+
Monday [T L el e e L) e e e e e T e e el L
Tuesday || L e e e e e e Ll e e e e e L e e L
MWednesday [ L L bl e e e e e e e e e e el
Thursday | el e el L e e e e e e L e e e e
s EV % 1 O I
Saturday || L e e e e e e L e e e e e e e e L

| oKk || Cancel

Screenshot 40: Agent Settings - Update Timeframe tab
4. Specify the timeframe in which agents are allowed to download updates.

5. Click OKto save and close dialog.
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P "

Agents Settings @

| General | Update Timeframe | Advanced

,ﬁ_ Advanced options for the management of GF| LanGuard agents.

Data transfer
When administrative shares are disabled on remote computers:

Create temporary custom share

| ok || Ccancsl

Screenshot 41: Agent Settings - Advanced tab

6. (Optional) Click Advanced tab and select Create temporary custom share. When this option is enabled and admin-
istrative shares are disabled on agent machines, GFI LanGuard creates a temporary shared folder for transferring inform-
ation.

7. Click OKto save and close dialog.

WARNING

Communication on TCP port 1072 must be enabled in Windows firewall for GFI LanGuard Agents to send data to
GFl LanGuard.

4.1.5 Configuring Relay Agents

In larger networks you may experience increased network bandwidth use due to the amount of data transferred from
the GFI LanGuard server to managed computers. The data consists of definition updates delivered to Agent computers
and of patches being deployed to target computers.

To help avoid performance issues and to apply load balancing techniques, GFl LanGuard enables you to configure
Agents as a relay of the server. Agents that are configured as Relay Agents act as caching points. These download
patches and definitions directly from GFl LanGuard server or from an upstream Relay Agent and forward them to client
computers (which can be Agent-based and Agent-less computers). The main advantages of using Relay Agents are:
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» Reduced bandwidth consumption in local or geographically distributed networks. If a Relay Agent is configured on
each site, a patch is only downloaded once and distributed to client computers

» Reduced hardware load from the GFl LanGuard server component and distributed amongst relay agents
= Using multiple Relay Agents increases the number of devices that can be protected simultaneously.
Follow the below recommendations to take full advantage of Relay Agents:

1. Keep the number of computers/agents directly connected to the GFI LanGuard server or to one Relay Agent below
100.

2. In geographically distributed networks, designate at least one Relay Agent for each remote site. This ensures that
each file is only transmitted once from the GFI LanGuard server site to the remote site.

3. Fine-tune network use by configuring cascading Relay Agents
Refer to the following sections for information about:

» Configuring an Agent as a Relay

= Configuring Relay Agent advanced options

= Connecting computers to a Relay Agent

Configuring an Agent as a Relay

To configure an Agent to act as a Relay Agent:

NOTE
The machine where GFI LanGuard is installed cannot be configured as a Relay Agent. The Relays tab from the
Agent's Properties dialog is missing for the GFl LanGuard host.

1.Open GFI LanGuard.
2. Click Configuration tab > Agents Management.

3. Right-click on the Agent you want to configure and select Properties. This opens the Agent's Properties dialog.

NOTE
Alternatively, right-click on an computer/group from the computer tree and select Properties.

GFl LanGuard 4 Using GFl LanGuard | 84



SERVO08-06 Properties

| General | Agent Status | Aftibutes | Relays |

L- IUsing agent relays in your network allows you to increase overall GFI

| LanGuard performance by distibuting the load across the network.
#F a
| W |

Set as relay agent
Status:  This computer is not a relay agent .

| Set as relay... 1 Remove relay. .

Advanced settings...

Assign a relay agent

@ Connect directly to GFI LanGuard server.

@ Userelay agent: | SERV08-04

oK || Ccancel

Screenshot 42: Agent Properties dialog

4. From the Relays tab, click Set as relay...
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' -2 ]

Set computer as relay

Step 1 of 3: Welcome
Setup remate computer as a relay agent. - S

You are preparing to setup "SERVIE-08" as a relay agent.

nﬁ- When using agent relays in your network you can lighten the weight on your LanGuard server and the
~ bandwidth consumption by allowing specific computers to connect to a relay rather than directhy to the

gerver and taking advantage of the caching the relay is responsible for.

1 Arelay computer:
- Should have enough disk space to ensure proper caching.

- |s expected to handle increased load and have longer uptimes.
- Must be allowed by the firewall to open port 1070.

Net> | [ Cancel

Screenshot 43: Set computer as relay wizard

5. Carefully ready the warning about resource requirements for the computer running a Relay Agent. Click Next.

GFl LanGuard 4 Using GFl LanGuard | 86



P

Set computer as relay @

Step 2 of 3: Cache location L-
Choose the caching location on the remote computer. -

Choose the location where the relay agent will do the caching:
“AgentData % \RelayCache®,

Mote: A relay agent requires at least b GB of free space to work comecthy.
lUse “LAgentDiata®™ as placeholder for agent data folder.

Last known disk drives information:
C: Total space #9.90 GB (Free 22.04 GB)

| <Back || Ned | [ Cancel

Screenshot 44: Choose caching directory forthe new Relay Agent

6. Choose the caching location for the Relay Agent. The caching directory is used by the relay to store audit and
remediation information when auditing remote computers. By default, the RelayCache folder is created in
C:\ProgramData\GFI\LanGuard 12\RelayCache.Click Next.

NOTE
Use the %AgentData% placeholder to quickly refer to the Agent's data folder.
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P "

Set computer as relay @

Step 3 of 3: Finish L
Mext steps. i %
| B

After pressing Finish, computer "SERVIE-0&" will be setup as a relay agent as soon as the computer is detected
an-ine.

You can monitor this process in "Dashboard” = "Overview" > "Agent status”.

MNext steps:

- Afterthe relay agent setup is complete you can start configure other computers in your network to use this
relay when performing remediation and auto-update operations.

<Back || Finish | [ Cancel

Screenshot 45: Settings summary step

7. Click Finish.

NOTE

After you click Finish, the selected Agent is configured as a Relay Agent. You can monitor this process from
Dashboard > Overview > Agent status.

Configuring Relay Agent advanced options
To configure Relay Agent advanced options:
1.Open GFI LanGuard.

2. Click Configuration tab > Agents Management.

3. Right-click on the Agent you want to configure and select Properties. This opens the Agent's Properties dialog.

NOTE

Alternatively, right-click on an computer/group from the computer tree and select Properties.
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SERVDE-04 Properties

| General | Agent Status | Attributes | Relays |

==

IUsing agent relays in your network allows you to increase overall GFI
h_ LanGuard performance by distibuting the load across the network.
&
| | ®

Set as relay agent
Status:  This computer is an active relay agent .

Set as relay... Remove relay...

Advanced settings...

Assign a relay agent

i@ Connect directly to GFl LanGuard server.

Use relay agent: | There are no applicable relays to be used.

| oK || Ccancel

Screenshot 46: Relay Agent properties - Advanced settings

4. Click Relays tab > Advanced settings...

I

General

Relay Agent Advanced Settings @

L‘ﬁ Change advanced settings for the relay agent, likke remote caching
=~ directory, port and address.

o+
| | B
~ o

Caching directory:
FAgent Data % \RelayCache

Address:  SERVDS-04

TCP port: 1070

| ok || Cancel

Screenshot 47: Relay Agent advances settings dialog

5.From the Relay Agent Advanced Settings dialog, configure the options described below:

GFl LanGuard
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Option Description

Caching Location where the relay agent caches information when auditing remote computers.
directory
Address Displays the computer name that is running the relay agent. Click Default to restore the field to its original value.

TCP port Communication port used by the relay agent to communicate with GFI LanGuard server. Port 1072 is assigned by
default and is automatically changed if GFI LanGuard detects that port 1072 is being used by another application.
6.Click OK
Connecting computers to a Relay
To connect a computer to a Relay:
1.0pen GFl LanGuard.
2.Click Configuration tab > Agents Management.

3. Right-click on the Agent you want to configure and select Properties. This opens the Agent's Properties dialog.

NOTE
Alternatively, right-click on an computer/group from the computer tree and select Properties.

4. Click Relays tab.
5. From the Assign a relay agent areg, select Use relay agent and choose the relay from the drop-down menu.

6.Click OK

4.1.6 Managing Agent groups

The computer tree enables you to configure agent properties of groups of computers. To configure computer group
properties:

1.From the computer tree, right-click a group of computers and click Properties.
2(Optional) From General tab, specify name, type and authentication method for the selected group.

3. Select Agent Status tab, and configure the following options:

Option Description

Enable automatic Automatically deploy agents on newly discovered computers.

agents deployment

Remove all agents Remove all installed agents from this group.

Change scan schedule Configure the schedule, when GFI LanGuard searches for new computers.

Scanning profile Configure the audit schedule; when target computers are scanned.

Auto remediation set- Configure the auto remediation actions to perform on all computers in this group. For more information,
tings refer to Configuring Agent auto-remediation (page 183).

4. Select Network Discovery and configure the following options:

Option Description

Check automatically for new machines in this group GFI LanGuard will search for new machines automatically.
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Option Description

Change schedule Change the schedule when GF| LanGuard searches for new computers.
Run now Run network discovery.
Scan OU recursively Recursively, loop through all organization units and enroll computers.

5. Select Attributes tab to manage the attributes assigned to the computer selected. Use the Add, Edit and Remove
buttons to manage attributes.

"

TEMP Properties @

| General | Agent Status | Mtributes | Helaysl

_ " Custom attributes can be applied to computers allowing custom grauping
‘“I;-/_\( and fitering based on these attributes.

Attribute Value Inherited
Mew attribute
A Add an attribute for TEMP”. You can create a new
y attribute or define a value for an existing one.

Mame: Location -

Mote: Attributes can b

operating syste Value: Marketing -
container, an at)

oK ]| Cancel |

| ok || cancel |

Screenshot 48: Agent Attributes

6. Click Relays tab to configure agent relays. Relays enable computers other than the one hosting GFI LanGuard to act as
GFl LanGuard server. This helps you load-balance traffic directed to that machine and optimize network scanning
performance.
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WINXPWEBWORKS Properties ==

| General | Agert Status | Attributes | Relays |

h- IUsing agent relays in your network allows you to increase overall GFI

LanGuard performance by distibuting the load across the network.
#F a
| ™

=

Set as relay agent
Status:  This computer is not a relay agent .

Set as relay. .. Remove relay...

Advanced settings...

Assign a relay agent

@ Connect directly to GFI LanGuard server.

Use relay agent: | There are no applicable relays to be used.

oK || cancel

Screenshot 49: Agent Relays
7.Configure the options described below:

Option Description

Connect directly to GFI The selected computer will download product updates and patches from the GFI LanGuard server.
LanGuard server

Use relay agent The selected computer will use a relay agent to download product updates and patches. Select the
relay agent to use from the drop down list.

Note

Some options are disabled because they are applicable only for single computers.
8.Click OK
4.1.7 Updating Agents

GFl LanGuard Agents manage updates for three primary components:

= Product updates - updates to the agent itself. Ensures that agents are running with the latest updates as released
by GFl
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# Threat definition updates - vulnerability definitions that enable agents to detect the latest threats as soon as they
are detected and fixed by software vendors

» Security updates - missing third-party and system, patches and service packs detected on a target computer

GFI LanGuard merges Product and Threat Definition updates and are handled as a single entity; separately from
Security updates.

Threat definition updates

GFl LanGuard definition updates are important to run at regular intervals to ensure that any updates, as released by
vendors, are detected and reported back by GFI to your solution. The UpdateAgent Method exposes an out parameter
in which the results XML are built. It is synchronous and the update process will not return a value, until it ends.

GFl recommends triggering a GFl LanGuard Agent update session, immediately after the installation. This ensures that
agents:

= Acquire the latest patch definition files from GFI. This ensures that scans always detect the latest missing patches
= Acquire the latest vulnerability definitions as soon as they become available from GFl
= Acquires product updates to fix bugs which surfaced after GFl LanGuard SDK was released.

With the increasing number of sophisticated cyber threats occurrences, GFl recommends you to check for updates once
every 24 hours on every end-point or designated concentrator.

A lesson learned by GFl is to trigger agents to check for updates at random time intervals. Configuring agents to check
for and download updates simultaneously, causes undesired network bandwidth problems if a significant number of
downloads occur at the same time. Randomizing the update times is enough to smoothen out the update operation,
effectively making the process unnoticeable.

IMPORTANT

= GFI LanGuard Agents connect to *.software.gfi.com/Insupdate/ to retrieve threat definition updates. Ensure
that this URL is not blocked by your firewall and/or web gateway.

»  GFl LanGuard definition updates do not include patches and service packs as release by Microsoft and other
vendors over time. These patch updates are treated separately to all of the above.

Security updates

Security updates refer to the missing patches and service packs detected on target computers by patch management
scans. These updates fix bugs or performance issues of the operating system and third-party software installed on a
computer. Patch updates are downloaded directly from the vendors servers. Microsoft updates are downloaded from
Microsoft and third parties such as Adobe and Firefox are downloaded from third party servers respectively. GFl does not
tamper or provide customized installations of patch and service pack updates. We distribute patches as provided and
signed off by the vendor.

Supported software vendors

The following table provides you with links to supported Microsoft and Third-Party application patches:

Supported Patches Link
Supported Microsoft applications https.//www.gfi.com/lannetscan/msappfullreport.ntm
Supported Microsoft applications (Detailed) https.//www.gfi.com/lannetscan/msfullreport.htm
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Supported Patches Link

Supported MAC OS X applications https.//www.gfi.com/lannetscan/macfullreport.htm

Supported Third-Part applications (Detailed) https.//www.gfi.com/lannetscan/3pfullreport.htm

Supported security applications https.//www.gfi.com/lannetscan/securityappfullreport.ntm

Supported OVAL and CVE checks https.//www.gfi.com/lannetscan/ovalfullreport.htm
IMPORTANT

Ensure that end point firewall settings, web-gateways and caching proxy server allow traffic from the below URLs:
# gfi-downloader-137146314.us-east-1.elb.amazonaws.com

= *software gficom/Insupdate/

= *download.microsoft.com

= *windowsupdate.com

# *update.microsoftcom

4.2 Scanning Your Network

This topic provides you with information about the different scanning profiles that ship with GFI LanGuard, as well as
how to trigger immediate or scheduled manual scans. Select the most suitable scanning profile and scanning mode
(such as using Agent-less versus Agent-based scans), depending on the availability and location of your scan targets.

Topics in this section:

4.2.1 About Scanning Profiles 94
4.2.2 Available Scanning Profiles . 95
4.2.3 MANUAL SCANS . .o 96
424 Enabling security audit POICIES ... ... 100
425 SchedUled SCaNS ... 100
426 Agent scheduled SCaNS ... L 109
4.2.7 Starting an Agent scan manually ... 117
4.2.8 Discovering Mobile DeVICES . ... oL 111

4.2.1 About Scanning Profiles

GFl LanGuard enables you to scan your IT infrastructure for particular vulnerabilities using pre—configured sets of checks
known as scanning profiles. Scanning profiles enable you to scan your network targets and enumerate only specific
information. For example, you may want to use a scanning profile that is set to be used when scanning the computers in
your DMZ as opposed to your internal network.

In practice, scanning profiles enable you to focus your vulnerability scanning efforts on to a specific area of your IT
infrastructure, such as identifying only missing security updates. The benefit is that you have less scan results data to
analyze; tightening up the scope of your investigation and help you quickly locate the information that you require,
more easily.
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Through multiple scanning profiles, you can perform various network security audits without having to go through a
reconfiguration process for every type of security scan required.

4.2.2 Available Scanning Profiles

GFl LanGuard ships with the default scanning profiles described in the sections below. To create your own custom
scanning profiles, refer to Creating a new Scanning Profile. Use the information provided in the following sections to
understand what each scanning profile detects on your scan targets:

= Complete/Combination Scans profiles
# Vulnerability Assessment profiles

= Network and Software Audit profiles

Complete/Combination Scans

Complete/Combination Scans profiles

Full Vul- Use this scanning profile to enumerate particular network vulnerabilities such as open TCP/UDP ports commonly
nerability exploited by Trojans as well as missing patches and service packs. The list of vulnerabilities enumerated by this pro-
Assessment file can be customized through the Vulnerabilities tab. Installed USB devices and applications are not enumerated

by this profile. This profile will scan for all vulnerabilities. This includes vulnerabilities which have an associated
Microsoft” patch to them and which are considered missing patches.

Full Scan Use this scanning profile to retrieve system information as well as scan your network for all supported vulnerabilities

(Active) including open TCP/UDP ports, missing patches and service packs, USB devices connected and more. The vul-
nerability check timeouts in this profile are specifically preconfigured to suite the network traffic and transmission
delays usually associated with LAN environments.

Full Scan Use this scanning profile to retrieve system information as well as scan your network for all supported vulnerabilities
(Slow Net- including open TCP/UDP ports, missing patches and service packs, USB devices connected and more... The vul-
works) nerability check timeouts in this profile are specifically preconfigured to suite the network traffic and transmission

delays usually associated with WAN environments.

Vulnerability Assessment

Vulnerability Assessment profiles

Top SANS 20 Use this scanning profile to enumerate all vulnerabilities reported in the SANS top 20 list.
Vulnerabilities

High Security Use this scanning profile to enumerate open TCP/UDP ports and high security vulnerabilities. The list of TCP/UDP
Vulnerabilities  ports and high security vulnerabilities that will be enumerated by this profile can be customized through the
TCP/UDP Ports tabs and the Vulnerabilities tab respectively.

Last Year's Vul-  Use this scanning profile to enumerate network vulnerabilities that emerged during the last 12 months.
nerabilities
Only Web Use this scanning profile to identify web—server specific vulnerabilities. This includes scanning and enumerating

open TCP ports that are most commonly used by web-servers such as port 80. Only TCP ports commonly used by
web-servers are scanned by this profile. Network auditing operations as well as enumeration of vulnerabilities and
missing patches are not performed using this profile.

Missing Use this scanning profile to enumerate missing patches. The list of missing patches that will be enumerated by this
Patches profile can be customized through the Patches tab.

Critical Use this scanning profile to enumerate only missing patches that are tagged as critical. The list of critical patches
Patches that will be enumerated by this profile can be customized through the Patches tab.

Last Month's Use this scanning profile to enumerate only missing patches that were released last month. The list of missing
Patches patches that will be enumerated by this profile can be customized through the Patches tab.
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Vulnerability Assessment profiles

Only Service Use this scanning profile to enumerate missing service packs. The list of service packs that will be enumerated by
Packs this profile can be customized through the Patches tab.

Non- Use this scanning profile to enumerate missing Third-Party patches, such as Adobe products.

Microsoft”

Patches

Security Use this scanning profile to enumerate missing Microsoft” and non-Microsoft” Security Patches on your scan targets.
Patches

Network & Software Audit

Network & Software Audit profiles

Trojan Use this scanning profile to enumerate open TCP/UDP ports that are commonly exploited by known Trojans. The list

Ports of TCP/UDP ports to be scanned can be customized through the TCP Ports and UDP Ports tabs respectively. Only the
TCP/UDP ports commonly exploited by known Trojans are scanned by this profile. Network auditing operations as
well as enumeration of other open TCP/UDP ports and missing patches are not performed by this profile.

Port Scan- Use this scanning profile to enumerate open TCP/UDP ports including those most commonly exploited by Trojans.
ner The list of ports that will be enumerated by this profile can be customized through the TCP/UDP ports tab.
Software Use this scanning profile to enumerate all software applications installed on scan targets. This includes security soft-
Audit ware such as antivirus and antispyware.

Full TCP & Use this scanning profile to audit your network and enumerate all open TCP and UDP ports.

UDP Scan

Only SNMP Use this scanning profile to perform network discovery and retrieve information regarding hardware devices (routers,
switches, printers, etc.) that have SNMP enabled. This enables you to monitor network-attached devices for conditions
that require administrative attention.

Ping Them Use this scanning profile to audit your network and enumerate all computers that are currently connected and run-

All ning.

Share Use this scanning profile to audit your network and enumerate all open shares either hidden or visible. No vul-

Finder nerability checks are performed by this profile.

Uptimes Use this scanning profile to audit your network and identify how long each computer has been running since the last
reboot.

Disks Space Use this scanning profile to audit your network and retrieve system information on available storage space.
Usage

System Use this scanning profile to retrieve system information such as operating system details, wireless/virtual/physical net-
Information work devices connected, USB devices connected, installed applications and more.

Hardware Use this scanning profile to audit your network and enumerate all hardware devices currently connected to your net-
Audit work computers.

Network Use this scanning profile to enumerate any IP enabled device connected to your network.

Discovery

4.2.3 Manual scans

Manual scan is the process of performing audits on target computers without using agents. To perform a manual scan on
a specific computer:

1. Launch GFI LanGuard.

2. From the Home tab click Launch a Scan. Alternatively, click the Scan tab.
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Launch a New Scan

Scan Target: Profile:

localhost w| | . | |Full Scan v @)

Credentials: Username: Passwaord: Key file:

Currently logged on user W Scan

Scan Options. ..

Screenshot 50: Manual scan settings

3. From the Scan Target drop—down menu, select the target computer or group of computers to scan using the fol-
lowing options:

Option Description

Localhost Audit the local host where GFI LanGuard is installed.
Domain: primary domain Audit the entire domain / workgroup of the computer / server where GFI LanGuard is installed.
NOTE

Optionally, from the computer tree, right-click a computer/computer group and select Scan > Custom Scan.

4. Click the browse button (...) to define custom rules for adding scan targets.

-

Custom target properties @

Computers Group |

l Define a custom group of computers,

Group name:
customgroup_2011_11_28_20 33_13

Add any computer that satisfies one of the following rules:

Add new nle... Clear nule list

Computer name is: W7i11 Hemaove
Computer name is: W72 Bemove
Computer name is: W713 Hemove
Computer name is: W74 Bemove

Except for the computers that satisfy the following rules:

Add new nile... Clear nule list
Computer name is: 192.168.11.11 Hemaove
Computer name is: 152.168.11.21 Bemove

oK || Ccancel

Screenshot 51: Custom target properties
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5. From the Custom target properties dialog, click Add new rule links to create a custom rule for computers you want to
scan or exclude from scanning.

Add new rule...

General

l Define rules for custom tanget.

Rule type:

Computer name

Computer or range is

[Cnmpmer name is - ]

SGLSEH‘H"EH] Add
gxﬁ i Remaove
W14

Select...

Import

-E-II

0

-

] [ Cancel

Screenshot 52: Add new rule...

6. From the Add new rule dialog, select the Rule type described below to add computers:

Rule type Description

Computer
name is

Computers
file list is

Domain
name is

IP address is

GFl LanGuard

Search and add computers by name. Key—in a valid computer name and click Add for each computer. Click OKto
apply changes.

Search and add computers from a text file. Click the browse button and locate the text file. Click OKto apply
changes.

NOTE

When submitting a list of target computers from file, ensure that the file contains only one target computer name
per line.

Search and add computers that are members of a domain. Select the domains from the list and click OK

Search and add computers by IP address. Select This computer to add the local host or Scan another computer to
add a remote computer. Key-in the IP address if required and click OK

4 Using GFl LanGuard |98



Rule type Description
IP address Search and add computers within an IP range. Select Scan an IP address range and key in the IP range or select CIDR
range is subnet and key-in the range using CIDR notation.

NOTE

The Classless Inter-Domain Routing (CIDR) provides an alternative way of specifying an IP address range. The
notation is as follows: <Base address> / <IP network prefix> Example: 192.168.0.0/16

Organization Search and add computers within an organizational unit. Click Select and from the list select the Organizational
unit is units. Click OK

7. 0nce the rules are added, click OKto close the Add new rule dialog. Click OKto close the Custom target properties
dialog and return to the scan settings.

8. From the Profile drop—down menu, select the scan profile that you want GFI LanGuard to action during the scan. For
more information, refer to Available Scanning Profiles (page 95).

9. From the Credentials drop-down menu, select the log—on method used by GFI LanGuard to log onto the scan tar-
gets. The table below describes the available options:

Option Description

Currently logged on Use the current logged on user credentials when logging on scan targets.

user

Alternative credentials Use custom credentials. Key—in the user name and password to use.

A null session Log onto scan targets using a null session. The user will log onto the target machine as an anonymous
user.

A private key file Log onto UNIX/LINUX/MAC machines using SSH. Three elements are required for the login:

# Username
= SUDO password
#= path to the file that stores the private key

NOTE

The credentials provided need to have administrator privileges in order for GFl LanGuard to log—on to the target
computers and carry out the network audit.

10. (Optional) Click Scan Options and configure the options described below:

Option Description

Use per computer cre- Login to the target machines using the credentials specified in the Dashboard
dentials when available

Remember credentials Use the configured credentials as default when performing an audit.

Wake up offline computers GFI LanGuard attempts to power on offline computers using Wake-on-LAN. For more information,
refer to Configuring Wake-on-LAN on scan targets (page 178).

Shut down computers after Shut down when a scan is complete.
scan

11. Click Scan to start auditing the selected targets.
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4.2.4 Enabling security audit policies

An important part of any security plan is the ability to monitor and audit events on your network. These event logs are
frequently referenced to identify security holes or breaches. Identifying attempts and preventing them from becoming
successful breaches of your system security is critical. In Windows, you can use Group Policies to set up an audit policy
that can track user activities or system events in specific logs.

To keep track of your system auditing policy, GFI LanGuard collects the security audit policy settings from target
computers and includes them in the scan result. To access more information on the result click on Security Audit Policy
sub—node.

Apart from gaining knowledge on the current audit policy settings, you can also use GFI LanGuard to access and modify
the audit policy settings of your target computers. To achieve this:

1. After scanning a remote computer, from the Scan Results Overview panel, right—click on the respective target
computer and select Enable auditing on > This computer/Selected computers/All computers.

-,

GFI LanGuard Administration Wizard ==

Switch on security auditing policies
Automatic tuming on of securty auditing policies

Specify which auditing policies are to be tumed on. The recommended auditing policies

have been selected by default:
Auditing Palicy Success Failure
Audit account logon events v e
Audit account management
Audit directory service access =
Audit logon events
Audit object access b
Audit policy change
Audit privilege use O O -
Select Mext to tum on the selected auditing policies.
<Back | Ned> | | Cancel

Screenshot 53: The audit policy administration wizard

2. Select/unselect auditing policies accordingly, and click Next to deploy the audit policy configuration settings, on the
target computer(s).

3. At this stage, a dialog will show whether the deployment of audit policy settings was successful or not. To proceed to
the next stage click Next. Click Back to re—-deploy settings on failed computers.

4. Click Finish to finalize configuration. Restart a scan to update results.

4.2.5 Scheduled scans

A scheduled scan is a network audit that is scheduled to run automatically on a specific date/time and at a specific
frequency. Scheduled scans can be set to execute once or periodically. Scheduled scan status is monitored using the
Activity Monitor tab > Security Scans.

GFl recommends scheduled scans:
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e

= When GFl LanGuard Agents are not deployed on the target computers

= To automatically perform periodical/regular network vulnerability scans using same scanning profiles and parameters
= Toautomatically trigger scans after office hours and generate alerts and auto—-distribution of scan results via email
» Toautomatically trigger auto—-remediation options, (Example: Auto-download and deploy missing updates).

The following sections contain information to guide you in configuring and executing scheduled scans:

#» (Creating a scheduled scan

# Editing scheduled scan settings

» Configuring scheduled scan properties

Creating a scheduled scan

1. Launch GFI LanGuard.

2. Click Configuration tab >Scheduled Scans.

3. From Common Tasks, select New scheduled scan.

P

Mew scheduled scan

Step 1 of 9: Define target type
Select the type of targets to be scanned and describe this scan.

Scan type Description

@ Scan a single computer Scan a single computer,

() Scan a range of computers Choose the local computer or spedify the
hostname or IP address of a remote

() Scan a list of computers computer.

() Scan computers in text file

(7 Scan domains or organizational units

Scan job description:

@) Tell me more... = Back [ Mext = ] ’ Cancel

Screenshot 54: New Scheduled Scan dialog

4. Select one of the options described below and click Next.

Option Description

Scan a single computer Scan local host or one specific computer.
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Option Description

Scan a range of computers Scan a number of computers defined through an IP range.

Scan a list of computers Create manually a list of targets, import targets from a file or select targets from the network
list.

Scan computers in text file Scan targets enumerated in a specific text file.

Scan a domains or organizational Scan all targets connected to a specified domain/organizational unit.

units

5. Depending on the option selected in the previous step, specify the respective target computer(s) details and click
Next.

P

Mew scheduled scan

Step 3 of 9: Set the triggering time
Set the triggering time for this scheduled scan job.

Triggering time Description
71 One time only, on: 14/05/2012 at: |15:08:06 = ].SQE; the triggering time for this scheduled scan

@ Recurrence pattern: a’g: 15:08:06 =

{ﬂ::: Every 1 days

(™) Every weekday

@) Tell me more... < Back ” MNext = ] ’ Cancel

Screenshot 55: Scheduled scan frequency

6. Specify date/time/frequency of the new scheduled scan and click Next.
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P

Mew scheduled scan

Step 4 of 9: Select scan profile
Select parameters to use for scan job.

Scan profile

Description

Scan job operation:

[Cumpleteﬂ:umbinaﬁun SCans -

Select scan profile:
Ay Full Vulnerability Assessment
By Full Scan
Ay Full Scan (Slow Networks)

MNOTE: Scan profiles contain pre-set parameters used by the
scanner for the job type selected.

Scan your netwark for all supported
vulnerahilities including open TCP/UDP ports,
missing patches and service packs, USB
devices and more, This scanning profie is also
used to retrieve system information.

MOTE: The vulnerability check timeouts in this
profile are preconfigured to suit the network
traffic and transmission delays usually
associated with LAN environments.

@) Tell me more...

< Back “ Mext = i ’ Cancel

Screenshot 56: Select scanning profile

7. From the Scan job operation drop-down menu, select the scanning profile to be used during the scan and click
Next. For more information, refer to Available Scanning Profiles (page 95).

I =

Step 5 of 9: Remote logon credentials | 78
Specty edentals o se o og o f remote targets. 'Y

Credentials

® GFI LanGuard 12 Attendant Service account t

Screenshot 57: Remote logon credentials

8. (Optional) Specify Remote logon credentials and click Next. Remote logon credentials can be either one of the fol-

lowing:

Option Description

GFI LanGuard 12 Attendant Ser- Performs the scan using the credentials specified while installing GFI LanGuard.
vice account
Alternative credentials Specify alternate credentials to connect to the scan computers.

NOTE

Ensure the supplied credentials have administrative privileges.

GFl LanGuard
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Option Description

SSH Private Key Key in a username with respective SUDO password and select the key file used to logon to
UNIX/LINUX/MAC based systems.

Use per computer credentials Use predefined credentials for the scan being configured.
when available

P =

Mew scheduled scan

Step 6 of 9: Power saving options \‘/_
Choose different power saving options for this scan job

Power saving options Description

: 2 : LanGuard can attempt to wake-up computers
| Wait for offl chi to ct to th twork,
ait foroffine machines to conne = netwer detected as offine using the Wake-on-LANM
Wake up offiine computers algorithm.

[T Shut down computers after the job has finished
if between Qo:00:00 £ and 23:25:59 =

If nonexistent systems are spedfied in the scan target the
scan will not finish until the user manually stops it from
Activity Monitor -> Security Scans.

@) Tell me more... < Back H Mext = ] ’ Cancel

Screenshot 58: Scheduled scan reporting options

9. From the Power saving options, configure the following options:

Option Description

Wait for offline machines If this option is selected, GFI LanGuard attempts to wait for offline machines to connect to the net-
to connect to network work.
Attempt to wake up off- GFI LanGuard attempts to power on offline machines using Wake-on-LAN. For more information, refer
line computers to Configuring Wake-on-LAN on scan targets (page 178).
Shut down computers After a computer has been scanned or an auto-remediation job has been done, GFI LanGuard
after the job has finished attempts to shut down the computer if the time is in the specified timeframe.
NOTE
If shut down options are defined in Auto-remediation options, the power saving options are
ignored.
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P "

Mew scheduled scan

Step 7 of 9: Specify auto-remediation options (I
Please configure automatic remediation options,
Auto remediation Description
Download and deploy missing updates Automatically uninstall unauthorized
applications.

Download and deploy missing service packs and update rollups
When this option is enabled, GFI LanGuard wil

Uninstall unautherized applications automatically uninstall unauthorized
Confiqure auto-remediation options. .. applications detected, which are validated for
auto-uninstall,

View applications which this scan will uninstall. ..

There are security updates that are not approved for
auto-deployment.

@ Itis recommended to have System Restore on for the
system drive on the target computers.

@) Tell me more... < Back H Mext = ] ’ Cancel

Screenshot 59: Scheduled scan auto—remediation options

10. From the auto-remediation dialog, select the required options and click Next. The table below describes the list of
available options:

Option Description

Download and deploy Automatically download and deploy missing patches on target machines.
missing updates

Download and deploy Automatically download and deploy missing service packs on target machines.
missing service packs
and update rollups

Uninstall unauthorized If this option is selected all applications validated as unauthorized, will be uninstalled from the scanned
applications computer (unauthorized applications are defined in Application Inventory). For more information, refer to
Configuring unauthorized applications auto-uninstall (page 169).

Configure auto- Automatic-Remediation enables you to automatically download and deploy missing patches as well as
remediation uninstall unauthorized applications during scheduled operations, automatically. For more information,
refer to Automatic Remediation (page 162).

View applications Click the link to launch the applications which will be uninstalled dialog. This will list all the applications
which this scan will that will be uninstalled when the scheduled scan is finished.
uninstall
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Mew scheduled scan

Step B of 9: Configure reporting options al
Choose which reporting options you would like to enable for this scheduled scan. I _,H
Reporting options Description
Email the scan report Include in the repart the full scan results.

Save the scan report to disk:

|C:‘|FrugramDa13‘l,GFI‘l.|_anGuard 12\Reports || |

Choose scan report content:

Comparison data and auto remediation details

Qther report: Scan Based - Full Audit W

[~ Configure alerting options. ..

/. Alerting options are not configured!

@ Scans for large networks will generate a large report!

@) Tell me more... < Back H Mext = ] ’ Cancel

Screenshot 60: Scheduled scan reporting options

11. (Optional) Configure Reporting options as described below:

Option Description

Email the scan report Send a report by email at the end of each scheduled scan.
Save the scan report to disk Save a report to disk at the end of each scheduled scan
Comparison data and auto Include details of auto remediation actions performed and result comparison with previous
remediation details security scans.
NOTE

Comparison is done between scans with same scan target(s) and scanning profile.

Full scan results data Include full scan result details.

Configure alerting options (Optional) Click Configure alerting options... to specify sender/recipient details. For more
information, refer to Configuring Alerting Options (page 235).

Override general alerting (Optional) Send a report by email to specific email address. GFI LanGuard alerting options are
options, and send email to overridden.
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Mew scheduled scan @

Step 9 of 9: Review scheduled scan job I'-. s
Please review the settings for this scheduled scan job, "_I.—a
Scheduled scan summary

Target localhost -
Triggering time Dcours every day at 15:08:06.

Scanning profile Full Scan

Credentials

GFI LanGuard 12 Attendant Service account

- Automatically download and deploy missing patches and service packs,
Auto-remediation and uninstall unauthorized applications

Power Saving Options  Wait for offline computers and attempt to wake up offline computers.

Warning Alerting options are not configured (email reports will not be sent).

@) Tell me more...

<Back || Fnish | | Cancel

Screenshot 61: Scheduled scan reporting options

12. Review the scan settings summary and click Finish.

NOTE
By default, all new scheduled scans are disabled. To enable, select Configuration tab >Scheduled Scans and click

on the & button.

NOTE

Confirm that the new scheduled scans are successfully set by clicking on Activity Monitor tab > Security Scans.

Editing scheduled scan settings

Scan schedules can be reviewed, edited, or deleted from Configuration tab > Scheduled Scans node. All scans are

listed in the review page together with the relevant information. Use the scheduled scan toolbar to perform the actions
described below:

Icon Description

Add new scan

ﬁ Display the New scheduled scan wizard and create a new scheduled scan.
Delete
i Use this button to delete the selected scheduled scan.
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Icon Description

r Properties
1 Review and edit the properties of the selected scan.

Enable/Disable
Toggle the status of the selected scan between enabled and disabled. This enables you to activate/suspend a scanning

schedule without deleting the scheduled scan.

Scan now
9 Trigger the selected scheduled scan. This button overrides the scheduled scan date/time settings and executes an

immediate scan.

Configuring scheduled scan properties

The scheduled scan properties page enables you to configure all the parameters of the scheduled scans.
To use the scheduled scan properties tab:

1. Go to Configuration tab > Scheduled Scans.

2. Select the scheduled scan and click the Scheduled Scan Properties.

192168.11.11-192.168.11.21 Properties

General | Logon Credentials I Power Saving | Auto Remediation R.eporﬁng|

h Configure the scheduled scan.

Scan target: 192,168,11,11-192, 168, 11,21
Scanning profile: Full Scan -
Description:

Scan schedule:

71 One time only, on: 28/11/2011 at: 20:37:17

i@ Recurrence pattern: | daily - |at 20:37:02

|§| Ewvery 1 dE}'S

(71 Every weekday

[ ok | [ Cancel ] fpply
Screenshot 62: Scheduled Scan properties
Tab Description
General Make changes to scan target setting, type of scanning profile and scan frequency.
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Tab Description

Logon Cre- Specify logon credentials used when scanning the specified target.

dentials

Power Sav- Configure power saving options. This dialog enables you to configure the scan to wait for offline machines to connect
ing to the network, attempt to wake up offline machines and shut down machines when the scan is completed.

Auto- Configure the remediation options applicable to the scan being configured. This includes downloading and

remediation  installing missing patches and service packs and unauthorized software un-installation.

Reporting Configure reporting options used for the selected scheduled scan.

3.Click OK

4.2.6 Agent scheduled scans

GFl LanGuard enables you to configure scheduled scans on computers running agents. Scheduling can be configured
from the Agent properties dialog as follows:

1. Launch GFI LanGuard.
2. From the Home screen, select View Dashboard.
3. From the computer tree, right-click the computer/computer group you want to configure and select Properties.

4. Click Agent Status tab > Change scan schedule....

Agent activity recurrence

General

Corfigure the agent activity recumence for WINT_03.

Enable schedule
Fun fask every day & 1200

Recumrence pattem: daily = | & 12:00:00 =

Daity recumence pattem

@ Every 1 2| days

i) Ewery weekday

oK || Cancel

Screenshot 63: Agent Activity Recurrence
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5. Select Enable Schedule and configure the recurrence pattern.

6. Click OK

NOTE
Additional properties can be configured from the Properties dialog. For more information, refer to Agent
properties (page 77).
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4.2.7 Starting an Agent scan manually
To start an on demand scan on an agent computer:

1. Launch GFI LanGuard.

2. Click View Dashboard and select the computer(s) you want to start scanning.

3. From the Agent Status section, click Scan Now.

Note
Scan Now is only visible when the Agent Status is Agent Installed.

4.2.8 Discovering Mobile Devices

GFl LanGuard enables you to discover and manage mobile devices (such as phones or tablets) that connect to your

mobile device management source.
This section contains information about:
= Configuring a mobile device information source
» Adding mobile device management sources
s Microsoft Exchange Server
= Microsoft Office 365
s Google Apps for Business
s Apple Profile Manager
» Managing retention policies
» Unmanaged devices
Configuring a mobile device information source
To manually configure mobile devices:
1. Click on Configuration tab > Mobile Devices.

2.From the right pane, select one of the options.

GFl LanGuard
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@ GFI LanGuard

Configurati = e e o
; Ager'n“: - Mobile Devices
----- ; s Managem

----- B Scheduled Scans

----- v4fi Software Categories
Applications Inventory
{5, Auto-Uninstall Validation
Software Updates

Pi! Add Maobile Device Management Source...

& Patch Auto-Download Manage Retention Policy...

Database Maintenance Options
----- % Program Updates

- ™ General

{1 Version Information

3 Licensing

[ | Server Type
Common Tasks:
Add Management Source...
Manage Retention Policy...
Count =0

D= Dashboard Scan Remediate  Activity Monitor Reports Configuration ©) - Discuss this version...

-]

[ 3 Scanning Profiles == Manage mobile phones, tablets and other mobile devices.

""" Mobile Devices GF| LanGuard can detect mobile devices which connect to various services for email access. Tell me more...

Provide details and credentials for connecting to a mobile device information source.

----- 4 Alerting Options @F
o= Configure how to remove mobile devices which did not connect recenthy.

[POFR LS HTH

Delete selected configurations

|® Use Activity Monitor to view mobile device scan activity.

Screenshot 64: Mobile Devices

Adding mobile device management sources
To add a mobile device management source:

1. Click Add mobile device management source.

2. Select the type of Mobile Device Management Source.

GFl LanGuard
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Add Mobile Device Management Source E

Step 1of 2:
Configure a mobile device management source.

Source Details

Type: Microsoft Exchange Server -
- = - o
Sarver Name: Microsoft Exchange Server

Microsoft Office 365
Google Apps for Business
Apple Profile Manager

Flease provide credentials for a user which is member of the 'Exchange Organization Administrators' domain
group and has the 'Log on as a service' right.

Credentials

|ser name:

Password:

|se per computer credentials when available

<Back || MNext> ][ Cancel

Screenshot 65: Configuring a mobile device management source: Selecting type of source

Source: Microsoft Exchange Server

1. Specify the credentials for Microsoft Exchange and click Next.
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Add Mobile Device Management Source

Step 1of 2:
Configure a mobile device management source.

Source Details

Type: |MicrosoFt Exchange Server |

Server name: |SF‘.'I.|'01 |
Credentials

Please provide credentials for a user which is member of the "Exchange Organization Administrators”

domain group.

Authenticate using: [GFI LanGuard 11 Attendant Service accournt ']

|Ise per computer credentials when available

< Back [ Mext = ] [ Cancel

Screenshot 66: Configuring a mobile device management source: Source details

2. Configure when to refresh mobile device information and select (Optional) Exclude mobile devices and click Next.

Add Mobile Device Management Source

Step 2 of 2:
Configure when to refresh the mobile device information using server 'SRVO01'.

Enable schedule
Hun the audf every day af 1508,

Recumence pattem: [daihr - | at: 15:08:52 =

Daily recumence pattem

@ Ewvery 1 = days

() Every weekday

[ Exclude mobile devices

Screenshot 67: Configuring a mobile device management source: Scheduling an audit
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3. Select or unselect the accounts to manage and click Finish.

Add Maobile Device Management Source E

]"'

Step 3 of 3:
Unselect a user account in order for GFI LanGuard to stop managing mabile devices,

=] i | Account MName Job Title

2 E pepartment: Development

=

|»#| Department: Finance

£

[#| Department: Infrastructure

=

|l Department Management
[» Department: N1A

[»| Department: Public Relations
[»| Department: Sales

H&EH

Count = 12

Automatically manage new accounts

<Bace | Fneh | [ Conce

Screenshot 68: Configuring a mobile device management source: Managing devices

Source: Microsoft Office 365

1. Specify the credentials for Microsoft Office 365 and click Next.

NOTE
= The specified account needs to be a global administrator.

= Working with Microsoft Office 365 requires NET Framework 4.5. GFl LanGuard provides the facility to to install
NET 4.5 automatically whilst configuring a new mobile device management source with Microsoft Office 365.

GFlLanGuard 4 Using GFl LanGuard | 115



Add Mobile Device Management Source

Step 1of 2:
Configure a mobile device management source.

Source Details

Type: |MicrosoFt Office 365 | - |
Server name: |I'~"Iicmsuﬂ: Office 365 |
Credentials

Please provide your Office 365 credentials.

Email address: |juhnsmit|'1 @mail.onmicrosoft.com |

Password: |||-|||-|||| |

< Back [ Mext = ] [ Cancel

Screenshot 69: Configuring a mobile device management source: Source details

2. Configure when to refresh mobile device information and select (Optional) Exclude mobile devices and click Next.

Add Mobile Device Management Source

Step 2 of 2:
Configure when to refresh the mobile device information using server 'SRVO01'.

Enable schedule
Hun the audf every day af 1508,

Recumence pattem: [daihr - | at: 15:08:52 =

Daily recumence pattem

@ Ewvery 1 = days

() Every weekday

[ Exclude mobile devices

Screenshot 70: Configuring a mobile device management source: Scheduling an audit
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3. Select or unselect the accounts to manage and click Finish.

Add Maobile Device Management Source

Step 3 of 3:
Unselect a user account in order for GFI LanGuard to stop managing mabile devices,

=] i | Account MName Job Title

2 E pepartment: Development

=

|»#| Department: Finance

£

[#| Department: Infrastructure

=

|l Department Management
[» Department: N1A

[»| Department: Public Relations
[»| Department: Sales

H&EH

Count = 12

Automatically manage new accounts

< Badck H Finish ] [ Cancel

Screenshot 71: Configuring a mobile device management source: Managing devices

Source: Google Apps for Business

NOTES

= |f you use Google Apps for Business , GFl LanGuard can retrieve the list of mobile devices that connect to your
Google Apps domain.

= By default, your Google Apps domain is not configured to allow querying by other software such as GFl
LanGuard. Below are the required step-by-step changes required for your Google Apps domain configuration to
enable mobile device scanning with GFI LanGuard

To configure your Google Apps domain to enable mobile device scanning with GFI LanGuard:

1. Enable APl access in your Google Apps Admin console. Log in to your admin account and select Security. If Security is
not listed, select More controls > Security from the options shown in the gray box. Select APl reference, and then
select the checkbox to Enable APl access. Click Save to save your changes.

2. Set up a new project in the Google APIs Console and activate the Admin SDK API for this project.

3. In the Credentials section of your project, enable OAuth authentication by selecting Create New Client ID. Choose
the Service Account option and save the service account’s Client ID, email address and the generated private key file.

4. Grant read-only access to user data to your Service Account:
a. Open your Google Apps domain control panel, at https.//www.google.com/a/cpanel/example.com

b. Click Security icon. This can be found under More controls
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c. Select Advanced tools > Manage third party OAuth Client access

d. In the Client name field enter the service account's Client ID

e. In the One or More API Scopes field, copy and paste the following list of scopes
# https://www.googleapis.com/auth/admin.directory.device.mobile.readonly
* https://www.googleapis.com/auth/admin.directory.group.readonly

# https://www.googleapis.com/auth/admin.directory.user.readonly

f. Click Authorize.

5. Optionally enable Application auditing so that GFI LanGuard can report the applications installed on mobile devices:

= Log in to your admin account and select Device Management/Device management settings.
# In the Advanced settings section. mark the Enable application auditing option.

= Click Save to save your changes.

NOTE

For more information on how to set up Google Apps for APl access see:

= http://go.gfi.com/?pageid=LAN_GoogleAppsPrerequisites

= http://go.gfi.com/?pageid=L AN_GoogleAppsGeneratingOAuth

6. Specify the credentials for Google Apps for Business and click Next.

Add Mobile Device Management Source

Step 1 of 2:
Configure @ mobile device management source,

Source Details

Type: |GDDgIE Apps for Business | - |

Service Account Mame: |Google Apps for Business |

Credentials
Flease provide your Google Apps for Bussiness domain name and the path to your cerificate file.

Email address: |johnsmith @example,com| |

Google certificate file: |C:Wsers‘ﬁdmin‘nﬂleskb:p‘nﬁd595g5dfg5df6fdf65888?gas—priuatekey.p12 E]

< Back [ Mext = J [ Cancel

Screenshot 72: Configuring a mobile device management source: Source details

7. Configure when to refresh mobile device information and select (Optional) Exclude mobile devices and click Next.
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Add Mobile Device Management Source

Step 2 of 2:
Configure when to refresh the mobile device information using server 'SRVO01'.

Enable schedule
Hun the audf every day af 1508,

Recumence pattem: - | at: 15:08:52 )

| daily

Daily recumence pattem

|§| Every 1

] aane

() Every weekday

[ Exclude mobile devices

Screenshot 73: Configuring a mobile device management source: Scheduling an audit

8. Select or unselect the accounts to manage and click Finish.

Add Mobile Device Management Source

Step 3 of 3:
IUnselect a user account in order for GFI LanGuard to stop managing mobile devices.

B | [ | Account Mame Job Title

2 E Department: Development
]
[+
=
]
[+]
[+

(3]

Department: Finance

=

Department: Infrastructure

£

Department: Management
Department: N\A
Department: Public Relations

B EE

Department: Sales

Count = 12

Automatically manage new accounts

< Back ][ Finish

] [ Cancel

Screenshot 74: Configuring a mobile device management source: Managing devices
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Source: Apple Profile Manager
NOTE
GFl LanGuard can query Apple Profile Manager for the list of managed mobile devices such as mobile phones or

tablets running iOS. You need to provide root credentials to the OS X Server hosting Profile Manager.

1. Specify the credentials for Apple Profile Manager and click Next.

Add Maobile Device Management Source
Step 1 of 2
Configure a mobile device management source,
di ‘.
Source Details
Type: |J5.p|:i|E Profile Manager | - |
Server Name: IMACSERVER D)

Credentials

Please provide credentials for a user which has root privileges.

|ser name: roat
PESSWUI'd: "I"'."'I"l
S5H port: 2 3

lUse per computer credentials when available

< Badk [ Mext = ] [ Cancel

Screenshot 75: Configuring a mobile device management source: Source details

2. Configure when to refresh mobile device information and select (Optional) Exclude mobile devices and click Next.
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Add Mobile Device Management Source

Step 2 of 2:
Configure when to refresh the mobile device information using server 'SRVO01'.

Enable schedule
Hun the audf every day af 1508,

Recumence pattem: - | at: 15:08:52 )

| daily

Daily recumence pattem

|§| Every 1

] aane

() Every weekday

[ Exclude mobile devices

Screenshot 76: Configuring a mobile device management source: Scheduling an audit

3. Select or unselect the accounts to manage and click Finish.

Add Mobile Device Management Source

Step 3 of 3:
IUnselect a user account in order for GFI LanGuard to stop managing mobile devices.

B | [ | Account Mame Job Title

2 E Department: Development
]
[+
=
]
[+]
[+

(3]

Department: Finance

=

Department: Infrastructure

£

Department: Management
Department: N\A
Department: Public Relations

B EE

Department: Sales

Count = 12

Automatically manage new accounts

< Back ][ Finish

] [ Cancel

Screenshot 77: Configuring a mobile device management source: Managing devices

GFl LanGuard
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Managing retention policies

NOTE

Use Managing retention policies to clean up mobile devices that have not recently connected.

To manage retention policies:
1. Click on Configuration tab > Mobile Devices.
2.From the right pane, select Manage retention policy.

3. Specify the time frame to keep non-active devices.

Mabile Device Retention @
General

@ Corfigure how to remove mobile devices which did not connect recerthy.

Keep mobile devices which have connected during the last

|E | |mu::nﬂ'|s | v|

| ok || Ccancel

Screenshot 78: Managing retention policies
Unmanaged devices

GFl LanGuard does not perform full audits of mobile devices unless a mobile device management source has been
configured and user accounts are approved.

To view unmanaged mobile devices:

1. Click Dashboard tab and from the computer tree select > Unmanaged mobile devices.
(Optional)To change settings for unmanaged devices:

2. From the right pane, select a server containing unmanaged mobile devices and click Configure.

3. Select a user account to start managing the devices connected to the particular account.
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#) GFI LanGuard =l = ==

> |- | = | Dashboard | Scan Remediate Activity Monitor Reports Configuration Utilities @) - Discuss this version...
- Y =
4 = . q
{ - O\ igJ Unmanaged Mobile Devices
Filte: Gi Search
Her el ear fad Select the mobile devices you want GF| LanGuard to manage.

4 & Entire Network
B Localhost
|E-' Local Domain

» (& TEMASOFT

GFI LanGuard can detect mobile devices which connect to Microseft Exchange Server for email access. Tell me more...

SooO8

= - Find Clear
4 Mobile Devices
Unmanaged mobile devices Management Server Status Configure
v @8 ex2013nss Managed Configure. ..
}) adriznocecchi@noc.com 3 unmanaged devices
?) alenacerkva@noc.com 1unmanaged devices
?) alexplin@noc.com 1unmanaged devices
?) benjaminjohnes @noc.com 1 unmanaged devices
?) emmanueltino @noc.com 1unmanaged devices
?} fionabrown@noc, com 1unmanaged devices
?) jasonuhr @noc.com 1 unmanaged devices
‘3) johnparker @noc.com 1unmanaged devices
?} josephmahler @noc.com 2 unmanaged devices
?) simonemann@noc.com 2unmanaged devices
‘3) simonraver @noc. com 4 unmanaged devices
}) wolfgangrat@noc.com 3 unmanaged devices

Count =1

Screenshot 79: Unmanaged mobile devices

4.3 Dashboard

The Dashboard section provides you with extensive security information based on data acquired during audits.
Amongst others, the Dashboard enables you to determine the current network vulnerability level, the top—most
vulnerable computers, and the number of computers in the database.

Topics in this section:

4.3.1 Achieving results from the dashboard ... . . 123
432 Using the Dashboard ... o L 125
433 Using the ComPULET TreE .. 125
434 UsSINg AtNOUIES L 130
435 Dashboard @CtONS .. ... 132
436 EXPOrting 1SSUE 1St ..o 133
4.3.7 Dashboard VieWs . 133

4.3.1 Achieving results from the dashboard

The dashboard is an important feature of GFl LanGuard. As the central point of the application, it enables you to perform
all the common tasks supported by GFl LanGuard, including:
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Monitoring all computers managed by GFI LanGuard

Managing scan targets. Add, edit or remove computers, domains and workgroups
Deploying agents on scan targets and configure agent settings

Configuring computer credentials

Configuring auto-remediation options

Configuring recurrent network discovery on the managed domains/workgroups/OUs
Trigger security scans/refresh scan information

Analyze computers security state and audit details

Jump to relevant locations by clicking on security sensors and charts.

GFl LanGuard
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4.3.2 Using the Dashboard
This section provides the required information on how to use the GFI LanGuard Dashboard. To display the Dashboard:
1.Launch GFl LanGuard and click Dashboard tab.

@' GFl LanGuard =% ECR (5=
& - | = Dashboard Scan Remediate Activity Monitor Reports Configuration *» ) - Discuss this version_..
= N, e " .
4 g = = ‘B " ; \’. )
| oL O\ 1& '!'I %-J @ \ L ¥ ) »
Filter Group Search Qverview Computers History Vulnerabilties Patches Ports Software
4 ¥ Entire Network & ) Entire Network - 5 computers
¥/ Locakhost : w711 ™|
» T‘.:. Local Domain : WORKGROUP i Vulnerability Level Security Sensors
[ H H i
b TEMASOFT @ Sy  Software Upd.. | __  Firewalllssues | _  Credentials S..
+ [ Mobie Devices & £\ < . @ 1 @ |
v (& alenacerkva@qfi.com i ~ 2 computers i 0computers P 0 computers
b U alexplin@afi. com i ) -
= . Service Packs.. | _  Unauthorized .. : _  Mahwvare Prote...
b T;-' emmanueltine @gfi.com Q] Most Vuinerable Computers &9 I | |0| [ |
v [ fionabrown@gfi.com () W SERVD2-0 ~ 2 computers - Ocomputers © 1computers
b [E' jasonubr @gfi.com Q] .WlN?_DG
a . I DSEF{VDB-D-SI _ Vulnerabilities (P Audit Status P Agent Health L...
» (& sohnparker@gfi.com L | M | @ | s
b U8 josephmahler @afi.com o Vulnerability Trend Over Time
+ L& simonemann @gfi.com i
b T;-' simonraver @afi. com i ‘u‘: 8
» [ yolfgangrat@gfi.com by ‘é _L?;I
Unmanaged mobile devices Agent Status 8 __—___—_Z—f—- Medium
= Low
0 = MNIA
20/08/2... 2100612 .. 22/08/2... 2306/2... 241062 ...
Time
Common Tasks: *
Computer Yulnerability Distribution Computers By Operating System
Manage agents. ..
I |nstaled 0 com puter{s)
Add more computers... N | nstallin progress 10 com puter(s) - Hich 2 AU T N
Scan and refresh information now = H;"fﬁ!:';mﬁs gcm P‘”_nz'§5§ 20 o Masiom e e e
ns! COIm s g -
Custom scan... B DopioymentEvors D computer(s) . Low Do W Wirndows 7
. . NPA Ze.
Set credentials...
Deplov agent... Agent Status | Audit Status | Computers By Op... | Computers By Net...|

Screenshot 80: View Dashboard

2. From the computers list, select a computer or mobile device. The dashboard information updates according to your
selection.

4.3.3 Using the Computer Tree

GFl LanGuard includes filtering and grouping options that enable you to quickly find a computer or domain and
immediately display results.

When a computer or group is selected from the computer tree, results in the dashboard are automatically updated. Press
CRTL and select multiple computers to display results for specific computers.

The following are functions supported by the computer tree:
» Simple filtering
» Advanced filtering

= Grouping
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# Searching

= Sync-up with Active Directory
Simple filtering

To filter for a specific computer or group:
1. From the left pane, click Filter.

2. Configure the criteria and click Tum ON filters.

7 Ea @

HH;eJr Ggup Searx
J Filters are: ON
WVulnerability level: all v
Operating System: All v
Last scan time: All ¥
Agent status: all vy
Metwork role: all ¥
Advanced filtering...

[?‘(d&arﬁlt&rﬂ l [@Tum OFF filkers

Screenshot 81: Simple filtering

Advanced filtering

To filter for a specific computer or group using advanced filtering:
1. From the left pane, click Filter and Advanced filtering...

2. From the Advanced Filtering dialog, click Add.
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Add Filter Properties

Select the filter property on which pou want to make a restiction:

4 {] General

----- R Computer name

----- B Operating system

----- 5 Operating spstemn service pack
----- w'y Domain

----- E| Wirtualization technology

----- B Nebtwark rale

----- W IP address

----- 5 Vulrerability level

----- o7 Attribute

----- o Relay

----- B Auto-remediation

----- {Ea Scan enors

4 - g Wulnerability azseszment

----- # Mizzing zecurity updates

----- # Mizzing gervice packs and update rollups
----- 5 Yulnerahility

----- A High vulnerabilities

----- A Medium vulnerabilities

----- 1 Low vulnerabilities

----- f:] Potential wulnerabilities

----- # Open ports commanly used by Trojans
----- 4 DMS wulnerabiliies

----- 4 FTP wulnerabilities

m

-

M et =

Cancel

Screenshot 82: Add Filter Properties

3. Select the filter property to restrict and click Next.

4. Select the condition and key in the condition value. Click Add.

5.Repeat steps 2 to 4 for each condition. Click OK
Grouping
To group machines by specific attributes:

1. From the left panel, click Group.

GFl LanGuard
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= :
' = )

= h
Filter Group Search

|4

Computers Mobile Devices

Group computers by:
i@ Domain and Organizational Uit (Default)
™) Operating System
() Metwork Role
(©) Relays Distribution
Attributes: |Location (7]

= Apply grouping
Screenshot 83: Grouping

2.Click on one of the following tabs and select a specific attribute:

Tabs Attributes

Computers ®» Domain and Organizational Unit
#  Operating System
% Network Role
% Relays Distribution
#  Attributes

Mobile Devices = User Account
#  Operating System

#  Device Model
= Attributes

NOTE

If Attributes is selected, select the attribute from the drop down list. For more information, refer to Using
Attributes (page 130).

3.If Attributes is selected, select the attribute from the drop-down list.
4. Click Apply grouping.
Searching

The Search tab within the Computers tree enables you to search and display results for a specific computer or group. To
display results for a specific computer:

1.From the Computers tree, select Search.
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Screenshot 84: Search specific computers and groups

2.Key in the search criteria and use the following options:

Option Description

Group results by inform- Search results are grouped by category. The result contains the latest computer information.
ation category Amongst others results are grouped by:

#  Computer Information

#» Hardware devices

# Logged on Users

#  Processes

= Virtual technology

Group results by computer Search results are grouped by computer name. The result contains the latest computer information.
Search History Search results include the information from previous scans.
Advanced search Configure advanced search options.

NOTE

For more information, refer to Full text searching (page 223).

Sync-up with Active Directory

This feature enables you to perform the following tasks:

= Add computers that are in Active directory but not yet in GFl LanGuard

= Move computers to the correct Organizational Unit (OU) in the GFl LanGuard computer tree

= Remove computers that have been deleted from Active Directory but are still present in GFI LanGuard

1. Right-click the computer tree to synchronize and select Synchronize with Active Directory.

2.1f displayed, key in the domain credentials require to retrieve the domain's Organizational Units and click OK
3. Click Next to start the synchronization process.

4.In the list of discovered computers, review the displayed list of changes that this process will do. This list shows where
specific computers will be repositioned to which Active Directory Organizational Units. Click Next.

5. Review the list of computers that will be added to GFI LanGuard from Active Directory. Click Next.
6.Review the list of computers that are no longer present, or have been deleted from Active Directory. Click Sync.

7.0n process completion, click Finish.
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4.34 Using Attributes

Attributes enable you to group and configure single or multiple computers at one go. Attributes also enable you to
remediate vulnerabilities or deploy software on specific computers based on the assigned attribute. The following
sections contain information about:

= Assigning attributes to a computer
= Assigning attributes to a group

» Configuring attributes

Assigning attributes to a computer

To assign attributes to a single computer:
1. Click Dashboard tab.

2. From the computer tree, right-click a computer and select Assign attributes.

"

TEMP Properties @

| General | Agent Status | Atributes | Helaysl

\T’ﬂL Custom attributes can be applied to computers allowing custom grouping
.;'f\"./ and fitering based on these attributes.

Attribute Value Inherited
Mew attribute
A Add an attibute for TEMP. You can create a new
y attribute or define a value for an exdsting one.

Mame: |Location -
Mote: Attrbutes can b

operating syste Value: |Marketing -
container, an a

ok || cancel |

| oK || Cancel |

Screenshot 85: Assigning attributes: Single computer
3. From the Properties dialog >Attributes tab, click Add.
4. Configure new attributes settings and click OK

5. Click OKto save your settings.

GFl LanGuard 4 Using GFI LanGuard | 130



Assigning attributes to a group

GFl LanGuard enables you to assign attributes to specific groups, domains, organizational units and networks. Once
attributes are assigned, each member of the selected group inherits the attributes settings.

To assign attributes to a group:
1. Click Dashboard tab.
2.From the computers list, right-click network and select Assign attributes.

3. From the Add more computers wizard, select network and click Next.

- '

Add more computers @
i |
Step 2 of 3: Assign attributes -
Assign custom attributes to the selected computers \‘
Attribute Value Add...
Location 1zt Floor
Edit...
Mew attribute Remove
9 Add an attribute for “0F. You can create a new
4 attribute or define a value for an existing one.
MName: |Department -
Value: |Support -
oK ]| Cancel
Mote: Custom attri ted at this stage will
share the 53 hg.
<Back || Fnmsh | | Cancel

Screenshot 86: Assigning attributes: Multiple computers

4. Click Add and configure the respective attributes. Use the Edit and Remove buttons to edit or remove the selected
attributes.

5. Click Finish to save your settings.

Configuring attributes

To configure attributes:

1.From the Properties dialog, click Attributes tab.
2.Click Add to launch the New attribute dialog.
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Screenshot 87: New attribute dialog

3. From the Name drop-down menu, select an attribute or key-in a name to create a new one.
4. Specify a value for the attribute in the Value field. Click OK

5.Repeat steps 2 to 4 until you add all the required attributes.

6. Click OKto save your settings.

4.3.5 Dashboard actions

The Actions section enables you to manage and remediate vulnerabilities and missing patches found in your network.
To access the Actions section:

1. Select Dashboard tab.

2. Click Vulnerabilities or Patches tab.

Actions:

'i' Remediate. ..

@. Acknowledge...
9 lgnore...
@ Change Severty...

_' _ Bules Manager...

Screenshot 88: Actions section in the Dashboard
3. Select one of the following actions:
Remediate Launch the Remediation Center to deploy and manage missing patches.

NOTE
For more information, refer to Manual Remediation (page 185).

Acknowledge Launch the Rule-Acknowledge Patch dialog. This enables you to acknowledge issues so that they will not affect the
Vulnerability level of your network. Configure for which machine this rule applies.
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Action Description

Ignore Launch the Rule-Ignore Patch dialog. This enables you to ignore missing patches or vulnerabilities so that they will
not be reported as issues in the future, and include reasons why to ignore such vulnerabilities. Configure for which
machine this rule applies and the time span that the issue is ignored.

Change Sever-  Launch the Rule-Change Severity dialog. This enables you to change the severity level of vulnerability. Configure for

ity which machines this rule applies and the severity level.
Rules Man- Launch the Rules Manager dialog. This enables you to search and remove configured rules and view the reasons to
ager ignore missing patches and vulnerabilities.

4.3.6 Exporting issue list

GFl LanGuard enables you to export issue lists to Portable Document Format (PDF), Microsoft Office Excel (XLS) or Hyper

Text Markup Language (HTML). When a list supports exporting, these icons &= km il are displayed in the top-right
corner of the list. Select the respective icon and configure the export settings.

4.3.7 Dashboard views

The GFI LanGuard dashboard is made up of multiple views. These different views enable real-time monitoring of your
scan targets and allow you to perform instant remedial and reporting operations. The following sections contain
information about:

# Dashboard overview
= Computers view

= History view

= Vulnerabilities view
= Patches view

= Ports view

= Software view

» Hardware view

= System Information view
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Screenshot 89: Dashboard Overview

]Computers By Operating System | Computers By Network Role |

The Dashboard Overview is a graphical representation of the security level/vulnerability level of a single computer,

domain or entire network.

When a computer or domain is selected, the results related to the selected computer/domain are automatically updated
in the dashboard. Below is a description of each section found in the dashboard:

Section Description

Network security level

This rating indicates the vulnerability level of a computer/network, depending on the num-

ber and type of vulnerabilities and/or missing patches found. A high vulnerability level is a res-
ult of vulnerabilities and/or missing patches which average severity is categorized as high.

Computer vulnerability dis-
tribution

This chart is available only when selecting a domain or a workgroup, and displays the dis-
tribution of vulnerabilities on your network. This chart enables you to determine how many

computers have high, medium and low vulnerability rating.

Most vulnerable computers

This list is available only when selecting a domain or a workgroup, and shows the most vul-

nerable computers discovered during the scan. The icon color on the left indicates the vul-

nerability level.
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Section Description

Agent Status When selecting a domain or workgroup, a chart showing the overall agent status of all
computers within the domain/workgroup is displayed. This enables you to determine the
number of agents installed or pending installation on the selected domain/workgroup. When
selecting a single computer, this section displays an icon representing the agent status. The
icons are described below:

Not installed - Agent is not installed on the target machine.

# Pending installation - Installation is pending. A status can be pending when

the machine is offline or the agent is being installed.

LN

£ Pending uninstall - Uninstallation is pending. A status can be pending when

the machine is offline or the agent is being uninstalled.

# Installed - Agent is installed on the target machine.

b "‘tgk Relay Agent Installed - The selected computers are relay agents.

Audit status This chart is available only when selecting a domain or workgroup and enables you to identify
how many audits have been performed on your network grouped by time.

Vulnerability trends over time When a domain or workgroup is selected, this section displays a line graph showing the
change of vulnerability level over time grouped by computer count. When a single computer
is selected, this section displays a graph showing the change of vulnerability level over time
for the selected computer.

Computers by network role This chart is available only when selecting a domain or a workgroup and displays the number
of audited computers, grouped by network role. Amongst other roles, this graph identifies
the number of servers and workstations per selected domain.

Computers by operating system This chart is available only when selecting a domain or a workgroup and displays the number
of audited computers, grouped by the installed operating system.

Computer details This section is available when selecting a single computer and enables you to view the selec-
ted computer details.

Scan activity This line graph is available only when selecting a single computer and enables you to view
the number of scans/audits performed on the selected computer. In addition enables you to
verify if scheduled scans are being performed.

Remediation Activity This line graph is available only when selecting a single computer and enables you to view
the number of remediation activities performed on the selected computer. In addition, this
graph enables you to verify that auto-remediation is performed.

Top 5 Issues to Address This section is available only when selecting a single computer, and displays the top five
issues to address for the selected computer.

Results statistics This section is available only when selecting a single computer and displays an overview of
the audit result. Amongst others, the result enables you to identify the number of missing
patches, number of installed applications, open ports and running services.
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Section Description

Security Sensors This section enables you to identify issues at a glance. Click a sensor to navigate and display
issues and vulnerabilities for a specific computer or group. Sensors enable you to identify:
= Missing Software Updates
#  Missing service packs
= Vulnerabilities
= Firewall Issues
# Unauthorized Applications
®  Audit Status
#  Credentials setup
#  Malware Protection Issues
#  Agent Health Issues.
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Screenshot 90: Analyze results by computer

Select this view to group audit results by computer. From the drop-down list, select one of the options described below:

Option Description

Agent Details

Vulnerabilities
# High
#  Medium
#  Low
¥ Potential.

Patching View the number of:

status = Missing Security/non-Security Updates

e

Missing Service Packs and Update Rollups

# |nstalled Security/non-Security Updates

# |nstalled Service Packs and Updates Rollups.

View the number of:
# QOpen TCP ports
#» Open UDP ports
#  Backdoors.

Open ports

GFl LanGuard

Select this option to view the agent status. This option enables you to identify if an agent is installed on a com-
puter and if yes, displays the type of credentials being used by the agent.

View the number of vulnerabilities found on a computer grouped by severity. Severity of a vulnerability can be:

4 Using GFI LanGuard | 137



Option Description

Software View the number of:
#  Antiphishing engines
#  Antispyware engines
*  Antivirus engines
#  Backup applications
# Data loss prevention applications
#  Device access and desk encryption applications
#  Firewalls
# Installed applications
#  |nstant messengers
#  Peer to peer applications
#  Unauthorized applications
# Virtual machines
VPN clients
#  Web browsers.

Hardware View information on:

= Number of disk drives
#  Free disk space

#  Memory size

#*  Number of processors
¥  Other hardware.

System View information on:

information # The number of shared folders
» Number of groups
#  Number of users
#» Logged users
#  Audit policy status.

Attributes Adds an Attributes column and groups your scan targets by the assigned attribute.

NOTE

To launch the Overview tab and display more details on a specific computer, double click a computer from the list.

NOTE
Drag and drop a column header in the designated area to group data by criteria.
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History view

Select this view to group audit results by date for a specific computer. To configure the history starting date or history
period click the link provided.

P2 - | = Dashboard | Scan  Remediate  Activity Monitor  Reports  Configuratic® @) = Discuss this version...
s Fﬁ ey P}
ul . b [
7 = Qg & | 8 & 8B w | @ .
Filter Group Search Crverview Computers History Vulnerabilities Patches Ports Software
4 % Entire Network & Entire Network - 6 computers
¥ Localhost: WIN7_0s &
» @ Local Domain : WORKGROUE ‘ History Overview for 'Last Week' View Settings
v [§ eMasorT Qi Mg’ ow - & E® (i3~ = - | Full Sreen
b L@ Maobile Devices ‘ |
g 21/05/2012
c
3 Host Name IP address 0S
H = WIN7_06 192.168.2.12 Windows 7
=
& WIN7_06 (192.1682.12) - Windows 7
B Services
Common Tasks: ¥
22[05{2012
Manaae agerts... ] . )
dd more computers (10:0€) - Service stopped: WinHT TP web Proxy Suto-Discovery Service.
Scan and refresh information now LUl e e T
Custom scan... {10:06) - Service stopped: Yolume Shadow Copy. -
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Deploy agent.. Pagelofl | I 4 [ Bl | - 100%

Screenshot 91: History view in the Dashboard

GFl LanGuard
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Vulnerabilities View

Display more details on the vulnerabilities found on a network and the number of affected computers. When a
vulnerability is selected from the Vulnerability List, the Details section provides more information on the selected
vulnerability. From the Details section click Affected computers or Unaffected computers to display a list of affected
and unaffected computers.
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Screenshot 92: Vulnerabilities view in the Dashboard

NOTE
Drag and drop a column header in the designated area to group data by criteria.

Configuring actions

From the actions section select one of the actions described below to manage and remediate vulnerabilities and missing
patches found in your network.

Action Description

Remediate Launch the Remediation Center to deploy and manage missing patches.

NOTE
For more information, refer to Manual Remediation (page 185).
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Action Description

Acknowledge Launch the Rule-Acknowledge Patch dialog. This enables you to acknowledge issues so that they will not affect the
Vulnerability level of your network. Configure for which machine this rule applies.

Ignore Launch the Rule-Ignore Patch dialog. This enables you to ignore missing patches or vulnerabilities so that they will
not be reported as issues in the future, and include reasons why to ignore such vulnerabilities. Configure for which
machine this rule applies and the time span that the issue is ignored.

Change Sever-  Launch the Rule-Change Severity dialog. This enables you to change the severity level of vulnerability. Configure for

ity which machines this rule applies and the severity level.
Rules Man- Launch the Rules Manager dialog. This enables you to search and remove configured rules and view the reasons to
ager ignore missing patches and vulnerabilities.
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Patches View

Display more details on the missing/installed patches and service packs found during a network audit. When a
patch/service pack is selected from the list, the Details section provides more information on the selected patch/service
pack. From the Details section, click Missing on to display a list of computers having the selected patch missing.
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unauthenticated remote attacker to compromise your system and gain
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Screenshot 93: Patches view in Dashboard

NOTE
Drag and drop a column header in the designated area to group data by criteria.
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Ports View

Display more details on the open ports found during a network audit. When a port is selected from the Port List, the
Details section provides more information on the selected port. From the Details section, click View computers having
this port open to display a list of computers having the selected port open.
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Screenshot 94: Ports view in Dashboard

NOTE
Drag and drop a column header in the designated area to group data by criteria.
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Software View

Display more details on the installed applications found during a network audit. When an application is selected from
the Application List, the Details section provides more information on the selected application.
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Screenshot 95: Software view in Dashboard

From the actions section select one of the actions described below to manage and categorize software applications.

Option Description

Add to category Add applications to a particular category

Software Cat- Configure rules for particular software categories and applications. For more information refer to Configure soft-
egories ware categories
NOTE

Drag and drop a column header in the designated area to group data by criteria.

NOTE

Agent-less scans require to temporarily run a service on the remote machine. Select Enable full security
applications audit... to enable this service on all agent-less scanning profiles.
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Configuring software categories

GFl LanGuard comes with a software categories feature that enables you to add and sort software according to different
categories. GFI LanGuard also supports editing on software details.

» Adding New Software Categories

e

» Adding New Software to a Category
= Importing Software to a Category

= Customizing Software

To configure Software categories:

1. Click on the Configuration tab > Software Categories to set categories for specific applications or to create a new
software categories.
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#% Patch Auto-Download

GF| LanGuard is able to scan for software installed in the network and automatically classify it into predefined or custom categories.
Use this tool to manually set categories for specific applications or to create a new custom software category. Tell me more....

51
o

----- & Alerting Options MName Publisher FN
----- % Database Maintenance Options ‘ Antivirus

----- & Program Updates % Antiphishing

- ™ General

_ﬂ Version Irformation i Antispyware

3 Licensing v g’ Backup
gj Software A Software Company
Common Tasks: hd ﬁ'o Data Loss Prevention
ﬁ'o Software Company C Software Company
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9’3 Software B Software Company
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; - |} Disk Encryption
M - v ﬂ Firewall
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Edt... ,g, Health Agent
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v ﬁ" Patch Management
ﬁ_" Software Company C Software Company
%] Peer-To-Peer

= I —

Count =6 -

@ A new scan is required to reflect in Dashboard and Reports any changes made here.

Screenshot 96: Software Categories

Adding New Software Categories
To add new software categories:

1. Click Configuration tab > Software Categories and from the right panel click on the Adddrop-down listand
selectNew software category.

GFl LanGuard 4 Using GFIl LanGuard | 145



P )

Mew software category @

MName
Security|

0K || Cancel

Screenshot 97: Software category name

2.
Key in the name for the new software category.

Adding New Software to a Category

To add new software to a category:

1. Click Configuration tab > Software Categories and from the right panel click on the Adddrop-down list and
selectAdd software to category.

-

Add software to category @

MName

Equals - Software ¥

Publisher (aptional)

Equals -

Categony

(Select All) P
Antivirus

Antiphishing

Antispyware

Backup

Data Loss Prevention :]

|— Device Access Control ) —

QK Cancel

Screenshot 98: Adding a software to a category

2.
Enter the name and publisher of the new software and select the category for the new software.

Importing Software to a Category
To import software to a category:

1. Click Configuration tab > Software Categories and from the right panel click on the Adddrop-down list and
selectimport.
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Import

l EEEI Import softwares from text file that contains one software name per line.

Text file:

C:\Program Files\7-Zip\History, tt

% Browse
[

Software name
9,15 beta 2010-06-20

- Some bugs were fixed.
- Mew localization: Tatar,
9,14beta  2010-056-04

9.13beta  2010-04-15

- WIM support was improved.,

Count = 785

e

Category

(Select All)
|:| Antivirus

b/ AntiPhishing

|:| Antispyware

Screenshot 99: Importing a software to a category

[ BadwpClient
|:| DatalossPrevention
[] DeviceaccessControl

Ok

Cancel

2. Select the text file containing the software name and select the category you want the software to be included in.

Customizing Software

To customize software in a category:

1. Click Configuration tab > Software Categories and from the right panel click Edit.
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[ Software details |

Mame

Equals M
Publisher (optional)

Equals - Software Company
Categony

Data Loss Prevention; Device Access Control; Firewall; Patch Management = +

| oK || Cancel

Screenshot 100: Editing software details

2.
Change the necessary details and click OKto save the changes.
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Hardware View

Display more information on the hardware found during a network audit. Select hardware from the list to display more
details.

#) GFl LanGuard ===
D - | = Dashbeoard Scan Remediate Activity Monitor Reports Configuratic® @) ~ Discuss this version...

7 Q.3 @ B® w9z @

¥
Filter Group Search Hiétt:r).r Vulnerabilties Patches Ports Software Hardware lnfﬁ:‘t'”
onmation
4 & Entre Network & <) Entire Network - 6 computers
B Localhost:win7_os &
# L&' L ocal Domain : WORKGROUP ) | Hardware Types Hardware List
E4 Network Devices (42) =
’ ﬁ‘h TEMASORT @ o Drag a column header here to group by that column 2 =
+ L[H Mobile Devices i & Procassors (1) Poc ks g
‘ Mathesboards. (1) [ | Hardware name Type Vendaor Mo. of computers

= Storage Devices ()

. Microsoft ISATAP A... - 1

8 Display Adapters (1) —
> Local Drives (3) B Microsoft ISATAP A... Virtual... Microsoft 2
= Cther Devices (47) g% Microsoft ISATAP A... Unkno... Microsoft 1
! ‘Memory{ﬂ-} M8 Micosoft ISATAP A... Virtual... Microsoft 1
: 2 ma: LLTmAaTar A Ll rE F=% Pl

| Count=42 F-

Details | Installed onl Mot installed on|

&. Network Device: Microsoft ISATAP Adapter

Type: Virtual devices

“

Common Tasks: View affected computers

View unaffected computers

Manage agents...
Add more computers...

Scan and refresh information now
Custom scan....

Set credentials...

Deploy agent...

Screenshot 101: Hardware view in Dashboard

NOTE
Drag and drop a column header in the designated area to group data by criteria.
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System Information View

The System Information tab, displays information associated with the operating system of a scan target(s).

W GH LanGuard ][ -E] =]

D - = | Dashboard | Scan Remediate Activity Monitor Reports Configuratic® @) ~ Discuss this version._.
-

., - fu .
v et | ' ’; " e | Ve
ol O\ @ 3‘1\1 ® & 5 L o ﬁ
Filter Group Search History Vulnerabilties Patches Ports Software Hardware 5)’5‘3"!"
Information
4 % Entire Network <. Entire Network - 6 computers
B Localhost: WINT_06
R ﬁE‘ Local Domin : WORKGROUP Systemn Information Types System Information List

v [ TEMASOFT

[y oy 2

- ‘Senrices (180) Drag a column header here to group by that column E=3 EME G0
[ obile Devices H
= % Processes (44) [ | Systeminformation name Mo. of computers
Users (8)
T ADMIN 4
& | 5gged On Users (12) E §
22 User Groups (21) B Cs N
7 PCs 4
7 Users 3
| Count=4

Details | Shared onl Mot shared onl

ashares ADMING

Show computers that hawe this item
Show computers that de not have this item

<«

Common Tasks:

Manage agents...
Add more computers. .

Scan and refresh information now
Custom scan....

Set credentials...

Deploy agent...

Screenshot 102: System Information view in Dashboard

NOTE

Drag and drop a column header in the designated area to group data by criteria.

4.4 Interpreting Results

On completion of a network security scan, it is important to identify the areas that require immediate attention. Use the
information provided in this topic to determine the correct analysis and interpretation approach to get the most out of
your scan results and apply the appropriate fixes.

Topics in this section:

440 Interpreting SCaN reSUIS L 151
442 Loading results from the database ... ... . 160
443 Saving and loading XML IeSUITS . . ..o 161
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44.1 Interpreting scan results

The Scan Results Overview and Scan Results Details sections in the Scan tab, are designed to facilitate the result
analysis process as much as possible. Use the information in the following sections to learn how scan results are
interpreted and to know which areas require your immediate attention:

= Viewing scan results

e

+ Vulnerability level rating

e

» Vulnerability Assessment

B

= Network & Software Audit

Viewing scan results

Use this section to interpret results generated by manual scans and results stored in the database backend. For more
information, refer to Manual scans (page 96).

To view scan results:
1. Launch GFI LanGuard and click the Scan tab.

2. Launch a new scan or load the result from the database/file. For more information, refer to Loading results from
the database (page 160).

3. Once completed, the results are displayed in the Scan Result Overview and the Scan Results Details sections.
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e | = Dashboard Scan Remediate Activity Monitor Reports C» @)~ Discuss this version...

Launch a New Scan

Scan Target: Profile:
localhost - E] Full Scan -~ @
Credentials: Username: Password;

Currently logged on user -

Scan Opfions. ..

‘ Scan Results Overview | Scan Results Details
- @ Scan target: localhost | -
2- [ § 192.168.2.12 [WIN7_06] (Windows 7 Gold) il Scan completed!

S 1§ Wulnerability Assessment

. 4 High Security Yulnerabilities (2)
A& Medium Security Vulnerabilities (1)
Ay Low Security Vulnerabilities (5)
i Potential Vulnerabilities (1) Vulnerability level:

Missing Service Packs and Update Roll 3
i<y Sexvice Prucks i s ohps (3} The average vulnerability level for this scanning session is: High

‘. " Missing Security Updates (1) T EEREE ] L4

= g Metwork & Software Audit
-- @ System Patching Status

Summary of scan results generated during this network audit.

m

E\\ 8 Ports Results statistics:
: ' Open TCP Ports (6) . - 14311 audit operations
. ‘b Open LDP Ports (8) Audit operations processed: processed
G- W Hardware Missing software updates: 16 (16 CriticalHigh)
71 Software Other vulnerabilities: 8 (2 CriticalHigh}
& L, System Information Potential vulnerabilities: 1
Installed applications: 20 (0 unautheorized)
' LI} | » Open ports: 14 &7

b

Scanner Activity Window

Screenshot 103: Results overview

From Scan Results Overview, expand a computer node to access results retrieved during the scan. Security scan results
are organized in two sub—nodes tagged as:

= Vulnerability Assessment
= Network & Software Audit

While a scan is in progress, each computer node has an icon that categorizes the response time. The table below
describes the differenticons used by GFl LanGuard to categorize the response time. The first icon indicates that the scan
is queued, while the second icon indicates that the scan isin progress.

Category Information Description
_ ) Fast response Less than 25ms
G am
. Medium response Between 25ms and 100ms
@
F o
Slow response More than 100ms

Vulnerability Level Rating

The GFI LanGuard vulnerability level is a rating assigned to each scanned computer. The rating can be viewed from:
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#» Scan Results Details - This section in the Scan tab provides you with a vulnerability level meter assigned the com-
puters/groups that have been scanned

= Dashboard — The Dashboard section provides you with information for specific computers or selected groups of
computers, from the computer tree. Select the computer/group and view the vulnerability meter from the right pane.
Select Entire Network to view the vulnerability level for all your scan targets.

Vulnerability level:

The average vulnerability level for this scanning session iz: High

HEO0S--

Screenshot 104: Vulnerability level meter

How is the vulnerability level calculated?

The vulnerability level is calculated using a weighting system. After a scan, GFl LanGuard groups the discovered
vulnerabilities in categories sorted by severity rating:

= High
= Medium
= Low

For each rating, a weighted score is given. This is based on the total number of vulnerabilities per category.

NOTE

When the vulnerability level cannot be assessed or vulnerability scanning was not performed, GFl LanGuard gives a
rating of N/A.

Weight scores

Category Number of Detected Vulnerabilities Scores
High Vulnerabilities 1-2 8

3-5 9

>5 10
Medium Vulnerabilities 1-2 5

3-5 6

>5 7
Low Vulnerabilities 1-2 2

3-5 3

>5 4

Score classification

After categorizing detected vulnerabilities and generating a score for each category, the overall vulnerability level is
generated. The vulnerability level is the severity rating with the highest score.

Vulnerability level scores:
= A score of >= 8, results in High vulnerability rating
# A score of <=7 and >= 5, results in Medium vulnerability rating

= Ascore of <=4and >=1, results in a Low vulnerability rating
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Example

During a scan of Computer A, the following vulnerabilities were discovered:
= 3 high vulnerabilities

= 8 medium vulnerabilities

= 5 low vulnerabilities

The score for each category was calculated with the following results:

» 3 high vulnerabilities =9

= 8 medium vulnerabilities =7

= 5 low vulnerabilities =3

The vulnerability level for Computer A is therefore HIGH.

Vulnerability Level

Screenshot 105: Dashboard Vulnerability Meter

The vulnerability level is indicated using color-coded graphical bar:
» Red bar =high vulnerability level

= Green bar =low vulnerability level.
Vulnerability Assessment

Scan Results Overview

= ¥ Scan target: localhost il
= [#] @ 192.168.2.12 [WIN7_06] (Windows 7 Gold) il
=S g Vulnerability Assessment
- il High Security Vulnerabilities (2)
- gl Medium Security Vulnerabilities (1)
- 4L, Low Security Vulnerabilities (5)
- il Potential Vulnerabilities (1)
- W Missing Service Packs and Update Rollups (3)
- W Missing Security Updates (1)
[ g Metwork & Software Audit

Screenshot 106: The Vulnerability Assessment node

Click on any Vulnerability Assessment node to view the security vulnerabilities identified on the target computer
grouped by type and severity.
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High Security Vulnerabilities

Click on the High Security Vulnerabilities or Low Security Vulnerabilities sub—nodes for a list of weaknesses discovered
while auditing a target device. Groups are described in the following table:

Group Description

Mail, FTP, RPC, DNS Shows vulnerabilities discovered on FTP servers, DNS servers, and SMTP/POP3/IMAP mail servers. Links to
and Miscellaneous Microsoft” Knowledge Base articles or other support documentation are provided.

Web Lists discovered vulnerabilities on web servers (such as wrong configuration issues). Supported web servers
include Apache, Internet Information Services (I1S°) and Netscape.

Services Lists vulnerabilities discovered in active services as well as the list of unused accounts that are still active and
accessible on scanned targets.

Registry Registry settings of a scanned network device are listed. Links to support documentation and short vul-
nerability descriptions are provided.

Software Enumerates software installed on the scanned network device(s). Links to supporting documentation and
short vulnerability descriptions are provided.

Rootkit Enumerates discovered vulnerabilities because of having a rootkit installed on the scanned network device(s).
Links to supporting documentation and short vulnerability descriptions are provided.

Potential vulnerabilities

Select Potential vulnerabilities sub—node to view scan result items classified as possible network weaknesses. Although
not classified as vulnerabilities, these scan result entries still require particular attention since malicious users can exploit
them during malicious activity.

For example, during vulnerability scanning GFI LanGuard enumerates all modems installed and configured on target
computers. If unused, modems are no threat to your network. If connected to a telephone line these modems can,
however, be used to gain unauthorized and unmonitored access to the Internet. Users can potentially bypass corporate
perimeter security including firewalls, antivirus, website rating and web content blocking. This exposes the corporate IT
infrastructure to a wide range of threats including hacker attacks. GFI LanGuard considers installed modems as possible
threats and enumerates them in the Potential Vulnerabilities sub—node.

Missing Service Packs

Click Missing Service Packs and Update Rollups or Missing Security Updates sub—nodes to check any missing software
updates or patches. For a full list of missing service packs and missing patches that can be identified by GFI LanGuard,
refer to http://go.gfi.com/?pageid=ms_app_fullreport

Bulletin information.

To access bulletin information, right—click on the respective service pack and select More details>Bulletin Info.
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Bulletin Info [t ]

Bulletin

Bulletin 10 Mot Available Ohumber:  §20830 Dake: 2011-02-08 Severity: Undefined

Title: ‘Windows Malicious Software Removal Toal x64 - February 2011 (KBE90530)

Description: After the download, this boal runs one time bo check your computer For infection by specific, prevalent
malicious software {including Blaster, Sasser, and Mydoom) and helps remove any infection that is Found. IF
an Infection ks Found, the taol will display & stabus report the nest time thak vou skart yaur computer, & new
wersion of the kool will be offered every month, IF wou want o manually run the tool on ywour compuker, you
can download a copy Fram the Microsoft Dovenload Center, or you can run an online version from

Applies To: Windows Server 2003
indows Server 2003, Datacenter Edition
Windows XP x64 Edition
Windows \ista

LURL: hetp: figo. microsoft.com Fedink ?LinkId=39987

Screenshot 107: Bulletin info dialog

Network & Software Audit

Scan Results Overview
= ' Scan target: localhost ‘
= [#] € 192.168.2.12 [WIN7_06] (Windows 7 Gold) ol

-- _& Vulnerahility Assessment
=- & Metwork & Software Audit
=S 'ﬁ System Patching Status
Missing Service Packs and Update Rollups (3)
Missing Security Updates (1)
Missing Mon-Security Updates (12)
Installed Service Packs and Update Rollups (3)
Installed Security Updates (77)
Installed Mon-Security Updates (25)
- 54 Ports
-- & Hardware
-- 71 Software
- &) System Information

GeEsss

Screenshot 108: The network and software audit node

Click Network & Software Audit to view security vulnerabilities identified on scanned targets. In this section,
vulnerabilities are grouped by type and severity.

System Patching Status

Click System Patching Status to view all missing and installed patches on a target machine. Available links are:
= Missing Service Packs and Update Rollups

= Missing Security Updates
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= Missing Non-Security Updates

¥

¥

¥

Installed Service Packs and Update Rollups
Installed Security Updates

Installed Non-Security Updates.

Scan Results Details

& System Patching Status
Select one of the following system patching status categories bellow

"
"
p
a
g
a

Missing Service Packs and Update Rollups (3)
Allows you to analyze the missing service packs information

Missing Security Updates (1)
Allows you to analyze the missing security updates information

Missing Non-Security Updates (12)
Allows you to analyze the non-security updates information

Installed Service Packs and Update Rollups (9)
Allows you to analyze the installed service packs information

Installed Security Updates (77)
Allows you to analyze the installed security update information

Installed Non-Security Updates (25)
Allows you to analyze the installed non-security updateinformation

Screenshot 109: System patches status

Open Ports

Click Ports to view all open TCP and UDP ports detected during a scan. If a commonly exploited port is discovered to be
open, GFl LanGuard marks it in red.

NOTE
Some software products may use the same ports as known Trojans. For additional security, GFl LanGuard identifies
these ports as a threat.

Apart from detecting open ports, GFI LanGuard uses service fingerprint technology to analyze the services that are
running behind the detected open ports. With service fingerprint, GFI LanGuard can detect if malicious software is using
the detected open port.
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Scan Results Details

Ports
Select one of the following port categeries bellow

!

agpes Open TCP Ports (7)
* Allows you to analyze the TCP open ports

* Open UDP Ports (10)
Allows you to analyze the UDP open ports

Screenshot 110: AllUDP and TCP ports, found during a scan

Hardware audit

Click Hardware to view all details discovered by the hardware audit. The hardware audit, amongst others, displays
information such as MAC addresses, IP addresses, device type; device vendor etc. The table below describes the
hardware information groups:

Information Description

Network Includes information of all physical, virtual and software—enumerated devices.

Devices

Local Drives Includes information on local drives such as available disk space and file system type.

Processors Includes information regarding the processor of a target machine, such as vendor name and processor speed.
Motherboard Includes information regarding the motherboard of a target machine, such as product name, manufacturer, version

and serial number.

Memory Includes information regarding the memory allocation of a target machine, such as free physical/virtual memory
details available.

Storage Includes information regarding the storage of a target machine, such as floppy disk drive, CD/ROM and hard drives.
details

Display Includes information regarding the display and video devices of a target machine, such as the device manufacturer.
adapters

Other Includes information of devices that do not fall under the mentioned categories above, such as keyboard, ports,
devices mouse and human interface devices.

Software audit

Click Software to view all details involved in the software audit. The software audit amongst others displays information
such as:

= Application name
= Publisher
= Version.

The table below describes the hardware information groups:

Icon Description

General Applications Enumerates installed software on scan targets.
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Icon Description

Antivirus Applications Lists installed antivirus engines on scan targets.

Instant Messenger Applications Lists all detected instances of Instant messenger applications on scan targets.

Patch Management Applic- Lists all the installed patch management applications, detected on your scan targets during a
ations scan.

Web Browser Applications Contains scanned targets that have Internet browsers installed.

Firewall Applications Enumerates information on installed Firewall applications on scan targets.

Antiphishing Applications Lists information of installed antiphishing engines on scan targets.

VPN Client Applications Includes information on installed Virtual Private Network clients on scan targets.
Peer-To-Peer Applications Shows installed Peer-To-Peer applications on scan targets.

System Information

Click System Information to view all details related to the operating system installed on a target machine. Table below
describes the system information groups:

Category Information Identify

Shares #*  Share name = Users sharing entire hard—drives, shares that have weak or incorrectly configured
¥ Share remark (extra access permissions.
details on the share). = Start-up folders, and similar system files, that are accessible by unauthorized
#  Folder which is being users, or through user accounts, that do not have administrator privileges, but are
shared on the target com- allowed to execute code on target computers.
puter #=  Unnecessary or unused shares.

#  Share permissions and
access rights
# NTFS permissions and
access rights.

Password #*  Minimum password = |ncorrectly configured lockout control
Policy length ® Password strength enforcement policies.

#  Maximum password

length

#  Minimum password

expiry date

@ Force logoff

# Password history.

Security #  Audit account logon #=  Security holes or breaches.
Audit events
Policy #  Audit account man- NOTE
agement To view Security Audit Policy, enable auditing on target computers. For more

#  Audit directory service
access

#  Audit logon events

»  And more...

information, refer to Enabling security audit policies (page 100).

Registry # Registered owner #  Hardware and software settings such as which drivers and applications will be
# Registered organization automatically launched at system startup.
¥ Product name
#  Current build number.
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Category

NETBIOS
Names

Groups

Users

Logged

On Users

Sessions

Services
Processes

Remote
TOD
(time of

day)

o
o
o
e

o
o
o
e

o
o
o
e

o

e

o

i

X

Information

Workstation service
Domain name
Domain controllers
File server service.

Account operators
Administrators
Backup operations
Guest.

Full name
Privilege
Flags
Login.

List of logged on users.

Lists hosts remotely con-

nected to the target com-
puter during scanning.

List of active services.
List of active processes.

Time of remote work-

station, server or laptop.

e
e

o
o

e

o

]

o

b

e
)

Identify

Rogue computers
Wrong configurations.

Wrong configurations
Security flaws due to rogue or obsolete user groups.

Rogue, obsolete or default user accounts.

Authorized and unauthorized users currently logged on computers.

Authorized and unauthorized remote connections.

Rogue or malicious processes; redundant services.
Rogue or malicious processes.

Time inconsistencies and regional settings
Wrong configurations.

4.4.2 Loading results from the database

By default, saved scan results are stored in a database. GFl LanGuard stores the results data of the last 10 scans performed
per scanning profile. You can configure the number of scan results that are stored in a database file. For more
information, refer to Configuring Database Maintenance Options (page 236).

To load saved scan results from the database backend or from XML files:

1. Launch GFl LanGuard.

2. Click the GFI LanGuard button > File > Load Scan Results from > Database...
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P "

Database source @
| General |
t' {j Select the scan result to uze for the required operation.

Target Prafile © o Date Completed  Motes

. file: C: A\ zerg'dohn .. Full Scan 28/11.,/2011 20:37.. ez

o 192.168.11.11-192... Full Scan 28171/2017 2037, Mo

* lozalkiost Full Szan 2817420170 20037 Mo

. localkiost Full Scan 28171420170 20026 Yes

. localkiost Full Scan MA0642017 20033 Ve

. domairprimary do...  Full Scan 200542011 2339 Y'es

. lozalkost Full Scan 200542011 2334 Yes

. localhost Full Scan 20/05/2011 2333 ez

. localhost Full Scan 20/05/2011 21:51... ez

. file; cuztomgroup_2...  Full Scan 2805/2017 21:51... ez

. domairprimary do...  Full Scan 28/058/2017 2134 Yes

* localkiost Full Scan 2805842011 2134 Mo
["] Show scans performed by agents Ok ] [ Cancel

Screenshot 111: Reloaded scan results

3. Select the saved scan result and click OK

4. Analyze loaded results. For more information on how to interpret results. refer to the following sections:
= Vulnerability Assessment

= Network and Software Audit.

4.4.3 Saving and loading XML results

Scan results are an invaluable source of information for systems administrators. GFI LanGuard results are stored in a SOL
Server” ora Access' database. In addition, scan results can also be exported to XML.

To save scan results to XML file:

1. Launch GFl LanGuard.

2. Perform a manual scan. For more information, refer to Manual scans (page 96).
3.0nce the scan is completed, click GFI LanGuard button > File > Save Scan Results.
4. Locate the destination where you want to save the XML and click Save.

Toload saved scan results from an XML file:

1. Click the GFI LanGuard button > File > Load Scan Results from > XML File...
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2. Locate the scan results to load and click OK

3. Analyze loaded results.

NOTE
For more information on how to interpret results, refer to the following sections:

= Vulnerability Assessment

= Network and Software Audit

4.5 Remediate Vulnerabilities

GFl LanGuard enables you to manually or automatically fix vulnerabilities on network computers. Use the information in
this topic to learn how to configure and manage remediation operations to maintain a high level of security amongst
your scan targets.

Topics in this section:

4. 5.1 Automatic RemMediatioN .. 162
452 Manual Remediation .. 185
4.53 Sending Mobile Device NOtIfiCatioNS ... . ... e 197

4.5.1 Automatic Remediation

Automatic-Remediation enables you to automatically download and deploy missing patches as well as uninstall
unauthorized applications during scheduled operations, automatically.

IMPORTANT

Auto-remediation and un-installation of un—authorized applications only work with scanning profiles that detect
missing patches and/or installed applications.

Automatic Remediation tasks:

# Review Auto-Remediation Considerations

= Configure Missing Updates Auto-Deployment

= Configure Unauthorized Applications Auto-Uninstall
#» Configure Auto-Remediation options

» Configure Wake-on-LAN on client machines

= Configure End-User reboot and shut down options
# Define Auto-Remediation Messages

= Configure Agents Auto-remediation

= Configuring Software Categories

Auto-remediation notes

Before enabling and configuring auto-remediation options, review the following notes about:

GFl LanGuard 4 Using GFI LanGuard | 162



Installing software

Always test patches in a test environment before deployment.

By default, Microsoft” updates are not enabled for automatic deployment. Manually approve each patch (as it is tested) or
set all Microsoft” updates as approved.

Uninstalling software

To uninstall software, a 3—stage process is required in order to identify whether the selected application supports silent
uninstall:

Stage Description

Stage 1 Select the application to auto—uninstall.

Stage 2 Ensure that application supports silent uninstall. Test this by trying to remotely uninstall the application. This is the val-
idation process.

Stage 3 Setup a scheduled audit that will remove the unauthorized application. This is done automatically (using agents) or manu-

ally (agent-less approach).

Auto-remediation and un—installation of un—authorized applications only work with scanning profiles that detect
missing patches and/or installed applications.

Configuring missing updates auto-deployment

GFl LanGuard ships with a patch auto—deployment feature that enables you to deploy missing patches and service packs
in all languages supported by Microsoft” products. GFl LanGuard also supports patching of third party (Non—-Microsoft’)
patches. For a complete list of supported third party applications refer to http://go.gfi.com/?pageid=3p_fullreport.
Refer to the following section for information about:

# Enabling Patch Auto-Deployment
= Configuring Patch Auto-Deployment advanced options

#» Configuring Patch Auto-download settings

Enabling Patch Auto-Deployment
To configure patch auto-deployment:
1. Click on Configuration tab > Software Updates > Patch Auto-Deployment.

2.In the right pane, select the method for approval.

Manual approval

Use the Manual approval tab to approve patches one by one. This is achieved by using the list of unapproved patches
grouped by vendor or severity that you want to be approved.
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The Patches Aute-Deployment option enables you to select which patches are approved for automatic patch deployment.
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%‘ Manual Approval
@ —1 Applications Inventony

: {3 Auto-Urinstall Validation 1
-4 Software Updates

£1 Patch Auto-Deployment
-&% Patch Auto-Download

- a Mering Options
1% Database Maintenance Options
-1 Program Updates

Group by: Vendor -

EE]

U@ Adobe Systems, Inc.
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Actions: Ug Microsoft
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Approve only the patches that were previously tested and did not cause issues.

- Find Clear Cptions. ..
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[ | Approval

®
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v | Tite
iad Producer (4.0.1.

Date posted
2013-06-19

iadProducer-4.0.1.0

WHNMPSE4 2013-06-19 Winamp 5.64
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ce

@ Approved patches are deployed automatically after agent or scheduled scans with enabled patch auto-deplayment.

Screenshot 112: Patch auto—deployment: Manual approval

NOTE

Key-in a search criteria and click Find to search for a specific application.

Automatic approval

The Automatic approval tab enables you to specify which group of patches are automatically approved according to a

category for a particular vendor.

GFl LanGuard
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Screenshot 113: Patch auto—deployment: Automatic approval

Configuring Patch Auto-Deployment advanced options

To configure auto-remediation:

1. Click Configuration tab > Software Updates > Patch Auto-Deployment and from Common Tasks, click Advanced

options.

GFl LanGuard
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( Options
General

!l Patch auto-deployment options

[7] Send an email when new patches or service packs are available

Show:
i) Al patches

@ Patches for products that were detected in the network

| ok || Caneel Apply

Screenshot 114: Patch Auto-Deployment Advanced Options

2. Configure the following options:

Option Description

Send an email when new patches or service packs are available. Send an email when new patches are identified.
Show all patches: Displays all the identified patches .
Show patches for products that were detected in the network: Displays only the patches identified on the selected network.

3. Select the appropriate check boxes and click OKto save changes.

Configuring Patch Auto-download settings

GFI LanGuard ships with a patch auto-download feature that enables the automatic download of missing patches and
service packs in all languages supported by Microsoft” products. In addition, you can also schedule patch auto-download
by specifying the time-frame within which the download of patches is performed.

To configure patch auto-download:
1. Click Configuration tab > Software Updates > Patch Auto-Download.

2.From the right pane, click the link.
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Patch Auto-download Properties @

General |P'atch Repository I Timeframe |

l ; . Configure patches auto-download options.

Enable patch auto-download

Select patches to download:

@ All patches
MOTE: Download all patches for deployment, If you want to download

patches only for a spedfic vendor, product line or language use the
configure option.

") Only needed patches
MOTE: Download only required patches as determined by previous scans

Mumber of download threads: B =

[ Ok ][ Cancel ][ Apply

Screenshot 115: Configuring Patch Auto—download Properties
3.In the General tab, select between All patches or Only needed patches.

4.1n the All patches tab click Configure to restrict auto-download of patches for configured languages.
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Patch Auto-Download Options

q.i% Select the products and language for which you want to download patches automatically.
5

Product name

v ] Adobe Systems, Inc.

b Apache Software Foundation
b m Apple

- Find Clear

Languages

3 m AudacityTeam.org
b Box, Inc.

v ] Canneverbeltd,

b m CoreFTP

b Decho Corporation
3 m Don Ho

v ] dotPDN LLC

3 Foxit Corporation
v /] Google Inc.

v b 1gor Pavioy

3 ImagBurn

v ] Irfanskiian

v A Malwarehvtes Cornaration

You are set to automatically download patches for 238 products.

| SelectAl || Cearau

OK

][ Cancel ] Apphy

Screenshot 116: Configuring Patch Auto—download - All Patches Properties

NOTE

patches required for deployment.

GFl LanGuard

Selecting All patches > Configure, enables administrators to manually select the Microsoft” patches to download ,
regardless of whether these are required for deployment. The Only needed patches option downloads only
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Patch Auto-download Properties @

General | Patch Repository | Timeframe |

ql_-l Set repository path for software updates and service packs.

Download directory:
C:'Program Files\GFI\LanGuard 11\Repository E]

LIse files downloaded by WSUS when available
Spedfy the path of the WSUSContent folder:

Remove patches that have not been used for 1 year -

] ][ Carcel ][ Apply

Screenshot 117: Patch Repository settings

4.To change the location where the downloaded patches are stored click the Patch Repository tab and specify the
required details.

5. Select Use files downloaded by WSUS when available, if you are using an existing setup of WSUS.

6. Select Remove patches that have not been used for and select the time duration if you want to remove files that
have not been used for remediation in the specified time interval.

7.To change the time frame during which patch downloads are performed, click Timeframe tab and specify the
required details.

8. Click Applyand OK

Configuring unauthorized applications auto-uninstall

Application auto-uninstall entails that applications marked as unauthorized for specific scanning profiles are first
validated for a successful uninstall on a test machine. Subsequently a scheduled scan based on the scanning profile for
which the application is marked as unauthorized, is configured to auto—uninstall applications.

GFl LanGuard applications inventory provides a list of all applications detected during past scans. The list is used to
specify unauthorized applications. You can also manually add applications to the list. You can do this by specifying the
entire name as well as a partial name, specify generic names or part of an application name. GFl LanGuard automatically
scans the list of applications and detects partial names. Refer to the following sections for information about:
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» Setting an application as unauthorized

#» Adding new applications to the unauthorized list

B

» Validating unauthorized applications for auto-uninstall

» Managing applicable scheduled scans

Setting an application as unauthorized
1. Click on Configuration tab > Applications inventory sub-node.

2. From the list of applications detected on the right, double click the application to set as unauthorized.

Configure application wizard

Step 1 of 2: Mark application as unauthorized g
Select the profiles under which the application will be unauthaorized

Configure application: Microsoft SQL Server Management Studio Express (Version: 9.00.2047.00, Publisher:
Microsoft Corporation)

IUnauthorized applications are dassified in scan results as 'High Security Vulnerability'

To mark this application as unauthorized select the scanning profiles which will dassify this software as 'High
Security Yulnerability'

Scanning profiles:

Full Scan
[ Full Scan (Slow Metwarks)

[ System Information

) Tell me more ... < Bacdk Mext = ] ’ Cancel

Screenshot 118: Unauthorized application
3. Select the scanning profile for which this application will be set as unauthorized and click Next.

4 GFI LanGuard can associate partial names with entries already in the list. As a result, the system will prompt you to
confirm whether to apply the same changes also to applications partially have the same name.

5. Click Finish to finalize settings.

Adding new applications to the unauthorized list
1. Click Configuration tab > Applications inventory sub—-node.
2. Fromm Common Tasks, click Add a new application.

3.In the welcome screen, click Next.
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Add unauthorized application wizard

Step 1 of 4: Specify application details
Spedfy a generic application name and optional details such as publisher and version

4\
@

Spedfy a complete or partial application name by which this application can be identified:

Application name Application MAme

Mote: Partial application names are accepted.

Optionally you can provide the following details:

Wersion Mumber 1.0
Fublisher Publisher Name|
€)) Tell me more ... < Badk ] ’ Next = ] ’ Cancel

Screenshot 119: Applications inventory wizard

4. Specify application name. Optionally provide the version number and publisher name. Click Next.

5. Select the scanning profiles that will detect unauthorized applications (Example: Full Scan) and click Next.

6. Specify whether changes made will effect applications, which have partial/full name match. Click Next to continue.

7.Review the information and click Finish.

Validating unauthorized applications for auto-uninstall

Application auto—uninstall validation enables you to validate the uninstallation procedure for the applications which are
to be automatically uninstalled by GFI LanGuard. This is a requirement prior to the actual uninstallation process and no
applications are un—installed during scans unless verified.

1. Click Configuration tab > Applications Inventory > Auto-Uninstall Validation
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Confipustiony G Application Auto-Uninstall Validation
----- @ Agents Management .
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----- Scheduled Scans LanGuard.
----- % Mobile Devices
fe] Software Categories @ Validate unauthorized applications for automatic uninstall
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Lral g Llil calUc Sre W Qroup Dy Uial L mmm

EI ﬁ Software Updates

iy
&% Patch Auto-Deployment [ | validation status 4| Version Application name
_____ 4 Alerting Options !’ Validation pending (will not be uninstalled) 11.1. 102,55 Adobe Flash Player 11 ActiveX
..... i 5 Database Maintenance Options i validation pending (will not be uninstalled) 7.1 FastStone Capture 7.1
----- &) Program Updates #  validation pending (will not be uninstalled) 14.0.4763. 1000 Microsoft Office Standard 2010
a
=~ ¥ General
{57 Version Information
o [} Licensing
Common Tasks:
Manage applicable scheduled scans. .
Go to: Applications inventory... | Count=3 |
Go to: Scheduled scans... &Il m I I3
Actions- Validation fails on some of your applications? Let us know... Validate...

Validate selected application ... @ Review agents and scheduled scans that will auto-uninstall validated unauthorized applications

Manage applicable agents ] [ Manage applicable scheduled scans... ]

@ More information
To mark applications detected during past scans as unauthorized click on Applications Inventory node.

Screenshot 120: Application auto—uninstallvalidation

2.From the right pane, select an application to validate and click Validate.

3.In the Application auto-uninstall validation wizard, click Next.

4. Select the computer where to test the application auto—uninstall and click Next.
5. Provide the authentication details for the validation operation and click Next.

6. Review the Auto-uninstall validation wizard information and click Start.

Managing applicable scheduled scans

The Manage applicable scheduled scans button enables you to review or edit scheduled scans, which will perform the
validated applications auto install. To manage a scheduled scan:

1.From the Auto-Uninstall validation pane, click Manage applicable scheduled scans.

2. From, Manage applicable schedule scans dialog, click one of the options described below:

Option Description

Edit selected scan... Modify the selected schedule scan. For more information, refer to Editing scheduled scan settings (page
107).

Create a new sched- Add a new scheduled scan using the new scheduled scan wizard. For more information, refer to Creating

uled scan... a scheduled scan (page 101).

View all scheduled Manage scheduled scans. For more information, refer to Editing scheduled scan settings (page 107).

scans...
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Configuring auto-remediation options

To edit the general deployment options:
1. Launch GFI LanGuard.

2. From the computer tree, right-click a computer/computer group and select Properties.

-

SERVO08-06 Properties ==

General | Agent Status |.F'|ttrib|.rtes | Hela'_.'sl

Agent deployment status
Agent status:  Installed

Deploy agent Uninstall agent

Agent activity settings
Audit host computers eveny day at 12:00.

[ Change scan schedule..

Scanning profile:
[Full Scan -

Auto remediation settings
Auto remediationis:  OFF

Change settings...

| oK || Ccancel

Screenshot 121: Computer properties

3. Select the Agent Status tab and from Auto remediation settings, click Change settings...

GFl LanGuard
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Auto remediation settings @

General

Auto-Remediation enables GFI LanGuard to automatically download and
install missing updates, service packs and update rollups. and uninstall
unauthorized applications on the scanned computers.

After receiving scan results from the agent:

Download and deploy missing updates
Download and deploy missing service packs and update rollups
Ininstall unauthorized applications

Corfigure autoTemediation options. ..

@ it is recommended to have System Restore on for the system drive on
the target computers.

@ Remediation actions are conducted from the GFI LanGuard console
computer where the updates are downloaded and distibuted to
remediation targets.

@ There are updates that are not approved for auto-deployment.

oK || Ccancsl

Screenshot 122: General auto-remediation settings

4. Select the action to take after receiving scan results from the agent. Click Configure auto-remediation options...
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Remediation options

Before Deployment | After Deployment I Advanced |

Wam user before deployment (show a message)
[ Wait for user's approval

[ Messages... ]

[7] Stop services before deployment

Services...

Copy software to deploy to target computers via:

@ Administrative shares

™) Custom share:

| oK || Ccancel

Screenshot 123: Before deployment options

5. Configure Before Deployment options described below:

Option Description

Wake up offline com- Start computers if they are turned off. For more information, refer to Configuring Wake-on-LAN on scan
puters targets (page 178).

Warn user before deploy- Displays a message on the target machine to warn the user before deploying software.
ment (show message)

Wait for user’s approval Wait for user’s approval before deploying software.

Messages Click Messages to select the end-user’'s computer language and define the warning message. For more
information, refer to Configuring auto-remediation messages (page 180).

Administrative shares Make a copy of the software on the default network shares.
Custom shares Make a copy of the software in a custom share. Key-in the folder name in the text box.
Remember settings Saves your configured settings and uses them during the next remediation job.
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Remediation options

Before Deployment | After Deployment | Advanced

Rebootshut down options:
i@ Do not reboot/shut down the computers

(7) Reboot the target computers {only if required)
) Reboot the target computers
") Shut down the target computers

Rebootshut down schedule:
Immediately after deployment

At the nesd occumence of |14:37:36 =l| on |5unday.r~‘lnn...

@ When between |14:37-

E
(%)
|
(%)
[=x]
*

|
—
=
a3
|
el
=yl
-

Let the user decide Preview ...

Show notification before shut down for (5 “ ) minutes with message

Delete copied files from remote computers after deployment
Run a patch verfication scan after deployment

| oK || Ccaneel

Screenshot 124: After deployment options

6. Click After Deployment tab. Configure After Deployment options described below:

Option Description

Do not reboot/shut-

down the com-
puter

Reboot the target
computers only if
required

Reboot the target
computers

Shut down the tar-
get computers

Immediately after
deployment

GFl LanGuard

Leave scan target(s) turned on after remediating vulnerabilities, even if patches require a reboot to be
installed completely.

GFI LanGuard reboots a target machine only if at least one patch requires a reboot. If no patches require a
reboot, a reboot is not executed.

Always reboots computers after remediating vulnerabilities.

Target machine will shut down after deploying software.

Reboots/shuts down computers immediately after remediating vulnerabilities.
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Option Description

At the next occur- Specify the time when the computers reboot/shut down.
rence of
When between This option enables you to specify time and day values. If the remediation job is completed between the spe-

cified times (start time and end time), the computer(s) will reboot/shut down immediately. Otherwise, the
reboot/shut down operation is postponed until the next entrance into the specified time interval.

Let the user Click Preview to view a screenshot of the dialog in the user manual. This dialog opens on the end-user’s com-
decide puter after remediating vulnerabilities. For more information, refer to Configuring end-user reboot and shut

down options (page 179).

Show notification Shows a custom message on the end user’s computer for a specified number of minutes before reboot/shut
before shut down down.
for

Delete copied files Deletes the downloaded patches / service packs after they are deployed.
from remote com-

puters after deploy-

ment

Run a patch veri- Verifies deployed patches, scanning target when the deployment process is complete.

fication scan after

deployment NOTE
= |f the user chooses to reboot computer after the deployment, the Patch Verification Scan will occur
after the machine was restarted.
= |f the user chooses to shut down the computer after deployment, the computer will be restarted and
the Patch Verification Scan will shut down the computer.

Remember set- Saves your configured settings and uses them during the next remediation job.

tings
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Remediation options

Before Deployment | After Deployment | Advanced |

MNumber of deployment threads: |2 5 {max 10)

WARMING: Deploying with maore than 5 threads may render the Ul unresponsive
urtil the deploymert operation is complete.

Deployment timeout {seconds): 600 =

Deploy patches under the following administrative account
{domain‘wser or user@FA 0N format):

Accourt name: DOMAIN administrator

Password:

Mote: Only select this option i you want to un the installation packages on the
target computers under an account other than the Local System account. Fyou
need to select this option, make sure that the specified account has the Log on
as service privilege on the target computers.

oK ]| Cancel

Screenshot 125: Advanced deployment options

7. (Optional) Select Advanced tab. Configure the options described below:

Option Description

Number of Specify the maximum number of processing threads allowed to start when deploying software updates. The
deployment number of threads determines the number of concurrent deployment operations an agent can handle.
threads

Deployment Specify the time (in seconds) an agent attempts to deploy an update. If the specified time is exceeded, the
timeout agent stops the unresponsive deployment and starts a new deployment thread.

(seconds) This feature enables you to stop the process thread so that if an update is taking longer than normal

deployment time, the remediation operation continues without jeopardizing the rest.

Deploy patches Select this option to use a custom administrative account to log and deploy patches on target machines. The
under the fol- account selected must have Log-on as service privilege on the target computers. For more information on how
lowing admin- to configure an account with log—on as service privilege, refer to http://go.gfi.com/?pageid=LAN_LogonService.

istrative account
8. Click OKto apply changes.

Configuring Wake-on-LAN on scan targets

Wake-on-LAN enables GFl LanGuard to wake machines from the following states:
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= Powered off
» Sleep

= Hibernated

IMPORTANT

If you have routers between the client machine and the GFI LanGuard machine, the router and the GFI LanGuard
machine must be configured to allow Wake-on-LAN broadcast packets on UDP port 9.

The motherboard and the network interface card of the computer running GFI LanGuard, must support Wake-on-LAN.
To configure Wake-on-LAN on a Windows operating system:

1. Click Start, right click Computer and select Manage.
2. From the left panel, expand System Tools and click Device Manager.
3. Right click the Network Interface Card and select Properties.
4. From the Power Management tab, select the following options:
= Allow this device to wake up the computer

= Only allow a magic packet to wake the computer

Note
Magic Packet is the wake up signal that is sent by GFI LanGuard to the scan target network card.

5.Click OK

Once the Network Interface Card is configured, run a FULL scan on the client machine. This enables GFl LanGuard to
gather the required information from the client machine. For more information, refer to Manual scans (page 96).

Configuring end-user reboot and shut down options

When configuring After Deployment settings, in Auto-remediation options, you can configure GFI LanGuard to notify
and let the user decide when to reboot or shut down the computer after completing an administrative task. The below
dialog opens on the user's computer and enables him/her to select one of the following options:

GFI LanGuard

Administrative tasks have been performed by GFI LanGuard!
Your computer needs to be restarted for the tasks to complete.

(@) Restart now
(7 Remind me in i = minutes
I Restart on a/10/2011 at | 1:58:39 FM

(7 Don't bother me again

-

Screenshot 126: Reboot/shut down options

The table below describes the available options:
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Option Description

Restart now Reboots/shuts down the computer immediately after completing an administrative task.
Remind me in Specify a time interval (in minutes), when to remind the end-user.

Restart on Specify the date and time when the machine reboots/shuts down.

Don't bother me again The user is not prompted again.

Configuring auto-remediation messages

GFl LanGuard enables you to automatically display warning messages before and after remediation operations. These
messages are displayed on the end-users' computer and in some cases, allows them to select after deployment options,
or notify them about the operations to be carried out. You can customize predefined messages and set the language
according to the scan target's computer language.

To configure warning messages:
1. Launch GFl LanGuard.
2. Click Remediate tab > Remediation Center.

3. From Remediation Center, select a remediation action, such as Deploy Software Updates.

@' GFlLanGuard =8 Eol &<
D |- = Dashboard Scan Remediate Activity Monitor Reports Configur # @) = Discuss this version...
=

= :-‘ - Q @ Entire Network - 5 computers
Filter Group Search 8 remediation Center & remediation Jobs

4 % Entire Network
¥} Localhost : w711
’ @' Local Domain : WORKGROUP
» [& TEMASOFT
4 Ldl Mobile Devices

3 Tg' alenacerkva@gfi.com

- Deploy Software Updates .
|Use this option to deploy missing software updates detected on your network. L)

List of missing updates for current selection (Entire Network - 5 computers)

o]

YT Yulaul 11 Eal T

b U glexplin@afi.com | lil” Find || Clear |
L ﬁE' emmanueltino@gfi.com = [ | Bulletin Severity | #|| Date posted ¥ | Title Vendar
b U fionabrown@gfi.com = [ Security Update (206)
v &' jasonuhr @gfi.com [# @ M512-042 Important 2012-06-12  Security Update for ... Microsoft
¥ Ut johnparker @gff.com [# @ MS12-041 Important 2012-06-12 Security Update for ... Microsoft
» &' josephmahler @gfi.com [# @ Ms12-041 Important 2012-06-12  Security Update for ... Microsoft
¢ UE' simonemann@afi.com [# @ mMs12-041 Important 2012-06-12 Security Update for ...  Microsoft
[# & M512-042 Important 2012-06-12 Security Update for ... Microsoft
[+ & M512-037 Moderate 2012-06-12 Cumulative Security ... Microsoft
Common Tasks: ¥ [+ & M512-037 Critical 2012-06-12 Cumulative Security ... Microsoft
Manage agents. . [Fl_[wl e r::;::l;l Mrderats M1 F-NE-17 Cumulative Serrithe Mirrnsnft

Add more computers. .
Scan and refresh information now —
Custom =can...
Set credentials...
Deploy agent...

Total selected: 220 software updates

Screenshot 127: Remediation Center - Deploy Software Updates

4. Click Remediate.
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Deploy software updates

zﬁly“ Review cument deployment options
w
@ Deploy immediately

i) Deployon |04/07/2012 a [10:17:3

Credertials:
- cumenthy logged on user

- use per computer credentials when available

Before deployment options:
-wam user before deployment (show a message)

- copy software to deploy to target computers via administrative share

After deployment options:
- do nat reboot /shut down the computers
- delete copied files from remote computers after deployment

- mun patch verfication scan

Advanced options

Customize

Customize

Customize

OK

] [ Cancel

Screenshot 128: Deployment options dialog

5. Click Advanced options.

GFILanGuard
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Remediation options

Before Deployment | After Deployment I Advanced

[] Wake up offlne computers

Wam user before deployment (show a message)
[ Wait for user's approval

[] Stop services before deployment

Services...

Copy software to deploy to tanget computers via:

@ Administrative shares

i7) Custom share:

[ Remember settings oK ] [ Cancel

Screenshot 129: Before Deployment Message options

6. From the Remediation options dialog, click Before Deployment tab > Messages....
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Warning messages
General

Customize the messages shown to the user durng deployments
A according to target computer’s language.

Language: [ English -

Messages

When not waiting for user approval:

Waming!!! -
GFl LanGuard is peforming administrative tasks intiated by
ScomputemameSusemame!

Your computer may need to restart for the tasks to complete!

When waiting for user approval:

Waming!!! &
GFl LanGuard is peforming administrative tasks intiated by
Ecomputemame’Susemame!

our computer may need to restart for the tasks to complete.

Flease save your work and select OK to continue.

Apply [ QK J [ Cancel

Screenshot 130: Customizing warning messages

7. Customize any of the following options:

Option Description

Language Select the message language.

When not waiting for user Use or customize the pre-defined message that launches on the end user’s computer when GFI
approval LanGuard is not waiting for approval.

When waiting for user Use or customize the pre-defined message that launches on the end user’s computer when GFl
approval LanGuard is waiting for approval.

8. Click Applyand OK

Configuring Agent auto-remediation

In an agent-based environment, automatic remediation options can be set for every deployed agent. This enables you
to configure every agent with specific auto—-remediation options to suit your requirements.

To configure agent auto-remediation actions:
1. Launch GFl LanGuard.
2. Click Configuration tab > Agents Management.

3. From the right pane, right-click an agent and select Properties.
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4. Select the Agent Status tab and in the Auto remediation settings section click Change Settings.
5. Select Download and deploy missing updates to enable automatic remediation for missing patches.

6. Select Download and deploy missing service packs and update rollups to enable automatic remediation for missing
service packs.

7. Select Uninstall unauthorized applications to enable automatic remediation for unauthorized applications.

8. (Optional) Click Configure auto-remediation options... to further customize remediation options. For more
information, refer to Configuring auto-remediation options (page 173).

9.Click OK
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4,5.2 Manual Remediation

Apart from automatically downloading patches and service packs, GFI LanGuard can also deploy these updates network—
wide as well as recall any patches that were deployed.

Both patch deployment and patch rollback operations are managed by an agent service that manages all file transfers
between GFl LanGuard and remote targets. This service is installed automatically on the remote target computer during
the patch deployment process.

Manual Remediation tasks:

# Review Manual Remediation important notes
# Learn more about the Remediation Center

= Deploy Software Updates

» Uninstall Software Updates

» Deploy custom software

# Uninstall Applications

#» Be protected against Malware

= Connect remotely to a machine using GFl LanGuard.
>>

Sending Mobile Device Notifications

Manual remediation notes

1.While an infrequent occurrence, patches may be recalled due to newly discovered vulnerabilities or problems caused
by the installation of these updates such as conflict issues with present software or hardware. Examples of updates
recalled by the manufacturer include patches MS03-045 and MS03-047 for Exchange that were released by Microsoft”
on October 15, 2006.

2.Ensure that the NetBIOS service is enabled on the remote target computer. For more information, refer to
Configuring NetBIOS (page 299).

3. A complete list of Microsoft products for which GFl LanGuard can download and deploy patches is available at
http://go.gfi.com/?pageid=ms_app_fullreport

4. Non-Microsoft software update patches supported by GFI LanGuard is available at http://go.gfi.com/?pageid=3p_
fullreport

5.The complete patch management process, from detection to remediation, is supported for most of the non-Microsoft
products. There is, however a small set of products that GFI LanGuard cannot update and which GFl LanGuard
functionality is limited to detecting missing updates. Examples of these products are

= Apache Webserver
= MySQL
= VMware Player and Workstation

6. GFI LanGuard can be set to automatically download missing patches and service packs discovered during a network
security scan. For more information, refer to Configuring missing updates auto-deployment (page 163).
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Using the Remediation Center

The Remediation Center enables you to fix security issues found during a network scan by deploying or uninstalling
applications from target machines. To access the Remediation Center, select Remediate tab > Remediation Center.

@ 67 LanGuord =N
P e | = Dashboard Scan Remediate | Activity Monitor Reports Configuratic® @) - Discuss this version...
= o O @ Entire Network - 6 computers
y 'J - ‘
Filter Group Search .'-'- Remediation Center .’; ) Remediation Jobs
4 % Entire Network | Deploy Software Updates .
h Localhost : W711 i Use this option to deploy missing software updates detected on your network. L
b [IE' Local Domain : WORKGROUP |
b 2 TEMASOFT Q| B Uninstall Software Updates .
¥ ; ) o
4 L Mobile Devices i Use this option to uninstall software updates currently deployed on network. L
b U¥ alenacerkva@afi.com i
3 @' alexplin @gfi.com ‘
= oGt @ Deploy Custom Software .
4 emmanueltine @gf. com lUse this option to deploy third party scripts and applications. pec
b U%* fionabrown@gfi.com @ I
3 @' jasonuhr@afi.com @: A i A
» [ johnparker @gfi.com SN Unlnstall Ap.pllcatl_on.s oy
s @. josephmahler @qfi.com i Uninstall unauthorized applications detected on network. =
@ Malware Protection .
Use this option to fix problems identified with malware protection software in you network ¥
Common Tasks: ¥
Mermoe moerte r:k Remlote.Support via Remote. Desktop Cpnnectlon @
dd more computers... lUze this option to remotely connect to specific targets for maintenance purposes. o
Scan and refresh information now
Custom scan....
Set credentials...
Deploy agent ...

Screenshot 131: Remediation center

From the left panel, expand and locate a computer or a domain to perform remediation actions. The available
remediation actions are described below:

Action Description

Deploy Software Updates Deploy missing patches discovered when auditing target computers. For more information, refer to
Deploying Software Updates (page 187).

Uninstall Software Updates Uninstall service packs from target computers. For more information, refer to Uninstalling Software
Updates (page 189).

Deploy Custom Software Deploy custom applications and scripts on target computers. For more information, refer to Deploy-
ing Custom Software (page 191).

Uninstall Applications Uninstall applications from target computers. For more information, refer to Uninstalling Custom
Applications (page 192).

Malware Protection Perform Malware protection actions on target computers. For more information, refer to Malware Pro-
tection (page 194).

Remote Support via Connect to a target machine and perform administrative tasks using remote desktop connection. For
Remote Desktop Con- more information, refer to Using Remote Desktop Support (page 196).
nection
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Deploying Software Updates

Use the Deploy Software Updates feature to manually deploy:
= Missing Service Packs and Update Rollups

= Missing Security Updates

# Missing Non-Security Updates.

This feature enables you to specifically select the items you want to deploy and provides you with a detailed description
for each.

NOTE
To view additional information about an update, right-click on an update and select More details > Bulletin info...

To manually deploy software updates:
1. Launch GFI LanGuard.

2. Click Remediate tab and expand Deploy Software Updates.

¥ GFl LanGuard ol ===
D e | = Dashboard Scan | Remediate | Activity Monitor Reports Configuration Utilities ©) - Discuss this version...
- Ey C{ </ WORKGROUP - 5 computers
Filter G;up search J '.'. Remediation Center .’ ' Remediation Jobs
Search Entire Network P @ Dep|°y SOH\NGI’E Updates )
) |se this option to deploy missing updates detected on selected iy
() Group by category
@ Group by computer List of missing updates for current selection (WORKGROUP - 5 computers)
Search history
5 pdvanced search. .. e | Find || Clear |
4 % Entire Network ‘ ~ =] [ | Bulletin Severity ||| Date posted ¥ | Title Vendor || | Size Applies to
d iEl Local Domain : WORKGROUP ‘ ] @ ms13-008 Important 2013-01-08 Security Updat... Microsoft 150,69 KB Windows
- ] @ ms13-008 Important 2013-01-08 Security Updat... Microsoft 150,69 KB Windows
- ] @ ms13-008 Important 2013-01-08 Security Updat... Microsoft 150,69 KB Windows
@"\'.'?11 @ ] @ ms13-008 Important 2013-01-08 Security Updat... Microsoft 150.69 KB Windows
@"\'.'?12 - ] @ ms13-001 Critical 2013-01-08 Security Updat... Microsoft 245,60 KB Windows
== W802 (] [ & Ms13-001 Critical 2013-01-08 Security Updat... Microsoft 246,60 KB Windows
» iE‘ DOMAIN L‘jﬂ v [ & MS13-001 Critical 2013-01-08 Security Updat... Microsoft 246,60 KB Windows
- ] & Ms13-001 Critical 2013-01-08 Security Updat... Microsoft 246,60 KB Windows
Common Tasks: v
] @ ms13-002 Critical 2013-01-08 Security Updat... Microsoft 582.00 KB Windows
At s o Count=0
can and refresh information now (il = l S
Mo updates are curently selected. '+ Remediate...

Screenshot 132: Deploying software updates
3. From the computer tree, select the computer/group where to deploy software updates.

4.From the List of missing updates, select the updates to deploy.
NOTE
Use the search bar to look for specific missing updates or use the filtering options for each column heading to view
the required data only.

5. Click Remediate.
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Deploy software updates

% Review cument deployment options

@ Deploy immediatehy

i Deployon |14/05/2012 at |[18:08:30 z

Credentials: Customize
- cumenthy logged on user
- use per computer credentials when available

Before deployment options: Customize
-wam user before deployment (show a message)
- copy software to deploy to target computers via administrative share

After deployment options: Customize
- do nat reboot /shut down the computers
- delete copied files from remote computers after deployment

Advanced options QK ] [ Cancel

Screenshot 133: Deploy software updates options

6. The Deploy software updates dialog, enables you to edit deployment options before starting the deployment
operation. Review the options described below:

Option Description

Deploy imme-
diately

Deploy on
Credentials

Before deploy-
ment options

After deploy-
ment options

Advanced
options

Selected by default. Leave selected to deploy missing updates immediately.

Specify a date and time when to deploy missing updates .
Provides you with the credentials settings for updates. Click Customize to change settings .

Provides you with the actions taken before deploying software updates. Click Customize to edit the before deploy-
ment message, and the type of share created to transfer updates and scan details files.

Provides you with the actions taken after deploying missing software updates. Click Customize to configure
whether the computer(s) reboot, shutdown or display a message to the end-user.

Click Advanced options to configure the:

» Number of deployment threads. Maximum = 10
#  Deployment timeout

#  Alternate credentials.

Select Remember settings to reuse the same configuration when running the next deployment job. For more
information, refer to Configuring auto-remediation options (page 173).

7.Click OKto start deploying updates. You are automatically taken to the Remediation Jobs tab where you can monitor
the progress of the deployment operation.
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Uninstalling Software Updates

The Uninstall Software Updates feature enables you to manually remove:
= Installed Service Packs and Update Rollups

» Installed Security Updates

# Installed Non-Security Updates.

To manually uninstall software updates:

1.Launch GFl LanGuard.

2. Click Remediate tab and expand Uninstall Software Updates.

@ GFl LanGuard [B=% e =X
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@'" 07 - ¥ @ Ms13-006 Important 2013-01-08 Security Updat... Microsoft 150.69 KB Windows
W - [« @ Ms13-006 Impartant 2013-01-08 Security Updat... Microsoft 150.69 KB Windows
W - [« @ Ms13-006 Important 2013-01-08 Security Updat... Microsoft 150,69 KB Windows
@"\'.'?12 - [« @ Ms13-001 Critical 2013-01-08 Security Updat... Microsoft 246,60 KB Windows
28 wanz2 O ¥ @ Ms13-001 Critical 2013-01-08 Security Updat... Microsoft 246,60 KB Windows
» iE‘ DOMAIN L‘:'W v v @ Ms13-001 Critical 2013-01-08 Security Updat... Microsoft 246,60 KB Windows
v [# @ Ms13-001 Critical 2013-01-08 Security Updat... Microsoft 246.60 KB Windows
Common Tasks: R
¥ @ Ms13-002 Critical 2013-01-08 Security Updat... Microsoft 582.00 KB Windows
Manage agents... Count=334 o
Add more computers... L ll
) ) 5l i | I
Scan and refresh information now —
Custom scan... W oo
: iate...
Set credertials. Total selected: 252 software updates ' iate:
Deploy agert...

Screenshot 134: Uninstalling software updates
3. From the computer tree, select the computer/group where to uninstall software updates.
4.From the List of installed updates, select the updates you want to uninstall.
NOTE
Use the search bar to look for specific installed updates or use the filtering options for each column heading to view

the required data only.

5. Click Remediate.
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Uninstall software updates

% Review cument deployment options

@ Uninstall immediately

(@ Uninstall on  |14/05/2012 at |18:09:45 =

Credentials: Customize
- cumenthy logged on user
- use per computer credentials when available

Before deployment options: Customize
-wam user before deployment (show a message)
- copy software to deploy to target computers via administrative share

After deployment options: Customize
- do nat reboot /shut down the computers
- delete copied files from remote computers after deployment

Advanced options QK ] [ Cancel

Screenshot 135: Uninstall software updates options

6. The Uninstall software updates dialog, enables you to edit uninstall options before starting the uninstall operation.
Review the options described below:

Option Description

Uninstall imme-
diately

uninstall on

Credentials

Before deploy-
ment options

After deploy-
ment options

Advanced
options

Selected by default. Leave selected if you want to uninstall updates immediately.

Specify a date and time for when updates are uninstalled.

Provides you with the credentials settings that are used to uninstall updates. Click Customize to change settings
and use alternate credentials.

Provides you with the actions taken before uninstalling software updates. Click Customize to edit the before
deployment message, and shares mode used to transfer updates.

Provides you with the actions taken after uninstalling software updates. Click Customize to configure whether the
computer(s) reboot, shutdown or display a message to the end-user.

Click Advanced options to configure the:

= Number of deployment threads. Maximum = 10
= Deployment timeout

#  Alternate credentials.

Select Remember settings to reuse them when running the next deployment operation. For more information,
refer to Configuring auto-remediation options (page 173).

7.Click OKto start uninstalling the selected updates. You are automatically taken to the Remediation Jobs tab where you
can monitor the progress of the uninstall operation.
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Deploying Custom Software

Apart from security updates and patches, GFI LanGuard also enables you to remotely deploy third party or custom
software network-wide. Software that can be remotely deployed includes:

B

= Security applications such as antivirus/antispyware solutions and software firewalls

e

» Third party software updates and patches such as antivirus/antispyware signature file updates

e

= Custom code such as scripts and batch—files

¥

Desktop applications such as Microsoft” Office 2007 and more.
To specify which software to deploy:
1. Click on Remediate tab > Remediation Center.

2. From the computer tree, select the computers where the new software will be deployed and click Deploy Custom
Software.

#) GFl LanGuard =3 E=R 5
D - | = Dashboard Scan Remediate Activity Monitor Reports Configuratic® @) = Discuss this version...
7 :-. - O @ Entire Network - 6 computers
; | A
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[ | Software location Parameters Auxiliary file

{ﬁ C:\Wsers\ohn Smith\Desktop\Application 1.exe -Z-m g

Add
Jil C:Wsers\John Smith\Desktop\ApplicationZ.exe QA fRiN Mo

Jil C:\Users\John Smith\Desktop\Application3.exe Mo
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Common Tasks:

Manage agents...
Add more computers... Count=3 |

Scan and refresh information now
Custom scan....

Set credentials... l E.;Jr’ Deplay...
Deploy agent...

Screenshot 136: List of software to be deployed

3. Use the options described in below to add the applications to deploy:

Option Description

Add Click this button to launch the Add custom software dialog. This dialog enables you to add an application to the list and
if required configure parameters.
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Option Description

Edit Select an application and click this button to launch the Add custom software dialog. This dialog enables you to modify
the existing installation parameters.

Remove
Import

Export

Select an application from the list and click this button to remove the application.
Click this button to import the applications parameters from an XML file.

Click this button to export the applications parameters to XML file.

4. Click Deploy and configure the options described below:

Option Description

Deploy
immediately

Deploy on

Credentials

Before
deployment
options

After deploy-
ment
options

Advanced
options

5.Click OK

Deploy the selected applications immediately.

Deploy the selected applications on a specific date and time. Configure when to deploy the applications.

Select the authentication method to use or specify a username and password. Select Use per computer credentials
when available, to use the credentials specified in the computer properties. For more information, refer to Agent

properties (page 77).

Configure the actions to perform before deploying the selected applications. For more information, refer to Con-
figuring auto-remediation options (page 173).

Configure the actions to perform after deploying the selected applications. For more information, refer to Con-
figuring auto-remediation options (page 173).

Configure other options related to reboot/shut down and delete copied files from remote computers. For more
information, refer to Configuring auto-remediation options (page 173).

6.To view the deployment progress, click Remediation Jobs from the right panel.

Uninstalling Custom Applications

Using this feature, you can control the installed applications, on which computers, and uninstall any unauthorized
applications present on network computers.

To uninstall applications:

1. Select Remediate tab > Remediation Centerand click Uninstall Applications.
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Screenshot 137: Uninstall applications

2.Expand the application to display the list of computers and select the computers where the application will be
uninstalled.

NOTE

The list of applications displayed relies on the unauthorized applications set up for the scanning profile in use. For
more information, refer to Configuring unauthorized applications auto-uninstall (page 169).

3.Repeat step 2 for all applications that will be uninstalled and click Uninstall.

NOTE

Key in a criteria and click Find to search a vulnerability. Click Clear to clear previous search results.

4. Configure the options described below:

Option Description

Uninstall Uninstall the selected applications immediately.
immediately
Uninstall on Uninstall the selected applications on a specific date and time. Configure when to uninstall the applications.
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Option Description

Credentials Select the authentication method to use or specify a username and password. Select Use per computer credentials
when available, to use the credentials specified in the computer properties. For more information, refer to Agent

properties (page 77).

Before Configure the actions to perform before deploying the selected applications. For more information, refer to Con-
deployment figuring auto-remediation options (page 173).
options

After deploy-  Configure the actions to perform after deploying the selected applications. For more information, refer to Con-

ment figuring auto-remediation options (page 173).
options
Advanced Configure other options related to reboot/shut down and delete copied files from remote computers. For more
options information, refer to Configuring auto-remediation options (page 173).
5.Click OK

6.To view the un—installation progress, click Remediation Jobs from the right panel.

Malware Protection

Use the Malware Protection section to remediate vulnerabilities related to malware protection identified on target
computers. Amongst others, this section enables you to scan target machines for spyware, viruses and enable local
firewall.

NOTE
To scan a machine for viruses and spyware, the target machine must have antivirus and antispyware installed.
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Screenshot 138: Malware protection
To remediate malware protection vulnerabilities:
1. Select Remediate tab > Remediation Center and click Malware Protection.

2. Locate and expand the malware vulnerability and select the computers to remediate.

NOTE
Key in a criteria and click Find to search a vulnerability. Click Clear to clear previous search results.

3. Click Remediate and configure the options described below:

Option Description

Deploy Deploy the selected applications immediately.

immediately

Deploy on Deploy the selected applications on a specific date and time. Configure when to deploy the applications.
Credentials Select the authentication method to use or specify a username and password. Select Use per computer credentials

when available, to use the credentials specified in the computer properties. For more information, refer to Agent
properties (page 77).

Before Configure the actions to perform before deploying the selected applications. For more information, refer to Con-
deployment figuring auto-remediation options (page 173).
options
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Option Description

After deploy-  Configure the actions to perform after deploying the selected applications. For more information, refer to Con-

ment figuring auto-remediation options (page 173).
options
Advanced Configure other options related to reboot/shut down and delete copied files from remote computers. For more
options information, refer to Configuring auto-remediation options (page 173).
4.Click OK

5.Toview the action progress, click Remediation Jobs from the right panel.

Using Remote Desktop Support

Through Remote Support, you can control remote computers using Terminal Services and Remote Desktop Protocol.
Remote Support enables you to install missing patches, service packs and custom software through a remote connection.
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Screenshot 139: Remote desktop connection

To connect remotely to a target machine:

1. Click Remediate tab and from the left panel select a computer or domain/workgroup.

2.Expand Remote Support via Remote Desktop Connection from the right panel.

3. Depending on your selection, the list contains the available computers that allow remote desktop connection.

4. Double-click a machine from the list to connect.
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NOTE

To disconnect a machine, select Remediation Center >Remote Support via..., right-click a machine from the list
and select Disconnect.

NOTE
To disable remote connection, right click a machine and select Disable Remote Connection.

4.5.3 Sending Mobile Device Notifications

GFl LanGuard enables you to send an email notification regarding software updates for the mobile device to an email
account associated with the device. The notification can either be a custom email message or a default one.

To configure mobile device alerts:
1. Click on Dashboard tab and from the computer tree select > Mobile Devices.

2. Right click on a selected account and select Send email notification.

Send Mail Motification

Step 1 of 4:
Select mail notification type.

Motification type:
@ Missing operating system updates
(71 Custom mail

< Badk Mext =

Screenshot 140: Sending mail notifications: Notification type

3. Select Missing operating system updates for a default email or Custom mail for a custom email.
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Send Mail Motification E

Step 2 of 4:
Select mobile devices for which to send missing operating system updates mail
notification.
| [ | Gy | Mobile Device Mew Operating System

[#| Operating System: i0S 6.1
B [# oOperating System:iDs 6.0
[ E,, simonemann@noc.com (Apple iPhone <) i056.1.2
[+ E,, simonemann@noc.com (Apple iPhone ) i056.1.2
|#| Operating System: 105 5.0.1
[+ E,, alexplin@noc.com (HTC Cne X) Android 4.1.1
[ E,, alexplin@noc,com (HTC One X) Android 4, 1.1
[# Operating System:

Count = 20

< Back ” Nextb][ﬂa"lcel

Screenshot 141: Sending mail notifications: Selecting a device
4. Select the devices for which to send a notification email for missing operating system updates and click Next.

5. Specify a subject and an email body if Custom mail is selected and click Next to send.
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Send Mail Motification

Step 3 of 4:
Mail notification template.

Subject:

Hello, -

Your mobile device % MabileDeviceModel: is running operating system
SeCurrentCperatingSystem.

It is recommended to upgrade to the latest available operating system version:
“eMewOperatingSystem .

Note:

lUse %Maobile Device Model % as place holder for mobile device model.

Use %CumentOperating System % as place holder for curent operating system.
|Use %NewOperatingSystem . as place holder for new operating system.

< Back H Mext = ] [ Cancel

Screenshot 142: Sending mail notifications: Default notification template

Send Mail Notification =

Step 3of 4: L
Mail notification template,

Subject: |

Hello, -
<<Insert your text here==

Best regards.

<Back || MNext> | | cancel

Screenshot 143: Sending mail notifications: Custom notification template
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4.6 Activity Monitoring

Monitoring enables you to learn more about how GFI LanGuard is performing in your infrastructure. The Activity
Monitor tab in GFl LanGuard enables you to monitor active security scans, remediation jobs and download operations of
missing updates and security definitions.

Topics in this section:

4.6.1 MONItOrNg SeCUINTY SCaNS 200
46.2 Monitoring Software Updates Download . ... ... 202
4.6.3 Monitoring Remediation OPerations . ... ... . . 204
464 Monitoring Product Updates ... L 206
4.6.1 Monitoring Security Scans
The Security Scans section enables monitoring of all the security scans that are currently in progress.
To monitor active security scans:
1.Launch GFl LanGuard.
2. Click Activity Monitor tab and from the left panel click Security Scans.
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> = Dashboard Scan Remediate Activity Monitor Reports Config® @) = Discuss this version___
Activity Monitor: o
B Security Scans
%
f.i, Software Updates Download Provides visibility to the queue, progress and status of all scans.
Er Remediation Operations
&) Product Updates Activity
Drag a column header here to group by that column POrl Hs BHTH
1 | Target Profile Start time 7 | Status Renm
Common Tasks: /] 2205/2012 12:02:58
_ @ WIN7_01 Full Scan 22052012 12:00:15 completed N/
Fitter secuity scans... @ wm7_oe Full Scan 22/05/2012 12:00:09 completed NjA
Goto: Scheduled scans...
Refresh @ SERVDE-06 Full Scan 22f05/2012 10:30:22 completed MN/A
@) fille:TGList 2012052210271... Full Scan 22f05/2012 10:27:19 completed /A
o @ localhost Full Scan 22f05/2012 10:05:59 completed N/A
S @ locahost Full Scan 21/05/2012 14:10: 44 completed NjA
Stop selected scans
Wiew remediation details...
Miew scan results details...
Count=7

Screenshot 144: Monitoring security scans

GFl LanGuard 4 Using GFI LanGuard | 200




NOTE
To stop a scan right—click the security scan and select Stop selected scans.

NOTE
Drag and drop a column header in the designated area to group data by criteria.

Filter Security Scans

The Security Scan section enables you to configure what type of scans to monitor. To configure what type of scans are
displayed:

1. Launch GFl LanGuard.

2. Click Activity Monitor tab and from Common Tasks, click Filter security scans.

P

Filter security scans ﬁ
General

é;:l Specify which scans should activity manitor display in securty scans list.

Scans histany
) Al scans
© Onlylast 100 | scans

@ Only scans peformedinthe last |7 = days

Scans type
Interactive scans
Scheduled scans
Agent scans

QK ] ’ Cancel Apph

Screenshot 145: Filter security scan dialog

3. Configure the options described below:

Option Description

All scans Displays all scans.

Only last X scans Displays only the last X scans.
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Option Description

Only scans performed in the
last X days

Interactive scans
Scheduled scans

Agent scans

Displays only the scans performed in the last X days.

Displays only manual scans. For more information, refer to Manual scans (page 96).
Displays only scheduled scans. For more information, refer to Scheduled scans (page 100).

Displays only scans performed on agent computers. For more information, refer to Starting an

Agent scan manually (page 111).

4. Click OK

4.6.2 Monitoring Software Updates Download

The Software Updates Download
patch downloads.

screen enables you to monitor, pause, cancel or change priority to all the scheduled

@ GFl LanGuard [E=H E=E =
e | = Dashhoard Scan Remediate | Activity Monitor | Reports Configi®® @) - Discuss this version...
Activity Monitor:
_ Py Software Updates
:"‘ Securty Scans ‘
si Software Updates Download Monitor and manage the software updates which are currently being downloaded.
B Remediation Operations
&) Product Updates Activity
Drag a column header here to group by that column =5 ExE EED
| | |File Bulletin ID Progress Title
Common Tasks- @ LOZQS5_y_|ldA207AMIRC1pYnfobA=_ie9-wi... M512-023 e00%e (1 2ekbrof rre@gkbgesss Cumula
@ ZdxZh_CPIDBii +HisAOSKOYI6 IpA=_SQLServ... Not Available 10095 (311283kbof311283kb s Microso’
E‘jﬂw Pmc:ﬂa_"“”d”"'”bad options... @ evrwwasDoztIscosEkEEGaUZk=_window... Not Available (10094 (4009 oFa0kbg Window
procdy SENNGS...
@ wFrxcnmn +5tmsT 5gfW SWieoovo=_wind... Not Available  FS100964(550717kbof SS50P1FbY== Window
@ 7+mUjYLF1BnQz0CqTAOZERBKUOg=_excel... M512-030 0% (2089 Tk of 2089 7kb Y Security
Actions: @ xMizRAvUOIdY540080vGUQ2z_Tw=_graph... M512-030 1009 (1735kb of 1730k e Security
Pause all dowrloads @) AGIG_oXM2p2y2vQCINSOGFpMGM=_inst... APSB12:09 (1009 (4080kbof403akbysss Adobe F
Cancel selected downloads @ 1INDXWNOYeYD3ThrhJcLW ILb4vWs=_msco... M512-027 100 (47 b of 47 2kb s Security
Change download priority... @ KMVEKbSwwayXhIwgiPvaONPFFes=_veredi... M511-025 0BT Tk STk Security
@ ZZor1A4EUBNABCEL 230 +TAYWWLM=_msptl... M511-089 0o (e akbrof 4 1kbdee Security
'-':;' FKMSksz7 1V +awcWLVvtQTCVXUF1A=_powe.., M511-094 s (Teaakbof 14511kb ) Security
| Count=11
[l n 1

Screenshot 146: Security updates download

The icon in the first column indicates the download status. The table below describes the different states:

Icon Description

Downloaded

9

GFl LanGuard

Update downloaded successfully.
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Icon Description

Downloading
"' Update is being downloaded.

Failed
0 An error occurred while downloading the update. Refer to Error column for more details regarding the error encountered.

Pending
Update is queued for download.

Cancelled
@ User cancelled update download.

Right—click an entry and select one of the options described below:

Option Description

Configure Patch Enables or disables auto—patch download and used to configure where the patches are stored. For more
Auto-Download information, refer to Patch auto-download settings.
Edit proxy settings... Configure the proxy settings used by GFI LanGuard to connect to the Internet. For more information, refer

to Configuring Program Updates (page 240).

Change download Change the download priority. Select between, High, normal or low priority.
priority...

Cancel selected Stop and remove the selected download.

downloads

Pause all downloads Temporarily pause all downloads.

Troubleshooting failed Software Updates

This section provides you with information about three software update errors, which are likely to cause software updates
to fail from downloading and/or installing.

The table below provides you with the actual error message that you will receive if one of the errors has to occur and a
possible cause and solution, for each:

Error Message Cause Solution

The file URL points to The Third-Party vendor replaces old Download the latest Product Updates manually and re-scan your
adifferent file than patches with updated patches, using targets. For more information, refer to Configuring Program
expected. Try re-scan- the same URL. GFI has no control over Updates (page 240).

ning with the latest how Third-Party vendors replace

program updates updates and URLs. NOTE

There isa 12 to 24 hour delay between Third-Parties
releasing new updates and GFI LanGuard adding support for
them. During this time, you will continue to receive the error
message, even though you download and scan your targets
using the latest product updates.

GFl LanGuard 4 Using GFI LanGuard | 203



Error Message Cause Solution

The repository folder The repository folder is the location 1. Manually check that you can access the folder path, using the

is not accessible. See where updates are downloaded to. same logon credentials.

Configuration - Patch GFI LanGuard enables you to specify 2. Ensure that the specified path is a valid:

Auto-download alternate repositories than the default # Local path - example: C:\Share or C:\Folder
location. = UNC path - example: \\NetworkShare\Folder

This error is generally caused after
specifying an invalid or inaccessible
repository path (example, the given NOTE
path refers to a location on a
shutdown computer).

3. Ensure that the path is keyed in correctly.

For more information, refer to Configuring Patch Auto-
download settings, from Configure Missing Updates Auto-

Deployment.
Internet connection The computer where GFI LanGuard is Establish an Internet connection and attempt to download the
not available installed, does not have Internet failed updates.
access.
There are many possible causes to this
problem.

4.6.3 Monitoring Remediation Operations
Remediation operations can be monitored from the following places:
» Remediation Jobs sub-tab

#» Remediation Operations view

Remediation Jobs sub-tab

The Remediation Jobs section enables you to monitor the remediation actions currently in progress.
To view remediation jobs in progress:

1. Launch GFl LanGuard.

2. Click Remediate tab > Remediation Jobs sub-tab.
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# GFI LanGuard [E=5 Sl ==
@ e | = Dashboard Scan Remediate Activity Monitor Reports Ceonfiguration * @)~ Discuss this version...
¥ o O @ Entire Network - 6 computers
: 1~ & N
Filter Group Search | .\'t Remediation Center “: ' Remediation Jobs
4 % Entire Network i Remediation jobs for selected computers:
L ocalhost :WIN7_06 . ) L .
h . - ﬁ Drag a column header here t that column Forg e B
b &' Local Domain : WORKGROUP gy
R ﬁEl TEMASOFT L;H [ | Status Remediation Type Scheduled on ¥ | Started On Ended On
- . - .
» [l Mobile Devices & Complete... Updates Deployme... 22/05/2012 13:54:28 22/05/2012 13:.. 22{05/2012 14:05:...
[E] Complete... Updates Deployme... 22/05/2012 13:54:16  22/05/2012 13:... 22/05/2012 14:11:...
[E] Complete.. Updates Deployme... 22/05/2012 13:53:37  22/05/2012 13:... 22/05/2012 14:24:...
[E] Complete... Updates Deployme... 22/05/2012 12:50:01  22/05/2012 12:... 22/05/2012 13:05:...
| Count=4%
Remediation job details:

Common Tasks: ¥ --ﬂ i
M WINZ_03 (Timed out: The Patch Agent did not respond in the permitted time interval, E
Manaqe agents... . - This is either caused by your firewall blocking incoming calls on TCP port 1070, or by an operation which takes
Add more computers... By [P ———

Scan and refresh information now Auto-remediation status:

Custom sean... Mo agents with auto-remediation enabled.

Set credentials... One scheduled scan with auto-remediation enabled.
Deploy agent. ..

Screenshot 147: Monitoring jobs from the Remediation jobs sub-tab

3. From the computer tree, select Entire Network to view all the running, as well as completed operations. Select specific
computers/groups to view remediation jobs history and/or remediation progress for the selected item(s).

NOTE
Right-click a remediation job and select Cancel selected deployment to stop the operation.

NOTE

Right-click a remediation job and select Go to associated schedule scan to view the pre-configured scan which
triggered the remediation.

NOTE

The Remediation job details section provides you with granular progress details indicating the total number of files
that have to be downloaded, download progress for each file and the current operation being executed as part of
the remediation job.

Remediation Operations view

The remediation operations screen enables you to monitor as well as cancel all the scheduled remediation features
within GFl LanGuard.

To view remediation job activity:
1. Launch GFl LanGuard.

2. Click Activity Monitor > Remediation Operations.
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® GFI LanGuard [E=5(EE|5

e = Dashboard Scan Remediate | Activity Monitor | Reports  Config®® @)~ Discuss this version...

Activity Monitor: 0 o .
Remediation Operations
&, Securty Scans
f; Software Updates Download Monitor and manage remediation operations
&
& Product Updates Activity
Drag a column header here to group by that column O3 ErE D
[ | Status Remediation Type | Scheduled on W | Started On Ended On
Actions: & Running Updates Deplo... 22{05/2012 13:5... 22{05/2012 ...
Go to associated scheduled scan E}l Running Updates Deplo.. 22/05/2012 13:5... 22/05/2012 ...
Cancel selected deployment [E% Running Updates Deplo... 22/05/2012 13:5... 22/05/2012 ...
Expand [E] cComplete with errors Updates Deplo... 22/05/2012 12:5... 22/05/2012.. 22/05/201213:...
Collapse
Bxpand Al
Collap=e Al
Count=4
Remediation job details:

--H Downloads

=8 Shwing o0z (connected)

Auto-remediation status:

No agents with auto-remediation enabled.
One scheduled scan with auto-remediation enabled.

Screenshot 148: Monitoring jobs from the Remediation Operations view

3. Use the view to monitor the status and history of all the running and complete remediation jobs.

NOTE
Right-click a remediation job and select Cancel selected deployment to stop the operation.

NOTE

Right-click a remediation job and select Go to associated schedule scan to view the pre-configured scan which
triggered the remediation.

NOTE

The Remediation job details section provides you with granular progress details indicating the total number of files
that have to be downloaded, download progress for each file and the current operation being executed as part of
the remediation job.

4.6.4 Monitoring Product Updates

The Product Updates Activity screen enables you to view a history of the product updates, performed by GFI LanGuard
and the real time update activity of the GFI LanGuard agents. For more information, refer to Configuring Program
Updates (page 240).

To monitor GFl LanGuard updates:
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1. Click the Activity Monitoring tab and select Program Updates Activity

2. From the right pane select GFI LanGuard Updates.

) GFI LanGuard

2leio

Dashboard

Scan

Remediate | ActivityMonitorl Reports

oo

Configu® ) - Discuss this version__

Activity Monitor

&, Security Scans

£ Software Updates Download
Er Remediation Operations

% Program Updates Activity

Common Tasks:

Program Updates Activity

Manitor GF| LanGuard program updates activity

@' GFI LanGuard Updates t‘ GFI LanGuard Agent Updates

=

Go to: Scheduled updates options. ..

Go to: Check for updates. .
Edit promy settings. ..

Actions:

Expand
Collapse
and all

Collapse al

Scheduled update session 10/03/2014 10:20:14 (Done)
Scheduled update session 09/03/2014 10:21:11 (Done)
Scheduled update session 08/03/2014 10:24:37 (Done)
Scheduled update session 07/03/2014 10:21:03 (Done)
Scheduled update session 06/03/2014 10:33:42 (Done)
Scheduled update session 05/03/2014 10:20:31 (Done)
Scheduled update session 04/03/2014 10:39:36 (Done)
Scheduled update session 03/03/2014 10:21:53 (Done)
Scheduled update session 02/03/2014 10:20:50 (Done)
Scheduled update session 01,/03/2014 10:20:50 (Done)
Scheduled update session 28/02/2014 10:20:30 (Done)
Scheduled update session 27/02/2014 10:20:40 (Done)
Scheduled update session 26/02/2014 10:20:35 (Done)
Scheduled update session 25/02/2014 10:22:10 (Done)
Scheduled update session 24/02/2014 10:20:30 (Done)
Scheduled update session 23/02/2014 10:21:03 (Done)
Scheduled update session 22/02/2014 10:23:26 (Done)
Scheduled update session 21/02/2014 10:22:06 (Done)
Scheduled update session 20/02/2014 10:24:26 (Done)
Scheduled update session 19/02/2014 15:00:50 (Done)
Manual update session 19/02/2014 14:45:05 (Failed)

Screenshot 149: Product updates activity - GFI LanGuard Updates

To monitor GFI LanGuard Agent updates:

1. Click on the Activity Monitoring tab and select Program Updates Activity

2. From the right pane select GFI LanGuard Agent Updates.

GFl LanGuard
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@) GFI LanGuard =N ===

e | Dashboard Scan Remediate | Activity Maonitor | Reports Confige® &) - Discuss this version...

. rogram Updates Activi
&, Security Scans ‘h 9 P ty
f} Software Updates Download Manitor GF| LanGuard program updates activity

E+ Remediation Operations

& Program Updates Activity = ‘
@,‘ GFI LanGuard Updates ‘--‘- GFI LanGuard Agent Updates
s} Status Computer name |Start time ~ |End time Duration Size
@ succeeded w707 08/03/2014 12:00:02  08/03/2014 12:04:45 4 minutes, 43 s... 2.52 MB;
Go to: Scheduled updates options... .’: | Succeeded W7J10 03/03/2014 12:00:01  03/03/2014 12:03:44 3 minutes, 43 s... 2.52MB
Go to: Check for updates. .. =
- e - )
Edit proxy settings... ] @:il Succeeded W710 06/03/2014 12:00:0%  06/03/2014 12:03:43 3 minutes, 34s... 2.04MB
@ Ssucceeded w707 06/03/2014 12:00:03  06/03/2014 12:04:28 4 minutes, 25 ... 2.04 MBE
@ succeeded w707 04/03/2014 12:00:09  04/03/2014 12:31:14  31minutes, 5s...  90.64MB
Expand l@l Succeeded W710 04/03/2014 12:00:06  04/03/2014 12:25:43 25 minutes, 37 ... 90.54 MB
pan =
Collapse l@l Succeeded W710 24/02/2014 10:52:45  24/02/2014 11:12:30 19 minutes, 41...  103.26 MB
aﬁSEiﬂu #) succeeded w707 24/02/2014 10:51:34  24/02/2014 11:12:23 20 minutes, 43 ...  103.25 MB
Count: 8

MNote: Setting timeframes when agents are allowed to get updates or using relays can improve network
bandwidth usage.

Screenshot 150: Product updates activity - GFI LanGuard Agent Updates

4.7 Reporting

GFl LanGuard includes a reporting module which enables you to generate text and graphical reports based on
information obtained from network security scans. This topic provides you with an overview of the available reports as
well as how to create your own reports for a tailored solution. Through the Reports tab, you are able to generate technical
activity reports for IT staff and also executive reports that normally contain less technical details and focus more on overall
statistics.

Topics in this section:

470 Available 1@ OIS 208
N C1< g Tl =1 o (<] 0] 214
4,73 Scheduling RepOMtS L 216
4.7 4 Customizing default reportS .. L 219
475 FUlEEXT SEAICNING .. 223

4.7.1 Available reports

This section provides you with information about the reports that are available by default in the Reports tab of GFl
LanGuard.
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There are two main types of reports:

= General reports - provide detailed technical reports as well as executive summary reports about LAN security and
patch management activity

#» Legal compliance reports - provide system and network audit information that enable you to be compliant with
standards, laws and regulations related to corporate network usage and management conventions.

General reports
To view General reports:
1. Click Reports tab.

2. Click View, and from the list of reports, click General Reports, then select any of the following reports:

Report Title Description

Network Security An executive summary report showing:
Overview = Network vulnerability level

#  Most vulnerable computers

#*  Agent status

®  Audit status

#  Vulnerability trends over time

# |Information on operating systems

#  Servers and workstations.

Computer Secur- An executive summary report showing:
ity Overview = Computer vulnerability level

*  Agent status

#  Audit status

# Vulnerability trends over time

#  Computer summary and details.

Vulnerability Shows statistical information related to the vulnerabilities detected on target computers. Vulnerabilities can be
Status grouped by:

*»  Computer name

= Vulnerability severity

#  Timestamp

#  Category.

Patching Status Shows statistical information related to missing and installed updates detected on your scan targets. Updates
can be grouped by name, severity, timestamp, vendor and category. Use this report to get:
#  Missing vs. Installed updates comparison
# Charts and tables displaying missing updates distribution for each item from the first and second grouping
criteria
# Charts and tables displaying installed updates distribution for each item from the first and second group-
ing criteria
# Patching details for missing and installed patches.

Full Audit A technical report showing information retrieved during an audit. Amongst others, the report contains
information on:
= Vulnerabilities
#»  Open ports
#» Hardware and software.

Software Audit Shows all unauthorized applications installed on target machines found during an audit. Amongst others, the
report includes information on:
#  Antivirus
#  Antispyware
#  Applications inventory.
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Report Title Description

Scan History

Remediation His-
tory

Network Security
History

Baseline Com-
parison

Mobile Devices
Audit

USB Devices

Missing
Microsoft” Secur-
ity Updates

Missing Non-
Microsoft” Secur-
ity Updates

Missing Security
Updates

Computer Sum-
mary

GFl LanGuard

An overview of the network security audits performed over time. Amongst others, the report includes
information on:

#  Most scanned computers

# Least scanned computers

#  Auditing status

#  History listing.

Shows information related to remediation actions performed on target computers. Amongst others, the report
includes information on:

# Remediation actions per day

# Remediation distribution by category

#  Remediation list grouped by computers.

Shows the changes done on scan targets between audits. Amongst others, the report includes changes related
to:

#  The vulnerability level

#  User accounts

#  Groups

#  Ports

¥ Shares

#  Registry entries.

Enables you to compare the results of all scan targets to a base computer. From the drop down list select the
base computers and click Generate. The results are grouped by computer name and amongst others includes
information on:

#  Registry

o

Installed Service Packs and Update Rollups
o

Missing Security/Non-Security Updates
#  Vulnerability level.

Shows information related to detected mobile devices found during an audit. Amongst others, the report
includes information on:

#  Vulnerability distribution by severity

= Vulnerability distribution by computer

#  Vulnerability listing by computer.

Lists all USB devices found in an audit, grouped by computer.

Shows statistical information related to missing Microsoft” security updates, detected on your scan targets.
Select items to include in your report:

#  General missing updates distribution chart

#  Distribution table

# Vulnerability list.

Shows statistical information related to missing non-Microsoft” security updates, detected on your scan targets.
Select items to include in your report:

#  General missing updates distribution chart
# Distribution table
#  Vulnerability list.

Lists statistical information related to missing security updates, found on scanned computers.

A summary of scan target information, including:
#  Operating system information

#  Agent status

#  Vulnerabilities severity.
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Report Title Description

Hardware Audit

Computer
Details

Open Shares
Open Ports
Services

Groups and Users

Mobile Device
Policies

Unauthorized
Applications

Antivirus Applic-
ations

New Devices

[llustrates information related to the hardware found during an audit.

Provides a detailed list of computer properties, including:
=  MAC Address

# Time to Live

#  Network Role

# Domain

* Lan Manager

# |srelay agent

#  Uses relay agent
#  Attributes

#  QOperating system
# [P address.

Lists all the shared folders found during an audit. The results are grouped by computer name.

Lists all the open ports found during an audit. The results are grouped by port type (TCP and UDP).
Lists all services found during an audit. Results are grouped by computer name.

Lists all Groups and Users found during an audit. The result is grouped by computer name.

Lists all mobile device policies found during an audit. The result is grouped by computer name.

Lists all unauthorized applications installed scan targets, including:
@ Top Computers with Unauthorized Applications

#  Top Unauthorized Applications

#  Applications Inventory

#  Computers without Antivirus Installed

Shows information related to the antivirus installed on scan targets.

Lists all new devices found during last week audits.

Legal Compliance reports

To view Legal Compliance reports:

1. Click Reports tab.

2. From the list of reports, expand any of the following compliance reports suites:

Report Suite Title Description

PCI DSS Compliance

Reports

GFl LanGuard

The Payment Card Industry Data Security Standard (PCI DSS) is an information security standard for
organizations that handle cardholder information for the major debit, credit, prepaid, e-purse, ATM, and
POS cards. GFI LanGuard provides you with a number of reports that cater for PCl DSS compliance,
including:

#  PCI DSS Requirement 1.4 - Installed Firewall Applications

#  PC| DSS Requirement 2.2.3 - Disk Encryption Applications

#  PCl DSS Requirement 5.2 - Antivirus Applications

= PC| DSS Requirement 6.1 - Remediation History by Date

# PCl DSS Requirement 12.12 - Open Trojan Ports by Host.
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Report Suite Title Description

The Health Insurance Portability and Accountability Act (HIPAA) is a requirement of all healthcare providers
that regulates the exchange of private patient data. This helps prevent unlawful disclosure or release of
medical information. To help you follow HIPAA regulations, GFI LanGuard provides you with a suite of HIPAA
compliance reports, including:
HIPAA 164.308(a)(1)(ii)(A) - Missing Security Updates by Host

HIPAA Compliance

Reports

SOX Compliance
Reports

GLBA Compliance
Reports

PSN CoCo Com-
pliance Reports

CIPA

GFl LanGuard

=
}}
}}
}}
=

HIPAA 164.308
HIPAA 164.308
HIPAA 164.308
HIPAA 164.308

a
a
a
a

ﬁﬁﬁﬁ
= o = =

The Sarbanes-Oxley Act (SOX) is regulation created in response to high-profile financial scandals as well as to
protect shareholders and the general public from accounting errors and fraudulent practices in the
enterprise. GFI LanGuard provides a list of SOX compliance reports, including:

SOX 302.a - Network Vulnerability Summary

SOX 302.a - Remediation History by Host

SOX 302.a - Security Scans History

SOX 404 - Vulnerability Listing by Category

SOX 404 - Missing Security Updates by Host.

b
}}
}}
}}
=

The Gramm-Leach-Bliley Act (GLBA) is an act that allows consolidation between Banks and Insurance
companies. Part of the act focuses on IT network compliance for such companies. GFl LanGuard offers a list of
GLBA Compliance reports, including:

GLBA 501.b - Baseline Changes Comparison

GLBA 501.b - Network Patching Status

GLBA 501.b - Open Trojan Ports by Host

GLBA 501.b - Vulnerable Hosts Based on Open Ports

GLBA 501.b - Vulnerable Hosts by Vulnerability Level.

=
}}
}}
}}
=

The Public Service Network - Code of Connection (PSN CoCo) is simply a list of conditions that should be
met before connecting an accredited network to another accredited network. GFI LanGuard helps you
monitor the status of such connections through the list of PSN CoCo Compliance reports, which include:
PSNCoCo RIS. 1 - Baseline Changes Comparison

PSNCoCo MAL. 1 - Disk Encryption Applications

PSNCoCo MAL. 1 - Installed Firewall Applications

PSNCoCo PAT. 1 - Installed Security Updates by Host

PSNCoCo PAT. 1 - Installed Security Updates by Severity.

b
}}
}}
}}
}}

The Children's Internet Protection Act (CIPA) addresses concerns about children's access to obscene or
harmful content over the Internet. CIPA imposes certain requirements on schools or libraries that receive
discounts for Internet access or internal connections through the E-rate program — a program that makes
certain communications services and products more affordable for eligible schools and libraries. GFI
LanGuard Central Management Server provides a list of CIA Compliance reports including:

=
=
=
=
=
=
=
>
=
=
=
=
=
=
>

Req.
Req.
Req.
Req.
Req.
Regq.
Req.
Req.
Req.
Req.
Req.
Req.
Req.
Regq.
Req.

47 USC § 254(1)(1)(A)iv)

((1)AX
47 USC § 254()(1)(A)(v)
47 USC § 254()(1)(A)v)
47 USC § 254()(1)(A)v)
47 USC § 254()(1)(A)iv)
47 USC § 254(1)(1)(A)(iv)
47 USC § 254()(1)(A)iv)
47 USC § 254()(1)(A)(v)
47 USC § 254()(1N)(A)(v)
47 USC § 254()(1)(A)(v)
47 USC § 254()(1)(A)v)
47 USC § 254()(1)(A)v)
47 USC § 254()(N)(A)iv)
47 USC § 254(1)(1)(A)(iv)

- Network Vulnerability Summary

- Vulnerability Distribution by Host

- Vulnerability Listing by Category

- Vulnerability Listing by Host

- Vulnerability Listing by Severity

- Open Trojan Ports by Host

- Network Patching Status

- Missing Security Updates by Host

- Vulnerable Hosts by Vulnerability Level
- Vulnerable Hosts Based on Open Ports
- Remediation History by Host

- Remediation History by Date

- Network Security Log by Host

- Network Security Log by Date

- Baseline Changes Comparison
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Report Suite Title Description

FERPA Compliance The Family Educational Rights and Privacy Act (FERPA) is a Federal law that protects the privacy of student
Reports education records. The law applies to all schools that receive funds under an applicable program of the U.S.
Department of Education. GFI LanGuard provides a list of FERPA Compliance reports, including:
#  FERPA 20 USC 12329 (b) - Network Patching Status

(

#  FERPA 20 USC 12329 (b) - Network Security Log by Host

= FERPA 20 USC 1232g (b) - Remediation History by Date

= FERPA 20 USC 12329 (b) - Vulnerability Distribution by Host

#  FERPA 20 USC 1232g (b) - Vulnerable Hosts Based on Open Ports.
ISO/IEC 27001 & The Information technology — Security techniques — Information security management systems (ISO/IEC)
27002 Compliance standard formally specifies a management system that is intended to bring information security under
Reports explicit management control. GFI LanGuard offers an extensive list of ISO/IEC Compliance reports, including:

# |SO/IEC 27001 A. 104 - Antivirus Applications

= |SO/IEC 27001 A. 10.7.2 - Disk Encryption Applications
= |SO/IEC 27001 A. 10.6.2 - Open Shares

# |SO/IEC 27001 A. 10.6.2 - Services

#  |SO/IEC 27001 A. 10.6.2 - System Information.

FISMA Compliance The Federal Information Security Management Act (FISMA) assigns specific responsibilities to federal
Reports agencies, the National Institute of Standards and Technology (NIST) and the Office of Management and
Budget (OMB) in order to strengthen information system security. In particular, FISMA requires the head of
each agency to implement policies and procedures to cost-effectively reduce information technology
security risks to an acceptable level. GFI LanGuard helps you be compliant to FISMA standards through the
provided reports, which include:
#  FISMA NIST SP 800-53 AC-2 - Groups and Users
= FISMA NIST SP 800-53 PM-5 - Computer Details
#  FISMA NIST SP 800-53 PM-5 - Computer Summary
= FISMA NIST SP 800-53 SI-5 - Missing Security Updates by Host
#  FISMA NIST SP 800-53 SI-7 - Antivirus Applications.

CAG Compliance The Consensus Audit Guidelines (CAG) is a publication of best practice guidelines for computer security. The
Reports project was initiated as a response to extreme data losses experienced by organizations in the US defense

industrial base. GFI LanGuard offers a list of CAG Compliance reports, including:

#  CAG CC1 - Hardware Audit

#  CAG CC1 - Scan History

= CAG CC3 - Audit Policy

#  CAG CC3 - Low Security Vulnerabilities

# CAGCC11 - Open Ports.

NERC CIP Com- The North American Electric Reliability Corporation (NERC) develops standards for power system operation,
pliance Reports monitoring and enforcing compliance with those standards, assessing resource adequacy, and providing
educational and training resources as part of an accreditation program to ensure power system operators
remain qualified and proficient. GFI LanGuard provides a list of NERC CIP Compliance reports, including:
#  NERC CIP-005 R2 - Installed Firewall Applications
#  NERC CIP-005 R2 - Open Ports
#  NERC CIP-007 R2 - Open Shares
#  NERC CIP-007 R2 - Services
#  NERC CIP-007 R2 - System Information.
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4.7.2 Generating reports

GFl LanGuard ships with an extensive list of default reports. These can be used as they are, or modified to provide
information precisely to your requirements.

NOTE
For more information, refer to Customizing default reports (page 219).

To generate areport:
1. Click Reports tab.

2.From the computer tree, select the computer/group you want to report on.

NOTE
Select Entire Network to report on all the computers listed under the computer tree.

3. From the reports list, select the report you want to generate.

4. (Optional) From the right pane, click Customize report if changes to report items are required.

5. Click Generate report.

Vulnerability Level Computer Vulnerability Distribution

‘ High: & computer=)

23
/ Medium: 1 cornputers)
II,-"i ) [, Lowe: 01 computear(s)
[ ol ima ‘ MI&: O cornputer(s)
Security Sensors
_ Software Updates _ Firewall Issues _ Credentials Setup
QO meeem— QO o
TIT Computers 2§ T Computers a 0/ 7 Computers
= Service Packs and Update = Unauthorized Applications = Malware Protection Issues
|@| Rollups |0| |E| -
&7 T Computers
—_ Vulnerabilities __Audit 3tatus _ Agent Health Issues

<
<

Q

Screenshot 151: Report sample - Part 1

TIT Computers 0F T Computars 0/ 7 Computers
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MostVulnerable Computers Agent Status

B G-I 0R0172.17.1.135)
- S-KF'K'H-':IE":I[‘ 72 47.1.105) Installed: 2 EDITIFILI':EI’(S)
Inztall in Progress: 0 carnputer(s)
~ i 47 4 GEY
W PR AT AT 5 Uninzstall in Progress: O computers)
B N-W2EKHIT{182.163.102.43 ‘ Mat Installed: & cornputens)
d BTHRSOMATY AT 4 434 -. Deployrient Erars: 0 cormputers)
& B-0A0(172.17.1.131)
L] S-2KEXBs020{172.17.1.3)
Audit Status
BE D Last 24 Hours: & computers)
I Last Week: 1 cornputers)
14 % ‘ Last Manth: 0 cornputerz
‘ lder: 0 cornputer(s)
Screenshot 152: Report sample - Part 2
Vulnerability Trends Cwer Time
! 5 .
= = —&-High
. Medium
- Low
& MIA
! ' ! ! ' % Tatal
gl2Flz2niz gjz2ajz01z Sialfz01z
gjzalzniz 5lanfzniz
Computers by Network Role Computers by Operating System
57 %
‘ \ Windows 7: 2 corputer(z)
‘43 \ Windows XP x84: 1 computers)

My, Server: 0 computens)
Workstation: 4 carnputers)

\ MI&: 3 computens)

Screenshot 153: Report sample - Part 3

GFl LanGuard

\ Windows %P 1 camputez)

\ Windows Server 2008: 1 cornputer(s)

\ Windows Server 2003 B2 w64 1 cornputer(s
\ Windows Server 2003: 1 cornputer(s)
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4.7.3 Scheduling Reports

To automate reporting tasks, GFI LanGuard enables you to generate and optionally send reports, based on a schedule.
You can configure schedules for existing or custom reports.

This section contains information about:
# (Creating new scheduled reports
= Configuring scheduled reports options

» Managing scheduled reports

Creating new scheduled reports
To create a new scheduled report:
1. Click Reports tab.

2.From Actions, select New scheduled report.

o Report Template

Schedule Report Template: MNetwork Security Overview -

Schedule Report Name: Schedule for report "Metwork Securty Overview”

Schedule Report Description: An executive summary report showing network vulnerability level, most vulnerable computers, agent

status and audit status, vulnerability trends over time, infformation on operating systems, servers and

Screenshot 154: Select scheduled report template
3. From the Report Template section, configure the following options:

Option Description

Schedule Report Tem-  Select an existing report from the drop-down menu. This enables you to create a new report based on the
plate settings of an existing one.

Schedule Report Key in a unique name for the new report.

Name

Schedule Report Optionally, key in some information about the report such as report items or schedule settings.
Description

9 Target Domains & Computers

Select target computers for the scheduled report

Lt

E‘ Local Damain

Screenshot 155: Add orremove target domains and/or computers

4. From the Target Domains & Computers section, configure the following options:
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Option Description

From the computer tree, select a domain or workgroup and click Add Domain. The selected domains/workgroups are
EE'E' added to the report.

Click Add IP to open the Add IP address range dialog. From the Add IP address range dialog, key in an IP range or Sub-
E:ﬁ net and click OK

Select the Domain/Workgroup/IP range you want to remove and click Remove Domain/IP.

X

o Filter

Chose a filter that applies to the tanget

MyFilter -
Mone

CustomFilter

MyFilter

MewFilter

5. From the Filter drop-down menu, select a filter that you want to apply to the new scheduled report. This enables you
to generate reports based on data pertaining to scan targets included in the filter.

NOTE
Only custom filters can be applied to scheduled reports. For more information, refer to Using the Dashboard
(page 125).

o Scheduling Settings

Enable schedule
Run the Repoif every day aF 1737,

i) One time only, on: 08/11,/2012 B~ & 17222

Al

@ Recumence pattem: [daih,r v] at: 17:31:44 s

Daily recumrence pattem

i@ Ewvery 1 2| days

) Every weekday

6. From Scheduling Settings, configure the following options:
Option Description
Enable Schedule Select to turn on report scheduling and generate the report according to schedule settings.

One time only, on Specify a date and time when the report is generated. This option generates the report once, on the specified
date.

Recurrence pat- Select recurrence frequency and specify the time the scheduled report is generated.
tern
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o Alerting & Saving Settings

[[] Export tofile

._._ Click on the "Bxport Settings’ button to customize the report storage options and specify the file format and destination folder
._] where this report will be stored.

Export Settings

Send by email
Click on the "Alerting Options’ button to customize and corfigure the general aletting options.

[ Alerting Options

[[] Overide general alerting options, and send email to:

[ Add Schedule || cancel |

7. From Alerting & Saving Settings, configure the following options:

Option Description

Export to file Select to save the report in a folder.

Export Settings Click Export Settings and from the Scheduled Reports Storage Options dialog, specify the folder
where the report is saved and the format the report is saved in.

Send by email Select to send report by email. The report is sent to recipients configured in Alerting Options.

Alerting Options Click Alerting Options and configure alerts recipients and mail server settings. For more inform-

ation, refer to Configuring Alerting Options (page 235).

Override general alerting Select to use email recipients other than the ones configured in Alerting Options.
options, and send email to

8. Click Add Schedule to save the report.

NOTE

Configuring scheduled reports options
To configure additional scheduled reports settings:
1. From the Scheduled Reports section, click Scheduled Reports Options.

2. Click Alerting Options to configure email settings to use to send reports. For more information, refer to Configuring
Alerting Options (page 235).

3. Click Storage Options to specify the format and the location where generated reports are saved.

NOTE

By default, all generated reports are stored as PDF in: <GFI LanGuard install
directory>\Reports.

Managing scheduled reports

To manage scheduled reports:

1. Click Reports tab.

2. From Scheduled Reports, click Scheduled Reports List.
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GF| LanGuard Scheduled Reports
,@, Manage GFl LanGuard Scheduled Reports

Scheduled Reports List

Schedule Name & | Report Mame

l__i Schedule for report 'Network Security Overview'  Metwork Security Overview

I Schedule for report "Vulnerability Status' Vulnerability Status

Count=2
i i f i
Screenshot 156 Edit scheduled reports options

3. Double-click a report from the right pane to edit schedule report settings.

Scheduled Reports Activity Logs

Date Type Report Mame
'ﬁ'ﬂﬂﬂ 172012 17:23.... Information Schedule for report “Vulnerability Status”
@'ﬂﬂﬂ 12021723 Emor Schedule for report “Vulnerahility Status”

Screenshot 157: Monitor scheduled reports activity

4. Monitor schedule reports activity from the Scheduled Reports Activity Logs section at the bottom of the right pane.

4.7 4 Customizing default reports

GFl LanGuard enables you to create new reports based on the settings of an existing report. This saves you time and
enables you to fine-tune existing reports, so that the data-set used to build the report precisely matches your
requirements.

This section contains information about:
= (Creating custom reports

# Customizing report logos

» Customizing Email Report Format
Creating custom reports

To create a custom report:

1. Click Reports tab.

2.From the Reports list, select an existing report on which settings of the new reports are based on.
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NOTE

Not all reports are editable.

Vulnerability Status

Shows statistical information related to the vulnerabilties detected on target computers. Vulnerabilties
can be grouped by computer name, vulnerability severity, timestamp and categaory.

‘ (Generate Report

Customize report

Use this report to get:

Chart displaying general vulnerabilities distribution based on selected second
grouping critera

Table displaying general vulnerabilities distribution based on selected grouping
crtens
o Chart displaying vulnerabilities distribution for each item from first grouping criteria
o Wulnerabilties details for each item from first grouping criteria

Screenshot 158: Edit report settings from the report sample preview

3. From the right pane, click Customize report to show advanced report options.

Report tems | Fitter= | Grouping & Sorting Discard Changes
Select the tems to include in the report:

General Distribution Chart

Distribution Table

Distribution Chart

Vulnerability List | Detail View -

Save as new report...

Screenshot 159: Configuring report items

4. Click Report Iltems tab and select the related items that you want to include in the report.
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Report tems Flters = Grouping & Sorting Discard Changes
Configure the filtering critera to use:

Vulnerability Mame/Update Name  ulnerabilty Name

Product Name "Microsoft Windows Firewall” |EE|
Severity "Medium" IEH
Timestamp Last 3 Months ']
Vulnerability Categary "Malware" or "Firewall Vulnerabilties" |EE|

Save as new report ...

Screenshot 160: Configuring report filtering options

5. Click Filters tab and configure the available filters that relate to the report.

Report tems Fiters | Grouping & Sorting Discard Changes
Configure the first categony grouping and ordering to apply

Group by Diirection:

[Cnmputer - ] [.ﬁscending - ]

Corfigure the second category grouping and ordering to apphye
Group by Diirection:
[‘v.n"uIr1nEﬂT:||::niI'rtj.r Severty - ] [ Descending - ]

Corfigure the additional ordering to apply

Order by: Direction:
[‘v.n"uIr1|E>|T:||::|iI'rtj.r Timestamp - ] [.ﬁscending - ]
[ Save as new report... ]

Screenshot 161: Configure report grouping and sorting options

6. Click Grouping & Sorting tab and configure:

= First category grouping - report information is grouped by the selected field

# Second category grouping - grouped information is sub-grouped by the selected field

» Additional ordering - order report information according to the selected field.

7.Click Save as new report...

8. From the Add report dialog, key in a name and an optional description for the new custom report. Click OK
Customizing report logos

GFl LanGuard enables you to use your company/custom logo in the built-in reports included in the product. Logos can
be placed in the header or footer sections of the report.

Customizing Report Header Logo

1. Create / select your image.
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2. Resize image to: Width = 125, Height = 25.

3.Rename the image to headerlogo.png.

4. Add custom graphics to the logo folder which can be found in
ProgramData\GFI\LanGuardl2\Graphics\Logo.

Customizing Report Footer Logo

1. Create / select your image.

2.Resize image to: Width = 109, Height = 41.

3. Rename the image to footerlogo.png.

4. Add custom graphics to the logo folder which can be found in
ProgramData\GFI\LanGuardl2\Graphics\Logo.

Customizing Email Report Format

For each scheduled email report type, there is a predefined HTML format file that includes placeholders delimited with
‘%' symbol (for example: %TITLE%, %NAME%). You can edit the HTML format, edit HTML style, move and delete
placeholders to further customize the e mail body of generated reports. The default template location is: <GF I
LanGuard install directory> \ LanGuard 12 \ Templates \ template

mailbody.xml.

Take into consideration that GFI LanGuard can only manage known placeholders (listed below) with their predefined
role. Placeholders are usable in all scheduled report types. The table below describes the customizable placeholders:

Placeholder Description

%TITLE%
%NAME%
%DESCRIPTION%:
%TARGET%
%LAST_RUN%

9%NEXT_RUN%

%PROFILE%

%DURATION%

%ITEMS_COUNT%

GFl LanGuard

Email title for the generated report.

Scheduled report name.

Scheduled report description.

Targets (computers, domains) represented in the scheduled report.
Last run date and time of the scheduled report.

Next run date and time of the scheduled report.

NOTE

This placeholder is used only for daily digest reports.

Scanning profile used whilst running the scheduled scan.

NOTE

This placeholder is used only for post-scheduled scan reports.

Scheduled scan duration.

NOTE

This placeholder is used only for post-schedules scan reports.

Collected items count.

Note

This placeholder is used only for post-scheduled scan reports.
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Placeholder Description

%AUTOREMED _ Used in the report if Auto-remediate Missing Patches option is enabled for the scheduled scan.
MISSINGPATCHES%

NOTE

This placeholder is used only for post-scheduled scan reports.

%AUTOREMED_MISSINGSPS% Used in the report if Auto-remediate Missing Service Packs option is enabled for the
scheduled scan.

Note

This placeholder is used only for post-scheduled scan reports.

%AUTOREMED_UNINSTAPPS% Used in the report if Auto-remediate Uninstall Applications option is enabled for the
scheduled scan.

NOTE

This placeholder is used only in post—scheduled scan reports.

4.7.5 Full text searching

The full text search feature returns results in a structured and configurable manner. Any returned results offer clickable
links for further details.

To use the full text search feature:

1. Click Reports tab > Search sub-tab.

NOTE
Search can also be accessed from Computer tree> Search.

2. Enter you search item and click Search.
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®) GFI LanGuard

o= = Dashboard Scan

oo ==

Remediate Activity Monitor | Reports Configi® @) = Discuss this version...

> L 'S <. WORKGROUP - 4 computers
e » :
Filter Group Search I
Search
& Entire Network
. - re_ ..e. OI' - i Search Advanced search
B Localhost :WINT_06 n 28 et o
» [&' Local Domain : WORKGROUP i
» (& TEMASOFT | fedel | 83 & IR (wo% < | & [~ & | Ful Soeen
b Mobile Devices i = N
ng
= -
E LS ComputerInformation
3
ﬁ @R-‘.-‘IN? 06 (192.168.2.12)
MetBICOS name: WINT_06, Description: Workstation Service.
WINT 06
MetBIOS name: WINT_06, Description: File Server Service.
W
Computer name: WINT_06, IF: 192 168.2 12, Domain: WORKGROUFR, Operating sy
Professional 6.1, Metwork role: Workstation, Service pack: , Time to live (TTL). , Rea
00-15-5D-03-10-C0, MAC vendor. Microsoft Corporation, Is Windows OS: yes, Lang
Default systern Runlevel: 0, Vulnerabiliy level: High, Virtual machine: Microsoft Hype
Common Tasks: ¥ 55041-006-235994 386223, Is machine virtual: yes.
Manage aqents... & Hardware Devices
Add more computers... T
Scan and refresh information now ! '
Custom scan... Pagelof2 |1 1 [ [ 100%
Set credentials. ..
Deploy agent ...

Screenshot 162: Customize the report parameters

3. (Optional) Click Advanced search to configure filters to narrow your search results to something more specific.

4. Analyze the search results from the results section at the bottom.

The result contains links that enable you to navigate between computers, software products and vulnerabilities. For
example, you can click a missing service pack link to open the missing patches for a specific computer.

GFl LanGuard
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Settings | Search |
Search
TEMFP Search | Advanced search
20 results found
lelal M & & wo% o+ & [ (g~ =] | Full Screen
S|
L
E i Caomputer Information
3
- @ TEMP (192.168.3.17)
& IEMP
| MetBIOS name: TEMP, Description: File Server Senvice.
TEMP
MetBIOS name: TEMP, Description: Workstation Service.
IEMPE
Computer name: TEMPE, IF: 192 168.3.17, Domain: WORKGROUP, Cperating svstem:!
Frofessional 6.1, Metwork role: Workstation, Service pack: , Time to live (TTL): , Real tir
00-15-50-03-EC-EB, MAC vendor. Microsoft Corporation, Is Windows OS5 ves, Languar
Default system Runlevel: 0, Vulnerabilty level: High, Virtual machine: Microsoft Hyper-y
00371-177-0000061-85337, Is machine virtual: ves.
& Hardware Devices
@ TEMP (182 168.3.17)
M Vi Machine Bus Net .
Metworkinterface card name: Micrasoft Virtual Machine Bus Metwork Adapter #3, Cardi
VirtualMachine Bus Metwork Adapter #3, IF address(es) 192 168.3.17, fed0:f500:a81
00:15:50:03:EC:86, DHCF is set, DHCP server: 10.44.100.1, Domain: gfimalta.com, He
1044 1007, Gateway(s): 192 168.3.254, Metmask address: 255 255 2550 64, Vendor,
H Logged on Users
@ TEMP (192.168.3.17)
4 F
Pagelof2 | | [ [ 100%

Screenshot 163: Navigate using report links

4.8 Data collected from a network audit

When auditing networks, GFl LanGuard enumerates and processes information about system patching status, hardware,

software, ports and system information of each scanned machine.

For more information, refer to Interpreting scan results (page 151).

This information is collected from scan targets using the ports and protocols described in the following sections.

Topics in this section:

4.8.1 System Patching Status
4.8.2 Hardware
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4.8.1 System Patching Status

GFl LanGuard shows a list of patches missing or deployed on scanned machines, including security and non-security
patches of Microsoft operating systems, Mac OS X, major Linux distributions and third-party applications. Various patch
management actions can then be taken based on the collected information.

For more information, refer to Missing Service Packs (page 155).

The table below displays a summary of the information gathered by the system patching status:

Data

Missing Service Packs and
Update Rollups

Missing Security Updates

Missing Non-Security Updates

Installed Service Packs and

Update Rollups

Installed Security Updates

GFl LanGuard

Description

. . . ® . ® .
Discovers missing Microsoft and non-Microsoft service
packs.

q .. . ® . ® .
Discovers missing Microsoft and non-Microsoft security
patches.

Discovers missing Microsoft” and non-Microsoft” patches
unrelated to security.

Lists installed Microsoft” and non-Microsoft” service
packs.

Lists installed Microsoft” and non-Microsoft” security
patches.

Ports

= TCP 139
# TCP 445
= DCOM
135

# DCOM
dynamic

= TCP 139
= TCP 445
= DCOM
135

# DCOM
dynamic

= TCP 139
= TCP 445
= DCOM
135

= DCOM
dynamic

= TCP 139
# TCP 445
= DCOM
135

= DCOM
dynamic

w TCP 139
= TCP 445
= DCOM
135

# DCOM
dynamic

Protocol

= SMB

= File and
printer sharing
= Remote
registry

= Windows
update agent

= SMB

# File and
printer sharing
= Remote
registry

#  Windows
update agent

= SMB

= File and
printer sharing
= Remote
registry

= Windows
update agent

= SMB

® File and
printer sharing
#  Remote
registry

= Windows
update agent

= SMB

= File and
printer sharing
= Remote
registry

#  Windows
update agent
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Data

Installed Non-Security

Updates

4.8.2 Hardware

Description

lated to security.

Lists installed Microsoft” and non-Microsoft” patches unre-

Ports

135

# DCOM

dynamic

» TCP 139
» TCP 445
» DCOM

Protocol

= SMB

= File and
printer sharing
#  Remote
registry

= Windows
update agent

GFI LanGuard displays a hardware audit of each scanned device. In a glance you can see the hardware specification and
a list of devices attached during scan.

For more information, refer to Hardware audit (page 158).

The table below displays a summary of the information gathered by the hardware audit.

Data

Network devices

Local drives

Processors

Motherboards

Memory details

Storage details

GFl LanGuard

Description

Lists physical and virtual network adapters.

Lists drives discovered on scanned target(s). Local drives include:

#  Hard disks
# CD/DVD drives
=  Floppy drives

Lists processors discovered during a scan.

Lists motherboards discovered during a scan.

Returns memory information of scanned target(s), including:
= Total physical memory

#  Free physical memory

#  Total virtual memory

#  Free virtual memory

Lists every storage device discovered during a scan. Storage
devices include:

#= Hard disks

#=  Virtual hard disks

#  Removable disks

=  Floppy drives

= CD/DVD drives

Ports

# TCP 139
= TCP 445
» DCOM 135
# DCOM
dynamic

e

# TCP 139
= TCP 445
# DCOM 135
# DCOM
dynamic

# TCP 139
= TCP 445
+ DCOM 135
# DCOM
dynamic

e

= TCP 139
# TCP 445
+ DCOM 135
# DCOM
dynamic

B

= TCP 139
# TCP 445
# DCOM 135
» DCOM
dynamic

= TCP 139
= TCP 445
+ DCOM 135
= DCOM
dynamic

B

Protocol

# SMB
= File and printer
sharing
= Remote registry
= WM

# SMB
= File and printer
sharing
# Remote registry
= WM

# SMB
= File and printer
sharing
# Remote registry
= WM

= SMB
#  File and printer
sharing
# Remote registry
= WM

= SMB
#  File and printer
sharing
# Remote registry
= WM

= SMB
= File and printer
sharing
# Remote registry
= WM
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Data Description Ports Protocol

Display adapters Lists video cards discovered during a scan. #» TCP 139 = SMB
# TCP 445 = File and printer
#» DCOM 135 sharing
#» DCOM = Remote registry
dynamic = WMI
USB Devices Lists all the detected USB devices that are attached to the net- »= TCP 139 = SMB
work/scan targets. # TCP 445 #=  File and printer
#» DCOM 135 sharing
#» DCOM = Remote registry
dynamic = WMI
Other devices Lists generic devices discovered during a scan, including: #» TCP 139 = SMB
% System devices/drivers # TCP 445 = File and printer
% Human Interface Devices (HID) » DCOM 135 sharing
% Mouse and keyboard # DCOM #» Remote registry
= Communication ports (Serial and Parallel) dynamic = WM

%=  Floppy disk controllers
= Hard disk controllers

4.8.3 Ports

GFl LanGuard displays a list of open ports found on the system after a scan.

Apart from detecting open ports, GFI LanGuard uses service fingerprint technology to analyze the services that are
running behind the detected open ports. With service fingerprint, GFI LanGuard can detect if malicious software is using
the detected open port.

For more information, refer to Open Ports (page 157).

The table below displays a summary of the information gathered by ports node.

Data Description Ports Protocol

Open TCP ports Checks for open TCP ports All enabled ports in the scan profile Windows sockets

Open UDP ports Checks for open UDP ports All enabled ports in the scan profile Windows sockets
4.84 Software

The software audit displays the applications, divided by categories, that are installed on scanned computers . For each
application, the audit displays details such as application name, publisher and version.

For more information, refer to Software audit (page 158).

The table below displays a summary of the information gathered by the software audit:

Data Description Ports Protocol
General applications Enumerates every application installed on the & = SMB
scan target(s). TCP 139 #  File and printer
= sharing

TCP 445 #  Remote registry

Antiphishing applications Lists antiphishing applications. = TCP = SMB
139 # File and printer
= TCP sharing
445 #  Remote registry
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Data Description

Antispyware applications Lists antispyware applications.

Antivirus applications Lists antivirus applications.

Backup applications Lists backup applications.

Data Loss Prevention Lists Data Loss Prevention applications.
Device Access Control Lists Device Access Control applications.
Disk Encryption Lists Disk Encryption applications.
Firewall applications Lists firewall applications.

Health Agent Lists system health monitoring applications.
Instant Messenger Lists Instant Messenger applications.
Patch management applications Lists patch management applications.
Peer To Peer Lists Peer to Peer (P2P) applications.
URL Filtering Lists web filtering applications.

GFl LanGuard

Ports

= TCP
139
w TCP
445

= TCP
139
= TCP
445

» TCP
139
» TCP
445

% TCP
139
% TCP
445

= TCP
139
w TCP
445

= TCP
139
= TCP
445

» TCP
139
» TCP
445

» TCP
139
» TCP
445

w TCP
139
» TCP
445

» TCP
139
= TCP
445

» TCP
139
» TCP
445

@ TCP
139
w TCP
445

Protocol

» SMB
#  File and printer
sharing
#  Remote registry

# SMB
#  File and printer
sharing
#  Remote registry

» SMB
#  File and printer
sharing
#  Remote registry

= SMB
% File and printer
sharing
®  Remote registry

» SMB
#  File and printer
sharing
#  Remote registry

# SMB
#  File and printer
sharing
#  Remote registry

» SMB
#  File and printer
sharing
#  Remote registry

= SMB
= File and printer
sharing
®»  Remote registry

» SMB
#  File and printer
sharing
#  Remote registry

= SMB
#  File and printer
sharing
#  Remote registry

» SMB
= File and printer
sharing
#  Remote registry

= SMB
% File and printer
sharing
#  Remote registry
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Data Description Ports Protocol

Virtual Machine Software Lists virtualization software detected on your net- » TCP = SMB
work. 139 #  File and printer
= TCP sharing
445 #  Remote registry
Virtual Private Network (VPN) Client Lists VPN client applications. = TCP # SMB
applications 139 #  File and printer
= TCP sharing
445 #  Remote registry
Web Browser applications Lists web browsers. = TCP = SMB
139 # File and printer
= TCP sharing
445 #  Remote registry
NOTE

For a full list of supported security applications including vendors and products, refer to
http://go.gfi.com/?pageid=security_app_fullreport

4.8.5 System Information

GFl LanGuard displays various system details of scanned machines, such as information about the operating system,
password and security policies and applications automatically launched at system startup.

For more information, refer to System Information (page 159).

The information gathered by the System Information node includes:

Data Description Ports Protocol
Shares Lists all shares discovered during a scan. Information includes: = TCP #  SMB
#  Share name 139 % File and
#  Share remark = TCP printer shar-
#  Share path 445 ing
#  Share permissions #  Remote
registry
Password policy Lists the password policy configuration. = TCP = SMB
139 = File and
= TCP printer shar-
445 ing
#  Remote
registry
Security audit Security audit policy configuration. = TCP = SMB
policy 139 #  File and
= TCP printer shar-
445 ing
#  Remote
registry
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Data

Registry

NetBIOS names

Computer

Groups

Users

Logged on users

Sessions

Services

GFl LanGuard

Description

Lists selected information from the system registry. Amongst others,
enumerated information includes:

% Registry owner

= Current build number

= Current type

= Current version

# Vendor identifier

#  Software type

Lists NetBIOS names of the scanned target(s). This node includes:

#  Workstation service

#»  Domain name

# File server services

*  Browser service elections

Lists computer identifiers including:

#  MAC address

#  Time to live

#  Network role

# QS Serial number

¥ language

#  Machine type (physical or virtual)

Lists local or domain/workgroup groups.

Lists local or domain/workgroup users.

Lists locally and remotely logged on users.

Lists the active sessions at the time of the scan.

Lists every service discovered during a scan.

Ports

= TCP
139
= TCP
445

w TCP
139
» TCP
445

= TCP
139
= TCP
445

» TCP
139
w TCP
445

= TCP
139
= TCP
445

= TCP
139
= TCP
445

» TCP
139
= TCP
445

» TCP
139
= TCP
445

Protocol

= SMB

#  File and
printer shar-
ing

#  Remote
registry

= SMB

@  File and
printer shar-
ing

#  Remote
registry

= SMB

#  File and
printer shar-
ing

#  Remote
registry

= SMB

#  File and
printer shar-
ing

#  Remote
registry

= SMB

#  File and
printer shar-
ing

#  Remote
registry

# SMB

#  File and
printer shar-
ing

=  Remote
registry

= SMB

# File and
printer shar-
ing

# Remote
registry

= SMB

#  File and
printer shar-
ing

# Remote
registry
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Data Description Ports Protocol

Processes Lists every active process discovered during a scan. = TCP = SMB
139 #  File and
= TCP printer shar-
445 ing
= Remote
registry
Remote TOD Lists the current time and uptime of the scanned target(s). » TCP = SMB
(time of day) 139 #  File and
= TCP printer shar-
445 ing
#  Remote
registry

4.9 Common Vulnerabilities and Exposures (CVE)

GFI'LanGuard is CVE certified. This topic describes how CVE certification is used in GFI LanGuard.

CVE (Common Vulnerabilities and Exposures) is a list of standardized names for vulnerabilities and other information
security exposures. Its aim is to standardize the names for all publicly known vulnerabilities and security exposures.

CVE is a dictionary which aim is to facilitate data distribution across separate vulnerability databases and security tools.
CVE makes searching for information in other databases easier and should not be considered as a vulnerability database
by itself.

CVE is a maintained through a community-wide collaborative effort known as the CVE Editorial Board. The Editorial
Board includes representatives from numerous security—related organizations such as security tool vendors, academic
institutions, and governments as well as other prominent security experts. The MITRE Corporation maintains CVE and
moderates editorial board discussions.

About CVE Compatibility

"CVE-compatible" means that a tool, Web site, database, or service uses CVE names in a way that allows it to cross—link
with other repositories that use CVE names. CVE—compatible products and services must meet the four requirements:

Compatibility Description
CVE Searchable A user must be able to search for vulnerabilities and related information using the CVE name.
CVE Output Information provided must include the related CVE name(s).

Mapping The repository owner must provide a mapping relative to a specific version of CVE, and must make a good faith
effort to ensure accuracy of that mapping.

Documentation  The organization’s standard documentation must include a description of CVE, CVE compatibility, and the details
of how its customers can use the CVE-related functionality of its product or service.

Note

For an in—depth understanding of CVE compatibility refer to the complete list of CVE requirements available at
http://go.gfi.com/?pageid=LAN_CVE_Requirements

About CVEand CAN

CVE names (also called "CVE numbers," "CVE-IDs," and "CVEs") are unique, common identifiers for publicly known
information security vulnerabilities. CVE names have "entry" or "candidate" status. Entry status indicates that the CVE
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name has been accepted to the CVE List while candidate status (also called "candidates,
"CANs") indicates that the name is under review for inclusion in the list.

Each CVE name includes the following:

bl

F

el

bl

CVE identifier number (ie. "CVE-1999-0067").
Indication of "entry" or "candidate" status.

Brief description of the security vulnerability or exposure.

Any pertinent references (i.e, vulnerability reports and advisories or OVAL-ID).

NOTE

candidate numbers," or

For an in—depth understanding of CVE names and CANs, refer to: http://go.gfi.com/?pageid=cvecert

Searching for CVE Entries

CVE entries can be searched from the Scanning profiles node within the Configuration tab.

Find bulletin: Find Find next

Search by bulletin name (e.q. M502-017) or QMumber (e.g. Q311967).

Screenshot 164 Searching for CVE information

To search for a particular CVE bulletin:

1. Specify the bulletin name (for example, CVE-2005-2126) in the search tool entry box included at the bottom of the
right pane.

2. Click on Find to start searching for your entry.

Obtaining CVE Names

CVE entry names can be obtained through the GFI LanGuard user interface from within the Scanning profiles node
within the Configuration tab. By default, the CVE ID is displayed for all the vulnerabilities that have a CVE ID.

Importing and Exporting CVE Data

CVE data can be exported through the impex command line tool. For more information, refer to Using impex.exe
(page 284).

GFl LanGuard
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5 Settings

GFl LanGuard enables you to run vulnerability scans straight out of the box — using the default settings configured prior
to shipping. If required you can also customize these settings to suit any particular vulnerability management
requirements that your organization might need. You can customize and configure various aspects of GFl LanGuard
including scan schedules, vulnerability checks, scan filters and scan profiles.

Topics in this section:

5.1 Configuring Alerting OptiONS .o o 235
5.2 Configuring Database Maintenance OptioNs .. L 236
5.3 Configuring Program Updates . ... . 240
54 LIMItNG Database Size .. ..o oL 243
54.1 Methods to avoid database lImitation 1SSUeS . ... .. o 244
5.5 Scanning Profile EAIOr « . 247
55.1 Create anew Scanning Profile 247
5.5.2 Configuring Vulnerabilities ... . 248
553 Configuring PatChes .o L 258
5.54 Configuring Network & Software Audit OptioNs ... . . 261
5.5.5 Configuring security SCaNNING OPtIONS . ... e 268
50 Ut oo 270
56,1 DINS LOOKUD - 270
56.2 TrACETOULE L. L 272
50 3 N OIS L 274
564 Enumerate CoOmMPUIETS il 275
565 EnUMerate USerS | 277
566 SNMP AUAITING <o 277
50,7 SNMIP WK 278
568 SQL Server® AUAIT . oo 280
569 Command Line Tools ... 281
5.7 SCPt DEDUG GO 286
5.7.1 Creating custom scripts USiNG VBSCIIDT ... ..ot 286
5.7.2 Creating custom scripts using Python SCripting ... .o oo L 290
5.7.3 SSH MOAUIE . 294
5.8 Configuring NetBlOS .. 299
59 Uninstalling GFl LanGuard ... 300
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5.1 Configuring Alerting Options
To configure alerting options:
1. Click Configuration tab > Alerting options.

2.Click the link in the right pane.

Alerting Options Properties
General | Notifications

d . Spedfy SMTF server and email address details for email notifications
| 4 after each scheduled scan.

To: administrator @mydomain. com
CC: manager @mydomain, com
Eram: languard @mydomain, com
Server: localhost

Port: 465

IUse S5L/TLS encrypted connection

SMTP Server reguires login

ser name: languard

Password: Ty

[ Verify Settings ]

[ ] ][ Cancel ][ Apply ]

Screenshot 165: Configuring Alerting Options

3. Key—in the parameters described below:

Option Description

To The recipient email address. Emails sent by GFI LanGuard are received by this email address.

cc Key-in another email address in this field if you need to send a copy to another email address.

From The sender email address. GFI LanGuard will use this email account to send the required emails.

Server Defines the server through which emails are routed. This can be either an FQDN (Fully Qualified Domain

Name) or an IP Address.

Port Defines the IP port through which emails are routed. Default value is 25
Use SSL/TLS encryp- Select this option if you have an SSL (Secure Sockets Layer Protocol) or TLS (Transport Layer Security Pro-
ted connection tocol) encrypted connection to send the required emails.
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Option Description

SMTP Server requires Select this option if the SMTP server requires a username and password to authenticate.
login
4. Click on the Verify Settings button to verify email settings.

5. Select Notifications and configure the following options:

Option Description

Enable daily digest Receive daily report with all changes made on the entire network. Configure the time when the
daily digest email is received.

Report format Specify the report format received by email.
Send an email on new Receive an email containing new product news.
product news

6. Click OK

5.2 Configuring Database Maintenance Options

GFl LanGuard ships with a set of database maintenance options through which you can maintain your scan results
database backend in good shape.

For example, you can improve product performance and prevent your scan results database backend from getting
excessively large by automatically deleting scan results that are older than a specific number of months.

If you are using an Access” database backend, you can also schedule database compaction. Compaction enables you to
repair any corrupted data and to delete database records marked for deletion in your database backend; ensuring the
integrity of your scan results database. The following sections provide you with information about:

» Using SQL Server as a database backend

» Managing saved scan results

B

= List scanned computers

e

» Configure advanced database maintenance options

e

» Configure database retention options

Using SQL Server” as a database backend

IMPORTANT
Itis highly recommended to use SQL Server” once product evaluation is exceeded.

To store scan results in an SQL Server” database:

1. Click Configuration tab > Database Maintenance Options > Database backend settings.
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P "

Properties @

Change Databasze | Scanned Eumputersl Saved Scan Hesultsl Hetentinnl PV

Current GF| LanGuard databaze backend settings

F % Databaze tupe: Microsaft SOL Server
< Server name: MSOLEXPRESS

Databaze name: | LMS55canBesults] 2

|lzer name: Current Windows user

Mew GFl LanGuard database backend zettings
(@) Microsoft SQL Server/SOL Server Express

Existing Server MSOLEXPRESS W

Databaze Mame: LH555canFesults12 W
Jze Windows Authentication

Microzoft Access [only recommended during evaluation]

C:\ProgramD atahGF\LanGuard 1:2%scanresulks. mdb Browsze. ..

k. ][ Cancel H Apply

Screenshot 166: SQL Server” database backend options

2.Select the MS SQL Server option and choose the SQL Server that will be hosting the database from the provided list of
servers discovered on your network.

3. Specify the SOL Server credentials or select the Use Windows Authentication option to authenticate to the SOL server
using windows account details.

4. Click OKto finalize your settings.

NOTE

If the specified server and credentials are correct, GFI LanGuard automatically logs on to your SQL Server and create
the necessary database tables. If the database tables already exist, it re—uses them.

NOTE

When using Windows Authentication credentials, make sure that GFI LanGuard services are running under an
account that has both access and administrative privileges on the SQL Server databases.

5. Click Yes to stop all current scans.
6.If the current Access database contains data, click OKto transfer all scan data to the SQL Server® database.
Managing saved scan results

Use the Saved Scan Results tab to maintain your database backend and delete saved scan results that are no longer
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required. Deletion of non-required saved scan results can be achieved manually as well as automatically through
scheduled database maintenance.

During scheduled database maintenance, GFI LanGuard automatically deletes saved scan results that are older than a
specific number of days/weeks or months. You can also configure automated database maintenance to retain only a
specific number of recent scan results for every scan target and scan profile.

P )

Properties @

| Change Database| Scanned Computers| Saved Scan Hesultsl Hetentinnl AR

E, 4 “our current GFI LanGuard license enables vou to zcan an unlimited
.‘_ nurnber of different target [P addreszes/ computers.

Mumber of different computers/P addresses scanned to date: 57

/ Computer Last scanned  Scans |z Licensed =
BERMARDOT [192.168.3.13) na1./2011 1 Tes
BERMARDSOL [192.168.3.80]  26/05/2011 2 Tes =
BERMARDSOLSRY [192.168.... 08112011 2 Tes
CLIFTEST-2003 [192168.3.16] 0812011 1 Yes
DC[192.168.3.23) na/a1./2011 1 Ves
DC1 [192.168.3.10) na/11./2011 1 Yes
EUGEMIA-TEST (192168.3.5]  0aA1./2011 2 Ves
Fax<SRY [192.168.3.109) na1/2011 1 Tes
GFI-FATCHTSTZ [192168.3....  08/A1./2011 1 Tes
GFI-RESDUAL [192168.3.124]  25/08/2011 4 Tes
GFI-RESEARCH [192.168.3.12)  25/08/2011 4 Tes
GFI-RESMON [192.168.3.128]  25/08/2011 4 Yes
GFI-RES-SP1 [192.168.3.34] 20/05/2011 A Ves -

[ Delete selected computerz) ]

[ k. H Cancel H Apply ]

Screenshot 167: Database maintenance properties: Managed saved scan results tab

To manage saved scan results:

1. Click on the Configuration tab > Database Maintenance Options > Manage saved scan results.
2.To delete saved scan results, select the particular result(s) and click Delete Scan(s).

3.To let GFI LanGuard manage database maintenance for you, select Scans generated during the last to delete scan
results, which are older than a specific number of days/weeks, or months or Scans per scan target per profile in
number of to retain only a specific number of recent scan results.

List scanned computers

GFl LanGuard maintains a global list of scanned computers for licensing purposes. Any computers in excess of what is
specified in the licensing information are not scanned.

GFI'LanGuard enables systems administrators to delete scanned computers in order to release licenses that were
previously utilized.

To delete computers previously scanned:

1. Click Configuration tab > Database Maintenance Options > Manage list of scanned computers.
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2. Select the computers to delete and click Delete selected computer(s).

IMPORTANT

Deleting computers from the database is a one—way operation that will also delete all computer related data from

the database. Once deleted, this data is no longer available.

Configure advanced database maintenance options

GFI LanGuard enables you to repair and compact the Access  database backend automatically to improve performance.

During compaction, the database files are reorganized and records that have been marked for deletion are removed. In
this way, you can regain used storage space. During this process, GFI LanGuard also repairs corrupted database backend
files. Corruption may occur for various reasons. In most cases, a Access database is corrupted when the database is
unexpectedly closed before records are saved (for example, due to a power failure, unresponsive operations forced
reboots, and so on).

P

Properties @
| Scanned Computers | Saved Scan Fesultz| Retention| Advanced Aulit

‘ ] Fleaze configure the databaze compaction options.
=

The below option iz anly available when uzing Microgoft Access az a databaze
backend. “when uzing SOL Server # MSDE as a databasze a backend pou need to
manually zet maintenance plans accaording ta your campany policies.

Compact How

D atabaze compact and repair frequency

) One time only
Mewt operation 15120011 [E> 211556 =

k. H Cancel H Apply

-

Screenshot 168: Database Maintenance properties: Advanced tab

To compact and repair a Access” database backend:

1. Click Configuration tab > Database Maintenance Options > Database maintenance plan.

2. Tomanually launch arepair and compact process on an Access" database backend, click Compact Now.

3.To automate the repair and compact process on an Access database backend select:

GFl LanGuard

5 Settings | 239



# One time only - to schedule a onetime Access database repair and compact

= Every-to execute a repair and compact process on a regular schedule.

Specify the date, time and frequency in days/weeks or months at which the compact and repair operations will be
executed on your database backend.

Configure database retention options

Database retention options enable you to keep your database clean and consistent, by configuring GFI LanGuard to
automatically delete unwanted scan results and scan history information while retaining important ones.

To configure retention settings:
1. Click Configuration tab > Database Maintenance Options > Database backend settings > Retention tab.

2. Configure the options described below:

Option Description

Keep scans generated during the last Keep scan results generated during the specified number of days/weeks/months.
Keep scans per scan target per profile number Specify the number of scan results to keep, for every scan target by every scan pro-
of file.
Never delete history Select this option if you want to keep all scan history.
Keep history for the last Keep scan history for the specified number of days/weeks/months.

3.Click OK

5.3 Configuring Program Updates

This tool enables GFl LanGuard to detect the latest vulnerabilities and maintain its scanning performance. Configure GFl
LanGuard to auto-download updates released by GFI to improve functionalities in GFI LanGuard. These updates also
include checking GFI web site for newer builds. Updates can be enabled/disabled by selecting the checkbox in the
Auto-download column.

GFI LanGuard can download all Unicode languages. This includes (but is not limited to) English, German, French, Italian,
Spanish, Arabic, Danish, Czech, Finnish, Hebrew, Hungarian, Japanese, Korean, Dutch, Norwegian, Polish, Portuguese,
Portuguese/Brazilian, Russian, Swedish, Chinese, Chinese (Taiwan), Greek, and Turkish.

The following sections provide you with information about:

= Configuring proxy settings

= Configuring auto-update options

= |nstalling program updates manually

Configuring proxy settings

To manually configure proxy server settings for Internet updates:
1. Click on Configuration tab > Program Updates.

2. From Common Tasks select Edit proxy settings.
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GFI LanGuard Proxy Settings

General |

':@ IUse this option to manually provide your proxy server settings.

v Owverride automatic proxy detection

{~ Connect directly to the Internet

—i{* Connect via a proxy server

Server: |192. 168,.11.11:3080

¥ Proxy server requires authentication:

Liser name: Iadministrator

[r—
Password: I

Mote: Patch file download, scheduled updates and some operations performed
during the scanning process need to open Internet connections,

Cancel Apply

Screenshot 169: Configuring proxy server settings

3. Select Ovenide automatic proxy detection; configure the options described below:

Option Description

Connect directly to the Inter- A direct Internet connection is available.
net
Connect via a proxy server Internet access is through a proxy server. Update the Server name and port number using this

format <server>:<port>
Proxy server requires authen- (Optional) Enter username and password if required by the proxy server.
tication
4.Click OK
Configuring auto-update options
GFl LanGuard can check for the availability of software updates at every program startup. To disable/enable this feature

1. Click on Configuration tab > Program Updates. From Common Tasks select Edit program updates options.
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P

Program Updates Options @

General

¥ Configure your default program updates options such az updates
.-h zchedule or provide an alternative download location.

Enable zcheduled updates

Becurrence patterr: | daily ~ [ab  14:50:00 s

w

@ Ewvery 1 days

() Eveny weekday

@ Download updates from the GFl Web site,
(7 Download updates from an alternative location:

[ k. ][ Cancel ][ Apply

Screenshot 170: Configure updates at application startup

2. Select/unselect Check for updates at application startup to enable/disable auto update checks at application startup.
3. Select/unselect enable scheduled updates to configure the frequency of update checks.

4. Specify whether GFI LanGuard download updates from GFl website or from an alternative location.

5.Click OK

Installing program updates manually

To start GFI LanGuard program updates manually:

1. Click on Configuration tab > Program Updates.

2. From Common Tasks click Check for updates.
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P "

" Update GFI LanGuard @

You can choose to update the application files or to download all the update files to a spedfic path used

Choose which action to do in the next step ‘ 1—;‘.
further as an alternative update location.

@) Update application files from the following location
Location

(@) GFI web site

(71 Alternative location:

(71 Download all update files from GFI web site to this path:

Browse,..

< Back Mext = l ’ Cancel

Screenshot 171: Check for Updates wizard
3. Specify the location from where the required update files will be downloaded.

4. (Optional) Change the default download path, select Download all update files... to this path to provide an alternate
download path to store all GFl LanGuard updates.

5. Click Next to proceed with the update.
6. Select the updates and click Next.

7.Click Start to start the update process.

NOTE

If having problems when downloading updates, check your firewall settings to ensure that exceptions for the URLs
used for updates are in place. For more information, refer to Gateway permissions (page 22).

5.4 Limiting Database Size

GFl LanGuard enables you to work with either Microsoft SQL Server or Microsoft SOL Server Express as database backend.

NOTE

Microsoft SOL Server Express edition is free but places limits on database size. We recommend using Microsoft SOL
Server Express for GFI LanGuard deployments managing up to 2,000 computers or devices. For larger deployments,
use Microsoft SQL Server Standard Edition which is not free but has an upper limit of 524 Petabytes.
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NOTE
If your database reaches the limit of your SQL Server Express version, you will begin to experience errors due to the
inability of the database tables to accept new data.

The following is a list with some brief information about some SQL Server Express edition versions and their size limits:
» 2008 Express -4 GB

= 2008 R2 Express- 10 GB

= 2012/2014/2016 Express- 10 GB

5.4.1 Methods to avoid database limitation issues

Upgrade database

= |f you are currently using an Access database we highly recommend upgrading to a Microsoft SQOL Server or Microsoft
SQL Server Express database.

» When you migrate your database from Access to SQL Server or SQL Server Express, GFI LanGuard automatically copies
your data to the new database so no data is lost.

Delete old scans manually or automatically
To delete manually:
1. Click Configuration tab > Database Maintenance Options.

2. Select Manage Scan Results and delete old and unneeded scans.
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{33, Auto-Uninstall Validation
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£, Patch Auto-Deployment
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Manage scan results...
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The database maintenance options enable you to perform maintenance operations on the

t% Database Maintenance

security scan results database.

k—% Database backend settings...

Configure database backend setting
Current database backend: MS Acce
Current backend path: C:\Prog

I 4 Manage list of scanned computg
Manage the list of previously scanng

(lj Manage scan results...

-/ Remove scan results from the datah
automatic database cleanup.
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r Configure automatic database clean|
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. Manage the automatic compact/repg
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Properties

| Change Database | Scanned Computers|  Saved Scan Results Fletentionl Al

S

Remove scan resulks from database or mark. scan results which should be
excluded from automatic database cleanup.

Saved scan results in database backend

Prfile

Full Scan

Target

lncalhogt

T Date Con...
10A12/2013 1458 Yes Mo

Agent.

€ T

’ Delete scan(z] ] ’

M ark. ezan(z] ag read only ]

results cleanup operations.

HOTE: Scan results marked as read only will not be removed by the database

OK.

][ Cancel ] Apply

Screenshot 172: Deleting Old Scans Manually

To delete automatically:

1. Click Configuration tab > Database Maintenance Options.

2. Select Manage Retention Policy and set the retention policy that fits your needs.
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Screenshot 173: Deleting Old Scans Automatically

Backup

To back up a Microsoft SQL Server Database use the instructions at:

http://go.gfi.com/?pageid=LAN_SQL DatabaseBackupMSDN

To clean-up your database:

1. Go to Configuration > Database Maintenance Options > Database backend settings...

2. Disconnect GFI LanGuard from the database you've backed up and you want to delete, by connecting to another
temporary database (eventually Access database ) .

3. Delete the database from the SQL Server using SQOL Server Management Studio.

4.Go to GFl LanGuard under Configuration > Database Maintenance Options > Database backend settings... and

reconnect to the SQL Server.
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P "

Properties @

Change Databasze | Scanned Eumputersl Saved Scan Hesultsl Hetentinnl PV

Current GF| LanGuard databaze backend settings

F % Databaze tupe: Microsaft SOL Server
< Server name: MSOLEXPRESS

Databaze name: | LMS55canBesults] 2

|lzer name: Current Windows user

Mew GFl LanGuard database backend zettings
(@) Microsoft SQL Server/SOL Server Express

Existing Server MSOLEXPRESS W

Databaze Mame: LH555canFesults12 W
Jze Windows Authentication

Microzoft Access [only recommended during evaluation]

C:\ProgramD atahGF\LanGuard 1:2%scanresulks. mdb Browsze. ..

k. ][ Cancel H Apply

Screenshot 174: Microsoft SQL Server/SQL Server Express Database

5.5 Scanning Profile Editor

The scanning profiles that ship with GFI LanGuard are already pre—configured to run a number of vulnerability checks
on selected target. You can however disable vulnerability scanning as well as customize the list of vulnerability checks

executed during a scan. Scans can be modified through the Scanning Profile Editor.

Topics in this section:

55.1 Create a new Scanning Profile
5.5.2 Configuring Vulnerabilities
5.5.3 Configuring Patches
5.54 Configuring Network & Software Audit options

5.5.5 Configuring security scanning options

5.5.1 Create a new Scanning Profile

The Scanning Profiles Editor enables you to create new scanning profiles. To create a new custom scanning profile:

1. Launch GFI LanGuard.
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2.Click the GFI LanGuard button and select Configuration > Scanning Profile Editor. Alternatively, press CTRL + P to
launch the Scanning Profiles Editor.

3.In Scanning Profiles Editor from Common Tasks, click New scanning profile.

A GFI LanGuard Scanning Profiles Editor = =R =
| Scanning Profiles | ©) - Discuss this version..

Profile categories: & Vulnerability Assessment Options U MNetwork & Software Audit Options * Scanner Options

¥ Complete/Combination Scans

i Vulnerahilty Assessment {1 Vulnerabilities i Patches

¥ Network & Software Audt Choose scan profile conditions,

Enable vulnerability scanning

Profiles: Group by: Type w Mame &
&\ Full Vulnerability Assessment Vulnerabilities ﬁ] *=*DISPUTED ** Cisco AS5350 105 12, 2{11)T with access control lisl =

By Full Scan (Active) @1 L& ons {1} ==DISPUTED ** Unspecified vulnerabiity in Cisco PIX 500 Series See |
& Full Scan (Slow Networks) & rFIP ﬁ] jusr flocal fombin/fpktCap_protectData in Cisco Unified Communication
£ Hardware ﬁ] A Mogic error”in Cisco I05 12.0 through 12,4, when a Multiprotocol L
£ Mail m A certain HTC update for Android 2.3.4 build GR122, when the Sense
4 Miscellaneous ﬁ] AAA authentication on Cisco systems allows attackers to execute cor
£ Mobile Devices 31] Abyss Web server Bufferoverflow
4 Registry ﬁ] AFS-Kerberos Support in Open55H Poses a Security Threat
-~ [¥ L@ Rootkit {1) Alerter service enabled
& RPC ﬁ] All 5ervers: {e)shop Online-Shop System
A Services {1) All servers: AlStats (aldisp)
4 Software ﬁ] All Servers: Abe Timmerman zml.cgi File Disdosure Yulnerability
& web ﬁ] all servers: Adcyde - build.cagi
= 5 Potential Yulnerabilities ﬂ] All Servers: Aglimpse
£ Information |7|I {7] all servers: AHGl's ‘search.cai’ Search Engine Input Validation Flaw ™
4 I 3
©) Help: L n | * | 9505 vulnerabilities

Scanning Profiles... [ Add... ] [ Edit ] [ Remove

LanGuard Scripting...

Find vulnerability: [by Name - Find Find next

1 Adding, editing or removing vulnerahilities from the above list applies the changes to all the profiles where the
*  edited vulnerabilities are selected.

Screenshot 175: The Scanning Profile Editor

4. Specify the name of the new profile and optionally select Copy all settings from an existing profile to clone settings
from an existing profile.

5. Click OK'to save settings. The new scanning profile is added under Profiles in the left pane.

5.5.2 Configuring Vulnerabilities

The Vulnerability Assessment Options tab enables you to configure which Microsoft /non-Microsoft” and Security/non-
Security updates are checked when scanning targets with the selected profile.

The following sections provide you with information about:
# Enabling vulnerability scanning

» Customizing the list of vulnerabilities to be scanned
= Customizing vulnerability checks properties

= Setting up vulnerability check conditions

Enabling vulnerability scanning

To enable vulnerability scanning:
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1. Launch GFl LanGuard.

2. Click the GFI LanGuard button and select Configuration > Scanning Profile Editor. Alternatively, press CTRL + P to
launch the Scanning Profiles Editor.

| Scanning Profiles |

Profile categories: ¢ Vulnerability Assessment Options @ Metwork & Software Audit Options
¥ Complete/Combinaticn Scans o
£ Vulnerability Assessment {4 Vulnerabilities i Patches

¥ Network & Software Audit Choose scan profile conditions,

Enable vulnerability scanning

Screenshot 176: Enabling vulnerability scanning for the selected scanning profile
3. From the Vulnerability Assessment Options tab, click Vulnerabilities sub-tab.
4. Select the scanning profile to customize from the left pane under Profiles.

5.In the right pane, select Enable Vulnerability Scanning.

NOTE

Vulnerability scanning is configured on a scan profile by scan profile basis. If in a particular profile this option is not
selected, no vulnerability tests will be performed in the security audits carried out by this scanning profile.
Customizing the list of vulnerabilities to be scanned

To specify which vulnerabilities will be enumerated and processed by a scanning profile during a security audit:

1. From Vulnerability Assessment Options tab, select the scanning profile to customize from the left pane under
Profiles.
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i a Vulnerability Assessment Options | | “ Metwork & Software Audit Options % Scanner Options

{4 Vulnerabilities i Patches

Choose scan profile conditions,

Enable vulnerability scanning

Group by: Type W Mame CVEID Security Focus ID
= [+ L@ vulnerabilities ﬁ] Abyss Web server Bufferoverflow 8062 -
- [W L@ DNS {1) AFs-Kerberos Support in OpenSSH Pos... CVE-2002-0575 4560 (]
- ¥ L@d FrP {1] Alerter service enabled
- W L Mail {1) all servers: (g)shop Online-Shop System CVE-2001-1014 3340
- [ L@ Miscellaneous {1) All servers: A1Stats (aldisp) CVE-2001-0561... 2705
- [w L Registry {1) All Servers: Abe Timmerman zml.cgi File... CWE-2001-1209 3759
- [¥ L Rootkit {1] all servers: Adcyde - build. cai CVE-2000-1161 1969
|7 {4 RPC {B All Servers: Aglimpse 2026
- [ L services {1) Al Servers: AHG's 'search.cgl Search E... CVE-2002-2113 3985
- [ L@ Software {1) Al servers: Alex Heiphetz Group EZsho... CVE-2000-1092 2109
- [ L@ web {1) Al Servers: Arts Store.coi CVE-2001-0305 2385
[ |7 {4 Potential Vulnerabiliies {B All Servers: Auktion.cai CVE-2001-0212 2367
ﬁ] All Servers: Brian Stanback bsguest.cai CVE-2001-00%9 2159
ﬂ] All Servers: Brian Stanback bslist, cgi CVE-2001-0100 2160
g] All Servers: Commerce, cgi CVE-2001-0210 2361
{B All Servers: COWS CGI Online Worldwe. .. 3915
ﬁ] All Servers: DCShop vulnerability CVE-2001-0821 2889 i
| T Y [ = PO | S SR S e
1| 1 | 4

5990 vulnerabilities
i) [ ) (e

Find vulnerability: [by Mame - Find Find next

i Adding, editing or remaving vulnerabilities from the above list applies the changes to all the profiles where the edited
= wulnerabilities are selected.

Screenshot 177: Select the vulnerability checks to be run by this scanning profile
2.In the right pane, select the vulnerability checks to execute through this scanning profile.
Customizing vulnerability checks properties

All the checks listed in the Vulnerabilities tab have specific properties that determine when the check is triggered and
what details will be enumerated during a scan.
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Edit vulnerability

General |Condiﬁuns | Description | References

Mame: Alerter service enabled

Type: Services -

05 Family: windows -

05 Version: Windows 7 Pro

Product:

Timestamp: 01f12/1997 El-

Sgverity: [{I] Medium "’]

L oK J[ Cancel H Apply ]

Screenshot 178: Vulnerability properties dialog: General tab
To change the properties of a vulnerability check:
1. Right=click on the vulnerability to customize, select Properties.

2. Customize the selected vulnerability check from the tabs described below:

Tab Description

General Use this tab to customize the general details of a vulnerability check including vulnerability check name, vulnerability
type, OS family, OS version, Product, Timestamp and Severity.

Conditions Use this tab to configure the operational parameters of this vulnerability check. These parameters will define whether
a vulnerability check is successful or not.

Description Use this tab to customize the vulnerability check description.
References Use this tab to customize references and links that lead to relevant information in the OVAL, CVE, MS Security, Secur-
ity Focus and SANS TOP 20 reports.
3. Click on OKto save your settings.
Setting up vulnerability check conditions

The Conditions tab enables you to add or customize conditions, which define whether the computer or network being
scanned is vulnerable, or not. It is therefore of paramount importance that any custom checks defined in this section are
set-up by qualified personnel that are aware of the ramifications of their actions.
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Edit vulnerability

General | Conditions |Des::ri|:ltior1 References

This vulnerability will be triggered when the below conditions are met.

(o ~] FInet (][~
B Windows NT Service TestlilE -

= = Object:
Service name: Alerter
»  Attribute: State
« Operator: equals

m

» Value: running
= Unix Inetd Test
» Ohject: 24 L 5
= Atfribute: Protocol

a  Oineratnre sviets

Description:
Performs several checks related to a spedfied MT service. &

Add || Edt || Delete || Clear | +

[ Ok ][ Cancel H Apply ]

Screenshot 179: Vulnerability conditions setup tab
To add a vulnerability check condition:

1. From Vulnerability Assessment Options tab > Vulnerabilities sub-tab, right-click a vulnerability from the list of
vulnerabilities and select Properties.

2.From the Edit vulnerability dialog, click Conditions tab >Add.
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Check properties

Step 1 of 3: Select the type of check
Spedfy what do you want to check from the list below

Chedk type:

D...

[ o

Windows Checks

Unix Checks

Solaris Checks

Linux Checks

Independent Checks

" Independent CGI Abuse Test
" Independent DNS Banner Test
" Independent Family Test

4" Independent File MD5 Test

4" Independent FTP Banner Test
" Independent HTTF Banner Test
&' Independent O3 Version Test
4 Independent POF3 Banner Test

Checdk description:

Executes a VB script and returns a boolean value,

< Back

| Next> | | Cancel

Screenshot 180: Check properties wizard - Select check type

3. Select the type of check to be configured and click Next.
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Check properties
Step 2 of 3: Define the object to examine
Set the properties of the object that must be checdked
Object properties:
Properties Values
& Seript file anon_ftp_upload.vbs E:ﬂ -
How many of the matching objects must satisfy the condition for the check to return TRUE:
at least one - ]
Description:
A value of "at least one™ means that at least one matching object must satisfy the data requirements for -
the chedk to evaluate to true. This is useful when regular expressions are used to define the object. In
such cases it is possible that more than one object matches the definition. >
< Back ] L Mext = J ’ Cancel

Screenshot 181: Check properties wizard - Define the object to examine

4. Define the object to examine and click Next.
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Check properties E

Step 3 of 3: Set the condition
Select the attribute and the desired value(s)

Attribute:
|Result v

Operator:
|eauals )

Value:

1

Description:

The result of the script execution. It can be 1 for TRUE, ar 0 for FALSE.

<Back || Finish

| [ cance

Screenshot 182: Check properties wizard - Set required conditions

5. Specify required conditions and click Finish to finalize your settings.
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Edit vulnerability E

General | Conditions |Descripﬁon | R.eﬁarak:es|

This vulnerability will be triggered when the below conditions are met.

[ano 7] FInet ) @ (-] -]

Enl:lEllt HTTP Banner Test AMD
XOR ws Metabase Test CR

Limn< RPM Info Test

Description:
Chedks the RPM header information for a given RPM package. &

-

agd [ Est | poete J[ cer | [4][ ]

o< [ concel [ apoly |

Screenshot 183: Check properties wizard - Defining conditional operators

6.f more than one condition is set up, define conditional operators and click OKto finalize your configuration settings.
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{4 Vulnerabilities i Patches

Choose scan profile conditions.

Enable vulnerability scanning

Group by: Type w

= [ L8 vulnerabilities

& Dns

& F1P

{4 Hardware

£ Mail

{4 Miscellaneous
{4 Registry

{4 Rootkit

& rRPC

{4 Services

{4 Software

ﬂ iﬁfeb

=k [ L8 Potential Vulnerabilities

SEEEEEECEEE

=
1]
=
o
b

Abyss Web server Bufferoverflow

Alerter service enabled
Al Servers: (g)shop Online-Shop System
Al Servers: AlStats (aidisp)

All Servers: Adcyde - build. cgi
All Servers: Aglimpse

All Servers: Arts Store.cai
All Servers: Auktion.cgi

JEEEEEEEEEBEEE

AFS-+erberos Support in Opens5H Poses a Securi. ..

All Servers: Abe Timmerman zml,cgi File Disclosure. ..

All Servers: AHG's 'search.cai' Search Engine Inpu...
All Servers: Alex Heiphetz Group EZShopper Direc...

CVEID

CVE-2002-0575

CVE-2001-1014

CVE-2001-0561...

CVE-2001-1209
CVE-2000-1151

CVE-2002-2113
CVE-2000-1092
CVE-2001-0305
CVE-2001-0212

CIEREHEEREEEEEE

{11

Security Focus ID
3062 >

4560 LM

3340
2705
3759
1969
2026
3985
2109
2385
2387

7599 vulnerabilities

Add...

|| Edi

Remove

Find wulnerability: [by Mame

- ] Find

Screenshot 184: Advanced vulnerability options

Find next

7. (Optional) Click Advanced in the Vulnerabilities tab to launch the advanced vulnerabilities scanning options.
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Advanced Vulnerabilities Properties ==

General

Spedfy advanced vulnerabilities options.
=

[=] Vulnerability Scan Options
[=] Internal checks
Weak passwords
FTP anonymous access allowed
Administrator account exists

(CANCANCANLA

Isers that never logged on
Mew wvulnerabilities are enabled by default Yes
Show vulnerabiliies with errars during evaluatio Mo
[=] CGI Probing Settings
[=] Send CGI request through proxy Mo
Prowy IP address
Proxy port

[ ok | [ Cancel &pply

Screenshot 185: Advanced vulnerability scanning dialogs
The options in Advanced Vulnerabilities Options are used to:

= Configure extended vulnerability scanning features that check your target computers for weak passwords, anonym-
ous FTP access, and unused user accounts.

# Configure how GFI LanGuard handles newly created vulnerability checks.

= Configure GFl LanGuard to send CGl requests through a specific proxy server. This is mandatory when CGl requests
will be sent from a computer that is behind a firewall to a target web server that is ‘outside’ the firewall. For example,
Web servers on a DMZ.

The firewall will generally block all the CGl requests that are directly sent by GFI LanGuard to a target computer that is in
front of the firewall. To avoid this, set the Send CGI requests through proxy option to Yes'and specify the name/IP
address of your proxy server and the commmunication port which will be used to convey the CGl request to the target.

5.5.3 Configuring Patches

The Patches tab specifies the security updates checked during vulnerability scanning. The patches checked are
selected from the complete list of supported software updates, included in this tab. This list is automatically updated
whenever GFl releases a new GFI LanGuard missing patch definition file.

The following sections contain information about:
# Enabling/disabling missing patch detection checks

= Customizing the list of software patchesto scan
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# Searching for Bulletin Information

Enabling/disabling missing patch detection checks

2 GFILanGuard Scanning Profiles Editor = ===
| Scanning Profiles | ©) - Discuss this version...

Profile categories: ¢ Vulnerability Assessment Options | g Network & Software Audit Options % Scanner Options

¥ Complete/Combination Scans

B Vulnerability Asssssment £ Vulnerabilities i Patches

¥ Network & Software Audit Choose scan profile conditions.

Detect installed and missing software updates and service packs

Profiles- Software updates to check for:
.h Group by: Severity w Bulletin ID Severity QMumber Date posted +  Title
By Full Scan (Active) Eh [v L All Patches @ GC_19.0_1084 45  Critical GC_19_0_1.. 2012405-15 |-
By Full Scan (Slow Networks) [¥ [in Critical & HT1222 Important HT1222 2012-05-15 il |
[¥ [ Important &) OPERA1154 Critical OPERA1164  2012-05-10 i
[¥ [ Moderate & sFRs17 Important SFR517 2012-05-09 )
[V [ Low & APSB12-13 Critical APSB12-13 2012-05-08 |
[¥ [ Undefined & APSB12-13 Critical APSB12-13 2012-05-08 |
& M512-021 Important 2645410 2012-05-08 :
& M512-029 Critical 2596380 2012-05-08 !
& M512-029 Critical 2596917 2012-05-08 !
& M512-029 Important 2593332 2012-05-08 :
& M512-030 Important 2553371 2012-05-08 :
& M512-030 Important 2553371 2012-05-08 :
261 ACINE [v] & Ms12-030 Important 2596842 2012-05-08 .52
Rename... < | 1 I 1 | r
Delate...
File: lanss_11_patchmngmt.mdb; Version: 140; Last updated on: 21/05/2012 14:13:15
©) Help- 15162 patches
Scanning Profiles ... Find update: — —

LanGuard Seripting...
Search by bulletin ID (e.g. M312-001) or QNumber (e.g. Q2544615).

Screenshot 186: Scanning Profiles properties: Patches tab options
To enable missing patch detection checks in a particular scanning profile:
1. Launch GFI LanGuard.

2. Click the GFI LanGuard button and select Configuration > Scanning Profile Editor. Alternatively, press CTRL + P to
launch the Scanning Profiles Editor.

3. From the Vulnerability Assessment Options tab, click Patches sub—tab.
4. Select the scanning profile that you wish to customize from the left pane under Profiles.

5.In the right pane, select Detect installed and missing service packs/patches option.

NOTE

Missing patch scanning parameters are configurable on a scan profile by scan profile basis. Make sure to enable
missing patch scanning in all profiles where missing patch scanning is required.

Customizing the list of software patches to scan
To specify which missing security updates will be enumerated and processed by a scanning profile:
1. From the Vulnerability Assessment Options tab, click Patches sub-tab

2.Select the scanning profile to customize from the left pane under Profiles.
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Bulletin names

90090090000 QOQ9QoQao

SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5
SeaMonkey 2.5

Severity
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical
Critical

QMumber

Date posted

SeaMonkey...
SeaMaonkey...
SeaMonkey...
SeaMonkey...
SeaMonkey...
SeaMaonkey...
SeaMonkey...
SeaMonkey...
SeaMonkey...
SeaMaonkey...
SeaMonkey...
SeaMonkey...
SeaMonkey...
SeaMaonkey...
SeaMonkey...
SeaMonkey...
SeaMonkey...
SeaMaonkey...

*HEEEEEEEEEEEEEEEEE

Screenshot 187: Select the missing patches to enumerate

3.In the right pane, select/unselect which missing patches are enumerated by this scanning profile.

Searching for Bulletin Information

Find bulletin;

Find

2011-11-22
2011-11-22
2011-11-22
2011-11-22
2011-11-22
2011-11-22
2011-11-22
2011-11-22
2011-11-22
2011-11-22
2011-11-22
2011-11-22
2011-11-22
2011-11-22
2011-11-22
2011-11-22
2011-11-22
2011-11-22

Search by bulletin name (e.q. M502-017) or QMumber (e.g. Q311967).

Screenshot 188: Searching for bulletin information

To search for a particular bulletin:

Title
Mozillz =
Mogzill| |
Maozillz
Moizillz
Mozillz
Maozillz
Maozillz
Moizillz
Mozillz
Maozillz
Maozillz
Moizillz
Mozillz
Maozillz
Maozillz
Moizillz
Mozillz

Mazillz ™
2

Find next

1. From Vulnerability Assessment Options > Vulnerabilities > Find bulletin, specify the bulletin name (example: MS02-
017) or ONumber (example: Q311987), in the search tool entry box included at the bottom of the right pane.

2. Click Find to search for your entry.
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Bulletin Info =

Bulletin

Bulletin ID: MS09-014 QMumber: 963027

Date: 2009-04-14 Severity: Critical

Title: Cumulative Security Update for Internet Explorer 5.01 Service Pack 4 (KBE963027)

Description: Security issues have been identified that could allow an attacker to compromise a system that is running
Microsoft Internet Explorer and gain control aver it. You can help protect your system by installing this
update from Microsoft. After you install this item, you may have to restart your computer.

Applies To: Windows 2000

LRL: http: /fgo.microsoft. com /fwlink ALinkld=1456659

Screenshot 189: Extended bulletin information

5.5.4 Configuring Network & Software Audit options

The scanning profiles that ship with GFI LanGuard are already pre—configured to run a number of network and software
audit checks on selected target. You can however disable scanning as well as customize the list of network and software
audits executed during a scan.

This section contains information about:

= Configuring TCP/UDP port scanning options
#» Configuring System Information options

» Configuring Device scanning options

= Configuring Applications scanning options
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Configuring TCP/UDP port scanning options

2 GFI LanGuard Scanning Profiles Editar

| Scanning Profiles |

(= fo- =

©) - Discuss this version...

Profile categories: 4§ Vulnerability Assessment Options (g Network & Software Audit Options ‘ % Scanner Options
¥ Complete/Combination Scans
¥ Vulnerability Assessment

TCF Ports |UDPPorts System Information  Devices  Applications

¥ Network & Software Audit Choose scan profile conditions.
Enable TCP Port Scanning
Ports = Description
'l'i — ; - e i TCP Port Service Multiplexer =
.ﬂ Full Scan {Active) e 2 Compressnet Management Utility, If this service is not installed beware could be trojan: Death LN
'n Full Scan (Slow Networks) e 3 Compressnet Compression Process
e 5 Remote Job Entry, If this service is not installed beware could be trojan: yoyo
e 7 Echo
e 11 Active Users, If this service is not installed beware could be trojan: Skun
@ = DAYTIME - (RFC 867)
@ v Quote of the Day
e 18 Message Send Protocol, If this service is not installed beware could be trojan: Skun
@ © Character Generator
Common Tasks: e 20 FTP - data, If this service is not installed beware could be trojan: Amanda
[~ i FTF - control (command)
New scanning profils... =2 Secure Shell (55H)
Set Active e 23 Telnet protocol - unencrypted text communications
% @ = Simple Mail Transfer Protocol (SMTF)
- e 35 Any private printer server protocol i
@) Help: | il I r

Scanning Profiles...

LanGuard Scripting...

‘ y If you add, edit or remove a port, the changes wil be applied to all the profiles,

Screenshot 190: Scanning Profiles properties: TCP Ports tab options

Option Description

Enabling/disabling TCP Port scanning

Configuring the list of TCP ports to be
scanned

Customizing the list TCP ports

NOTE

To enable TCP Port Scanning in a particular scanning profile:

1. From the Network & Security Audit Options tab, click TCP Ports sub—tab.

2. Select the scanning profile that you wish to customize from the left pane under
Profiles.

3. Select Enable TCP Port Scanning option.

To configure which TCP ports will be processed by a scanning profile:

1. From Network & Security Audit Options tab, click TCP Ports sub—tab.
2. Select scanning profile to customize from the left pane under Profiles.
3. Select TCP ports to analyze with this scanning profile.

1. From the Network & Security Audit Options tab, click TCP Ports sub—tab.

2. Select the scanning profile that you wish to customize from the left pane under
Profiles.

3. Customize the list of TCP Ports through Add, Edit or Remove.

The list of supported TCP/UDP Ports is common for all profiles. Deleting a port from the list will make it unavailable

for all scanning profiles
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Configuring System Information options

# GFILanGuard Scanning Profiles Editor =N = ==
| Scanning Profiles | ©) - Discuss this version...
Profile categories: & Vulnerability Assessment Options & Network & Software Audit Options * Scanner Options

¥ Complete/Combination Scans
¥ Vulnerability Assessment

TCPPorts UDPPorts  System Information | Devices  Applications

¥ Network & Software Audit Choose scan profile conditions.

-] Windows System Information E

Refrieve basic OF information by SMB Yes

= Request server information Yes

.ﬂ Full Scan IEAc:tive} Identify PDC (Primary Domain Controller) Ma

.ﬁ Full Scan (Slow Networks) Identify BDC (Backup Domain Controller) Ma

Enumerate trusted domains Mo

-| Enumerate shares Mo

Display admin shares Yes

Display hidden shares Yes

Erumerate local users Mo
Enumerate groups Mo ]

-] Enumerate loaged on users Ma

Common Tasks: Enumerate users logged on locally Yes

MNew scanning profile... Enumerate users logged on remotely Yes

Set Active Enumerate disk drives Mo

Rename. . Request remote time of day Yes

Delete... Reguest information from remote registry Yes

Enumerate services Mo

t_)) Help: Ernumerate sessions Mo
Nand mommned malisian Rin IE‘

Scanning Profiles...
LanGuard Scripting...

Screenshot 191: Scanning Profiles properties: System Information tab options

To specify what System Information is enumerated by a particular scanning profile:

1. From the Network & Security Audit Options tab, click System Information sub-tab.

2. Select the scanning profile that you wish to customize from the left pane under Profiles.

3. From the right pane, expand the Windows System Information group or Linux System Information group
accordingly.

4. Select which Windows/Linux OS information is retrieved by the security scanner from scanned targets.

For example, to enumerate administrative shares in scan results, expand the Enumerate shares option and set the
Display admin shares option to 'Yes.

Configuring Device scanning options

Use the Devices tab to enumerate network devices. Together with device enumeration, you can further configure GFI
LanGuard to generate high security vulnerability alerts whenever a USB or Network device is detected.

This is achieved by compiling a list of unauthorized/blacklisted Network and USB devices that you want to be alerted.
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4 GFILanGuard Scanning Profiles Editor ===

| Scanning Profiles | @) - Discuss this version. .

Profile categories: g Vulnerability Assessment Options g Metwork & Software Audit Options ‘ % Scanner Options
¥ Complete,/Combination Scans
B Vulnerability Assessment

£¥ Network & Softwars Audi Choose scan profile conditions,

TCPPorts UDPPorts  System Information  Devices | Applications

Enable scanning for hardware devices on target computer(s)

Profiles: 0 Network Devices USB Devices |

ﬁ Full Vulnerability Assessment Configure which USE devices you want to mark as dangerous and which you want to have ignored in your scan
&y Full Scan (Active) results. Devices which will be marked as dangerous will have a high security vulnerability notification in the scan
% Full Scan {Slow Networks) results, Devices which are on the ignare list will not be listed or saved to the database.

Create a high security vulnerability for USE devices which name contains:
ipﬂd -
iPad
iPhone

Common Tasks:

Ignore (Do not listfsave to db) devices which name contains:
MNew scanning profile...

Set Active
Bename ...
Delete...

©) Help:

Scanning Profiles...
LanGuard Seripting...

Screenshot 192: The network devices configuration page

GFl LanGuard can also exclude from the scanning process specific USB devices that you consider safe. Such devices can
be a USB mouse or keyboard. This is achieved through a safe/white list of USB devices to ignored during scanning.

Similarly you can create a separate scanning profile that enumerates only Bluetooth dongles and wireless NIC cards
connected to your target computers. In this case however, you must specify ‘Bluetooth’ and ‘Wireless' or ‘WiFi'in the
unauthorized network and USB lists of your scanning profile.

All the device scanning configuration options are accessible through the two sub-tabs contained in the devices
configuration page. These are the Network Devices tab and the USB Devices tab.

Use the Network Devices sub—tab to configure the attached network devices scanning options and blacklisted
(unauthorized)/white-listed (safe) devices lists.

Use the USB Devices sub—tab to configure the attached USB devices scanning options and unauthorized/safe devices
lists.

Option Description

Enabling/disabling To enable network device (including USB device) scanning in a particular scanning profile:

checks for all 1. From the Network & Security Audit Options tab, click Devices sub-tab.
installed network 2. Click Network Devices tab.
devices 3. Select the scanning profile to customize from the left pane under Profiles.

4. From the right pane, select Enable scanning for hardware devices on target computer(s).

NOTE

Network device scanning is configurable on a scan profile by scan profile basis. Make sure to enable
network device scanning in all profiles where this is required.
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Option Description

Compiling a net- To compile a network device blacklist/white-list for a scanning profile:
work device black- 1. From the Network & Security Audit Options tab, click Devices sub—tab.
list/white-list 2. Click Network Devices tab.

3. Select the scanning profile to customize from the left pane under Profiles.

4.In the right pane: to create a network device blacklist, specify which devices you want to classify as high
security vulnerabilities in the space provided under Create a high security vulnerability for network devices
which name contains.

For example, if you enter the word ‘wireless’ you will be notified through a high security vulnerability alert
when a device whose name contains the word ‘wireless’ is detected. To create a network device white-list,
specify which devices you want to ignore during network vulnerability scanning in the space provided under
Ignore (Do not list/save to db) devices which name contains.

NOTE

Only include one network device name per line.

Configuring From the Network Devices tab, you can also specify the type of network devices checked by this scanning
advanced network profile and reported in the scan results. These include ‘wired network devices', ‘wireless network devices),
device scanning ‘software enumerated network devices' and 'virtual network devices'. To specify which network devices to
options enumerate in the scan results:

1. From the Network & Security Audit Options tab, click Devices sub-tab.

2. Click on the Network Devices tab (opens by default).

3. Select the scanning profile that you wish to customize from the left pane under Profiles.
4. Click Advanced at the bottom of the page.

5. Set the required options to Yes. Click OK to finalize your settings.

Scanning for USB To compile a list of unauthorized/unsafe USB devices:

devices 1. From the Network & Security Audit Options tab, click the Devices sub-tab.
2. Click USB Devices tab.
3. Select the scanning profile that you wish to customize from the left pane under Profiles.
4. In the right pane. specify which devices you want to classify as high security vulnerabilities in the space
provided under Create high security vulnerability for USB devices which name contains:
For example, if you enter the word ‘iPod’, you will be notified through a high security vulnerability alert when
a USB device whose name contains the word ‘iPod" is detected.
To create a USB device white-list, specify which USB devices you want to ignore during network vulnerability
scanning in the space provided under Ignore (Do not list/save to db) devices which name contains.

NOTE

Only include one USB device name per line.

Configuring Applications scanning options

The Applications tab enables you to specify which applications will trigger an alert during a scan.
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% GFILanGuard Scanning Profiles Editor |- S

| Scanning Profiles | @) - Discuss this version. .
Profile categories: g Vulnerability Assessment Options gy Metwork & Software Audit Options ‘ * Scanner Options
¥ Complete/Combination Scans
¥ Vulnerabilty Assessment TCPPorts UDPPorts  System Information  Devices  Applications |
£¥ Network & Softwars Audi Choose scan profile conditions.

Enable scanning for installed applications on target computer(s)

Profiles: Unauthorized Applications | Advanced Options

] Full Vulnerability Assessment Specify which installed applications are authorized jun-authorized and which you do not need to be notified about.,
By Full Scan (Active)

% Full Scan (Slow Networks) MOTE: When an application is not authorized a high security vulnerability warning will be generated.
Specfy which applications are authorized to be installed:

() Only the applications in the list below

@) All applications except the ones in the list below

Application name & Version Publisher
i) Application 1
L) Application 2 V1.0 Publisher A
Common Tasks: iy Application 3 V2.0 Publisher B
MNew scanning profile...
Set Active Add... ] ’ Edit... ] ’ Remove
Bename ...
Delete... Ignore (Do not list/save to db) applications in the list below:
Application name Version Publisher
©) Help:

Scanning Profiles...

LanGuard Scripting... )
e Edit... Remaove

Screenshot 193: The applications configuration page

Through this tab, you can also configure GFI LanGuard to detect and report unauthorized software installed on scanned
targets and to generate high security vulnerability alerts whenever such software is detected.

Option Description

Scanning installed By default,GFI LanGuard also supports integration with particular security applications. These include various
applications antivirus and antispyware software.
During security scanning, GFI LanGuard checks the correct configuration of virus scanner(s) or antispyware
software and that the respective definition files are up to date.
Application scanning is configurable on a scan profile by scan profile basis and all the configuration options
are accessible through the two sub-tabs contained in the Applications tab. These are the Unauthorized
Applications sub—tab and the Advanced Options sub—tab.

Enabling/disabling To enable installed applications scanning in a particular scanning profile:
checks for installed 1. From the Network & Security Audit Options tab, click on the Applications sub—tab.
applications 2. Click on the Unauthorized Applications sub—tab.
3. Select the scanning profile that you wish to customize from the left pane under Profiles.
4. Select the Enable scanning for installed applications on target computer(s) checkbox.

NOTE

Installed applications scanning are configurable on a scan profile by scan profile basis. Make sure to enable
installed applications scanning in all profiles where this is required.
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Option Description

Compiling To compile installed applications blacklist/white-list:

installed applic- 1. From the Network & Security Audit Options tab, click Applications sub—tab.
ations black- 2. Select Unauthorized Applications sub—tab.

list/white-list 3. Select the scanning profile to customize from the left pane under Profiles.

4. From the right pane, select Enable scanning for installed applications on target computer(s) checkbox.

5. Specify the applications that are authorized for installation. Select from:

#  Only the applications in the list below - Specify names of applications that are authorized for installation.
These applications will be ignored during a security scan

# All applications except the ones in the list below - Specify the names of the applications that are unau-
thorized for installation. Applications not in this list will be ignored during a security scan.

6. In the Ignore (Do not list/save to db) applications from the list below options key in applications by clicking
Add. Any application listed is white-listed.

NOTE

Include only one application name per line.

Advanced applic- GFI LanGuard ships with a default list of antivirus and antispyware applications that can be checked during
ation scanning security scanning.
options The Advanced Options tab enables you to configure when GFI LanGuard will generate high security

vulnerability alerts if it detects certain configurations of a security application.
Alerts are generated when:

#  No antivirus, antispyware or firewall is detected

# A fake antivirus or antispyware is detected

#  Antivirus or antispyware definitions are not up to date

#=  Antivirus or antispyware real-time monitoring is turned off

#  Antivirus or antispyware product is expired

#*  Antivirus or antispyware product detects malware on the scanned computer(s)
# Firewall is disabled

# HTTP/FTP timeout when checking for product updates on remote sites. This option generates an alert if
the number of seconds defined for timeout is exceeded.

Enabling/disabling To enable checks for installed security applications in a particular scanning profile:
checks for security 1. From the Network & Security Audit Options tab, click on the Applications sub—tab.
applications 2. Click on the Advanced Options tab.

3. Select the scanning profile that you wish to customize from the left pane under Profiles.

4. Select Enable scanning for installed applications on target computer(s) checkbox.

5. (Agent-less scans) Select Enable full security applications audit for agent-less scans checkbox.

NOTE

1. Agent-less scans temporarily runs a small service on the remote computers in order to retrieve the
relevant information.

2. Security applications scanning are configurable on a scan profile by scan profile basis. Make sure to
enable security applications scanning in all profiles where this is required.

3. The number of supported security applications is constantly updated. Click the link available in order to
get the latest version of the list. Configuring security applications — advanced options.

To configure alerting triggers for installed security applications in a particular scanning profile:

1. From Network & Security Audit Options tab, click Applications sub—tab.

2. Click Advanced Options tab.

3. Select the scanning profile that you wish to customize from the left pane under Profiles.

4. Select Enable scanning for installed applications on target computer(s) checkbox.

5. (Agent-less scans) Select Enable full security applications audit for agent-less scans checkbox.

6. From the bottom-right pane, select the trigger you want to configure and choose between Yes or No from
the drop down menu next to the respective alert trigger.

NOTE

Security applications scanning are configurable on a scan profile by scan profile basis. Make sure to enable
security applications scanning in all profiles where this is required.
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5.5.5 Configuring security scanning options

Use Scanner Options tab to configure the operational parameters of the security-scanning engine. These parameters
are configurable on a scan profile by scan profile basis and define how the scanning engine will perform target
discovery and OS Data querying.

# GFILanGuard Scanning Profiles Editor =N =R ==
| Scanning Profiles | ©) - Discuss this version...
Profile categories: @ Vulnerability Assessment Options g MNetwork & Software Audit Options % Scanner Options
I¥ Complete/Combination Scans
£ Vunerability Assessment Specify network discovery and other parameters on how the scanner is to discover machines and output debug information.
¥ Network & Software Audit
[=] Network Discovery Methods =
MetBIOS gueries ‘fes
SMMP gueries fes
- Ping sweep fes
& Full Scan (Active) Custom TCP discovery (e.g. 21, 25, 30)
Ry Full Sean (Slow Networks) [=] Network Discovery Options
Scanning delay (default 100 ms) 100
Metwork discovery query responses timeout (default 500 ms) 500
Mumber of retries (default 1) 1
Include non-responsive computers Mo
Perform a TCP port probing in order to detect mobile devices Mo
[=] Network Scanner Options
Scanning threads count 3
Common Tasks: [=] NetBIOS Query Options |
Mew scanning profile.... Scope ID .
- [=] SNMP Query Options
Szt Active Load SNMP enterprise numbers Yes
Rename ..
Delete. . Community strings {e.g. public, private) public, private
[-] Global Port Query Options
@) Help: TCP port scan query timeout (default 1500 ms) 1500
UDP port scan guery timeout (default 600 ms) 600 p—
Scanning Profiles... -

LanGuard Scripting...

Screenshot 194: Scanning Profiles properties: Scanner Options tab

Configurable options include timeouts, types of queries to run during target discovery, number of scanning threads
count, SNMP scopes for queries and more.

IMPORTANT

Configure these parameters with extreme care! An incorrect configuration can affect the security scanning
performance of GFl LanGuard.

To configure scanner options:

1. From Scanning Profile Editor > Profile categories, select the category that contains the scanning profile you want to
edit (example: Complete/Combination Scans).

2. From the Profiles section, select the scanning profile you want to edit (example: Full Vulnerability Assessment).
3.From the right pane, click Scanner Options.

4. Configure the following parameters that determine the scanning behavior of GFl LanGuard:
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Parameter Description

Network Discovery Methods

NetBIOS queries Enable/disable the use of NetBios queries to discover network devices.

SNMP queries Enable/disable the use of SNMP queries to discover network devices.

Ping sweep Enable/disable the use of Ping sweeps to discover network devices.

Custom TCP discovery Discover online machines by querying for the specified open TCP ports.

Network Discovery Options

Scanning delay Key in the time interval (in milliseconds) between one scan and another.

Network discovery query Amount of time in milliseconds the security scanner will wait before timing out when performing a

responses timeout machine discovery query (NetBIOS/SNMP/Ping).

Number of retries Number of times security scanner will retry to connect to a non-responsive machine before skipping
it.

Include non-responsive Run scans on all the PCs regardless of whether they are detected as being online or not.

computers

Perform a TCP port prob- Perform a TCP port probing in order to detect mobile devices using known ports.

ing in order to detect

mobile devices

Network Scanner Options

Scanning threads count Key in the number of scan threads that can run simultaneously.

NetBIOS Query Options

Scope ID Used for NetBIOS environments requiring a specific scope ID in order to allow querying.

SNMP Query Options

Load SNMP enterprise num-  Specifies whether security scanner should use the OID (Object Identifier database) containing ID to

bers Vendor map to identify the various types of devices.

Community strings Specifies whether security scanner should use the specified community string for SNMP server detec-

tion and information retrieval.

Global Port Query Options

TCP port scan query Amount of time in milliseconds security scanner will wait during a TCP port scan before timing out

timeout and moving on to scan the next port.

UDP port scan query Amount of time in milliseconds security scanner will wait during a UDP port scan before timing out

timeout and moving on to scan the next port.

WMI Options

WMI timeout Amount of time in milliseconds security scanner will wait for a reply from the remote WMI server
before timing out and moving on to the next scan item.

SSH Options

SSH timeout Amount of time in milliseconds security scanner will wait for a SSH script to return before timing out
and moving on to the next scan item.

Alternative SSH port Alternative SSH ports to use when the default port 22 is unreachable.

Scanner activity window
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Parameter Description

Type of scanner activity out- Activity progress modes: simple (basic progress - start / stop of operations), or verbose (more
put detailed information on process flow).

Display received packets Output TCP packets in raw format as they were received by security scanner.

Display sent packets Output TCP packets in raw format as they were sent by security scanner.

OS Information Retrieval Options

Create custom share if If administrative shares are disabled the scanner will temporarily create a custom hidden share of the
administrative privileges form <random GUID>S. The share is used to retrieve data that helps identifying vulnerabilities and
are disabled missing patches.

Start remote registry If the remote registry service is stopped on the scanned machine, enable this option to temporarily

open it during the security scanning.

5.6 Utilities

GFl LanGuard provides you with a set of network utilities that enable you to monitor network activity, gather network
information and audit network devices.

Topics in this section:

56 DNS LOOKUD . . 270
562 TIACEIOUTE ... L 272
50 3 WO 274
564 Enumerate COMPULETS .. ..ot e e e et e e e e e 275
56.5 ENUMEIate USerS Lo et 277
566 SNMP AUAIING <L 277
5.7 SNMIP WalK L 278
568 SQL Server® AUAIT .o 280
569 Command LiNe TOOIS .. ... 281

5.6.1 DNS Lookup

DNS lookup resolves domain names into the corresponding IP address and retrieves particular information from the
target domain (for example, MX record, etc.).

To resolve a domain/host name:
1. Launch GFI LanGuard.
2. Click Utilities tab and select DNS Lookup in the left pane under Tools.

3. Specify the hostname to resolve in Hostname/IP to resolve.
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@) GFI LanGuard ===

» e | = Dashboard Scan Remediate Activity Monitor Reports Configuration | Utilities #) - Discuss this version.._

Tools: Huoztrame/ P to regsabse: afi.com - Retrieve ] [ Optiohs ]
»
a Traceroute . ] 1439
a5 Whis Starting DMS Lookup Fiequest for gfi.com: 14:353:19
ap Enumerate Computers
« Enumerate Users Performing DNS Lookup operation through DHN5 Server 192.168.2.1
@ SNMP Audit Resolving host gfi.com ...
% SNMP Walk Pleaze wait..
@ SGL Server Audt B asic information results:
A 21B.134.217.18 [gfi.com)
MS5: ns1.gfi.com
MS: ns2 gfi.com
A 21B.134.217.110 [ne.gfi.com)
Credentials:

) . MX Records results:
Autherticate using: b Priority: 10, WX Server: gfi.com.pri-mx.nal108 smtproutes. com
[Currentry logged on user - M Pririty: 30, M Server: gfi com.bak-me nal1 08 smbpbak, com
MS: ns2 gfi.com
SEMmame MS: el gfi.com
&: 216134217110 [ns1. gfi.com)

Completed DMS Lookup Request for gfi.com: 14:33:20
Remember credentials

Use per computer credentials

Screenshot 195: DNS Lookup tool

4.Under Common Tasks in the left pane, click on Edit DNS Lookup options or click Options on the right pane and
specify the information described below:

Option Description

Basic Retrieve the host name and the relative IP address.
Information
Host Retrieve HINFO details. The host information (known as HINFO) generally includes target computer information such

Information as hardware specifications and OS details.

Aliases Retrieve information on the ‘A Records’ configured on the target domain.
MX Enumerate all the mail servers and the order (i.e. priority) in which they receive and process emails for the target
Records domain.

NS Records Specify the ‘'name-servers' that are authoritative for a particular domain or sub domain.

NOTE
Some DNS entries do not contain certain information for security reasons.
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DNS Lookup Options
General

% Spedfy DNS Lookup information to be retrieved and the DNS server to be

used

Retrieve the following information:
Basic information Host information Aliases

M¥ Records NS Records

DMS Server(s) to query:

@ Use default DNS server
() Use alternative DNS server(s)

Add

Remowve

[ ok || Cancel |[ ppy

Screenshot 196: DNS Lookup tool options

5. (Optional) Specify the alternative DNS server that will be queried by the DNS Lookup tool or leave as default to use the
default DNS server,

6. Click Retrieve to start the process.

5.6.2 Traceroute

Traceroute identifies the path that GFI LanGuard followed to reach a target computer.
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Screenshot 197: Traceroute tool

To use the Traceroute tool:

1.Launch GFl LanGuard.

2. Click Utilities tab and select Traceroute in the left pane under Tools.
3.In the Trace (domain/IP/name), specify the name/IP or domain to reach.

4. (Optional) Under Common Tasks in the left pane, click on Edit Traceroute options or click Options on the right pane
to change the default options.

5. Click on the Traceroute button to start the tracing process.

Traceroute will break down, the path taken to a target computer into 'hops’. A hop indicates a stage and represents a
computer that was traversed during the process.

The information enumerated by this tool includes the IP of traversed computers, the number of times that a computer
was traversed and the time taken to reach the respective computer. An icon is also included next to each hop. This icon
indicates the state of that particular hop. The icons used in this tool include:

Icon Description

v Indicates a successful hop taken within normal parameters.
Indicates a successful hop, but time required was quite long.
Indicates a successful hop, but the time required was too long.

Indicates that the hop was timed out (> 1000ms).
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5.6.3 Whois

Whois looks up information on a particular domain or IP address.

#) GFI LanGuard

Authenticate using:

|Cun'enﬂy logged on user -

Remember credertials

| Use per computer credentials

(=1 Nl

Utilities ¥ - Discuss this version.._

Whois Server. whoiz.godaddy.com
Referral URL: http://regiztrar.godaddy.com
Mame Server: MS1.GFI.COM
Mame Server: M52 GFI.COM
Statug: clientDeleteProhibited
Status: clientRenewProhibited
Statuz: clientT ransferProhibited
Statug: clientlpdateProhibited
Updated Date: 08-jun-2011
Creation Date: 03-aug-1995
Expiration [ ate: 02-aug-2020

»»» Last update of whois database: Tue, 22 May 2012124050 UTC <4<

MOTICE: The expiration date displayed in thiz record is the date the
registrar's sponzorship of the domain name registration in the registny iz
cumrently set to expire. Thiz date does not necessaly reflect the expiration
date of the domain name registrant’s agreement with the sponsaoring
registrar. Users may conzult the sponsoring registrar's Whoig databage to
wiew the registrar's reported date of expiration for this registration.

TERMS OF USE: You are not authorized to access or queny our whois
databaze through the uze of electronic processes that are high-volume and

>« | Dashboard Scan Remediate Activity Monitor Reports Configuration
Teaols: Query [domain/IP address/name): gfi.com - Fietrieve l | Opticrs
2 DNS Lookup
» Ti ut
; e Starting 'whoiz operation for: gfi.com
% Enumerate Computers
% Enumerate Users
» SNMP Audit Whoiz Server Yersion 2.0
k!
W SNMP Walk : Diomain names in the .com and .net domaing can now be registered
¥ SGL Server Aud with mary different competing registrars. Go to httpeAAwmeintemic. net
for detailed infarmation.
Darnain Mame: GFLCOM
Fiegistrar: GODADDY COM, LLC
Credentials:

m

Screenshot 198: Whois tool

1. Launch GFl LanGuard.

2. Click Utilities tab and select Whois in the left pane under Tools.

3.In Query (domain/IP/name) menu, specify the name/IP or domain to reach.

4. (Optional) From Common Tasks in the left pane, click Edit Whois options or Options on the right pane to change

the default options.

5. Click Retrieve to start the process.
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5.6.4 Enumerate Computers

¥ GFI LanGuard =8 E=E =
| =4 o - Dazhboard Scan Remediate Activity Monitor Reports Configuration Utilities %) - Discuss this version...
¥ P g9
Tools: Enumerate computers in domain: " WORKGROUP - Retrieve I ’ Options ]
3 DMS Lookup
a Traceroute Mame Operating System Type
« Whois MTMMGS...  Windows 7 Waorkstation -
u’b MTMMGS...  Windows 7 Workstation
= E’l‘u”m“‘:':‘; Users SERV08-05  Windows Server 2008 R2 Server
it
> TCDELL...  Windows XP Warkstation
a SNMP Walk
& 5GL Server Audt WIN7_03 Windows 7 Workstation
WINT_0& Windows 7 Workstation
Credentials:

Authenticate using:
’Currently logged on user -

Femember credentials

Use per computer credentials -
] b
[ssssmsssnssnnnnnns | ¥ sssssssssssssssnns ]
Common Tasks: Start gathering information...
i _ Getting the computers of WORKGROUP. ..
Edit enumerate computers options... Ready. Found 6 computers.
Found 6 computers Domain: WORKGROUP

Screenshot 199: Enumerate Computers tool

The enumerate computers utility identifies domains and workgroups on a network. During execution, this tool will also
scan each domain/workgroup discovered so to enumerate their respective computers.

= The information enumerated by this tool includes:

» The domain or workgroup name

= The list of domain/workgroup computers

= The operating system installed on the discovered computers

» Any additional details that might be collected through NetBIOS.

Computers are enumerated using one of the following methods:

Option Description

From Active Dir- This method is much faster and will include computers that are currently switched off.

ectory’

From Windows This method enumerates computers through a real-time network scan and therefore it is slower and will not
Explorer include computers that are switched off.

To enumerate computers:

1. Launch GFI LanGuard.

2. Click Utilities tab and select Enumerate Computersin the left pane under Tools.
3.In the Enumerate computers in domain, select the desired domain.

4. From Common Tasks in the left pane, click Edit Enumerate Computers options or Options on the right pane.
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5. Select whether to enumerate computers from Active Directory” or Windows Explorer.

6. Click Retrieve to start the process.

NOTE

For an Active Directory” scan, you will need to run the tool under an account that has access rights to Active
Directory®,

Starting a Security Scan

To start a security scan directly from the ‘Enumerate Computers' tool, right—click on any of the enumerated computers
and select Scan.

You can also launch a security scan and at the same time continue using the Enumerate Computers tool. This is achieved
by right-clicking on any of the enumerated computers and selecting Scan in background.

Deploying Custom Patches

You can use the Enumerate Computers tool to deploy custom patches and third party software on the enumerated
computers. To launch a deployment process directly from this tool:

1. Select the computers that require deployment.

2.Right—click on any of the selected computers and select Deploy Custom Patches.

Enabling Auditing Policies

The Enumerate Computers tool also enables you to configure auditing policies on particular computers. This is done as
follows:

1. Select the computers on which you want to enable auditing policies.

2. Right—click on any of the selected computers and select Enable Auditing Policies. This will launch the Auditing
Policies configuration Wizard that will guide you through the configuration process.
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5.6.5 Enumerate Users
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| »

m

Found 0 users |

Screenshot 200: The Enumerate Users tool dialog

To scan the Active Directory” and retrieve the list of all users and contacts included in this database:

1.Launch GFI LanGuard.
2. Click Utilities tab and select Enumerate Users in the left pane under Tools.
3.In the Enumerate users in domain menu, select the desired domain.

4. From Common Tasks in the left pane, click Edit Enumerate Users options or Options on the right pane to filter the
information to extract and display only the users or contacts details. In addition, you can optionally configure this tool to
highlight disabled or locked accounts.

5. Click Retrieve to start the process.

NOTE
This tool can enable or disable enumerated user accounts. Right—click on the account and select Enable/Disable
account accordingly.

5.6.6 SNMP Auditing

GFl LanGuard uses the Simple Network Management Protocol (SNMP) to obtain information, like hardware specifications
and operating system version, from network devices, such as servers, computers, printers, hubs, switches, and routers.
Through SNMP, GFI LanGuard can monitor network performance, audit network usage and detect network faults.
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IMPORTANT
GFI LanGuard supports SNMPv1 and SNMPv2c.
SNMPv3 and SNMP over TLS / DTLS are NOT supported.

@ GFlLanGuard [F=3|FEH 5
> e = Dashboard Scan Remediate Activity Maonitor Reports Configuration Utilities %) - Discuss this version...

Tools: IF address or range of IP addresses for computer(s] unning SMMP - 127.00.1 - [ BRetneve J [ Optionz ]

ap DNS Lookup

«» Traceroute IP Address Computer ... public private &l pri..  router cisco admin proxy write: access oot

@ Whos “lz7ood

2 Enumerate Computers
ap Enumerate Users

X
@ SNMP Walk
@ SQL Server Audit

Credentials:
Authenticate using:
[CerertIy logged on user -

Remember credertials
Use per computer credentialz

Common Tasks:

Edit SMMP sudit options...

4 m 2

Screenshot 201: SNMP Audit tool

This tool identifies weak SNMP community strings by performing a dictionary attack using the values stored in its default
dictionary file (snmp-pass.txt).

You can add new community strings to the default dictionary file by using a text editor (for example, notepad.exe).

You can also direct the SNMP Audit tool to use other dictionary files. To achieve this, specify the path to the dictionary file
from the Options dialog.

To perform SNMP audits on network targets and identify weak community strings:

1. Launch GFI LanGuard.
2. Click Utilities tab and select SNMP Audit in the left pane under Tools.
3.In the IP of computer running SNMP, specify the IP to reach.

4. From Common Tasks in the left pane, click Edit SNMP Audit options, or use the Options button available in the top-
right section of the screen, to edit the default options.

5. Click Retrieve to start the process.

5.6.7 SNMP Walk

GFl LanGuard uses the Simple Network Management Protocol (SNMP) to obtain information, like hardware specifications
and operating system version, from network devices, such as servers, computers, printers, hubs, switches, and routers.
Through SNMP, GFI LanGuard can monitor network performance, audit network usage and detect network faults.
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IMPORTANT
GFI LanGuard supports SNMPv1 and SNMPv2c.
SNMPv3 and SNMP over TLS / DTLS are NOT supported.
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Screenshot 202: SNMP Walk tool

To probe your network nodes and retrieve SNMP information (for example, OID's):

1. Launch GFl LanGuard.

2. Click Utilities tab and select SNMP Walkin the left pane under Tools.

3.In the IP address menu, specify the IP address of the computer that you wish to scan for SNMP information.

4. From Common Tasks in the left pane, click Edit SNMP Audit options. Alternatively use the Options button available
in the top-right section of the screen, to edit the default options, such as providing alternative community strings.

5. Click Retrieve to start the process.

IMPORTANT

SNMP activity is normally blocked at the router / firewall so that internet users cannot SNMP scan your network.
Malicious users can use information collected through SNMP scanning to hack your network or systems. Unless this
service is required, it is highly recommended to disable it.
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5.6.8 SQL Server’ Audit

This tool enables you to test the password vulnerability of the ‘sa’ account (i.e. root administrator), and any other SQL user
accounts configured on the SQL Server”. During the audit process, this tool will perform dictionary attacks on the SQL
Server” accounts using the credentials specified in the ‘passwords.txt’ dictionary file. However, you can also direct the SQL
Server” Audit tool to use other dictionary files. You can also customize your dictionary file by adding new passwords to
the default list.

To perform a security audit on a particular SQL Server” installation:
1.Launch GFl LanGuard.

2. Click Utilities tab and select SQL Server Audit in the left pane under Tools.

¥ GFI LanGuard =8 E=H =
D= Dashboard Sean Remediate Activity Monitor Reports Configuration | Utilities €) - Discuss this version...

Tools: fudit M5 SOL Server £} N7_DBNSOLEXPRESS ~ fudt || Options |

«p DNS Lookup

ap T ut

< v Starting S0L audt for WIN7_DBYS OLEXPRESS'

2 Enumerate Computers

3 Enumerate Users Error: Y'ou must specify a valid login name. Use "Edit SAL server audit ophions'' to edit audit ophions.

a SNMP Audit

:: P Wa' Starting SOL audi for "wIN7_DE\S QLEXPRESS'

Found @ 2 uzers
Credentials: Checking user 1; #HM5_PalicyT sqlE kecutionLogintit
Authenticate using:
’Cun-enﬂy logged on user - Checking user 2 #H#MS5_PolicyE ventProcessingLoginti

T=zernamne Password WARNING

##HS_PolicyTsglExecutionlogind# <unknown »
Femember credentials

Use per computer credertials #AHS_PolicyEventProcessinglogindf <unknown:»

Common Tasks: Al found uzers are proceszed

Edit SQL server audit options...

Screenshot 203: SQL Server” Audit
3.In the Audit MS SQL Server menu, specify the IP address of the SQL Server” that you wish to audit.

4. From Common Tasks in the left pane, click Edit SQL Server” Audit options or Options button on the right pane to
edit the default options such as performing dictionary attacks on all the other SOL user accounts.

5. Click Audit to start the process.
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5.6.9 Command Line Tools

The command line tools enable you to launch network vulnerability scans and patch deployment sessions as well as
importing and exporting profiles and vulnerabilities without loading up the GFI LanGuard.

Use the information in this section to learn how to run patch management functions using the following CMD tools:
# Lnsscmd.exe
= Deploycmd.exe

# |mpex.exe
Using Insscmd.exe

The 'Insscmd.exe’ command line target-scanning tool allows you to run vulnerability checks against network targets
directly from the command line, or through third party applications, batch files and scripts. The ‘Insscmd.exe’ command
line tool supports the following switches:

Insscmd <Target> [/profile=profileName] [/report=reportPath]
[/reportname=reportName] [/output=pathToXmlFile] [/user=username
/password=password] [/Email [/EmailAddress=EmailAddress]] [/DontShowStatus]
[/UseComputerProfiles] [/Wake] [/Shutdown [/ShutdownIntervalStart=<hh:mm:ss>]
[/ShutdownIntervalEnd=<hh:mm:ss>]] [/?]

Insscrnd command switches

Switch Description

Target Specify the IP / range of IPs or host name(s) to be scanned.
/Profile (Optional) Specify the scanning profile that will be used during a security scan. If this parameter is not
specified, the scanning profile that is currently active in the GFI LanGuard will be used.
NOTE
In GFI LanGuard, the default (i.e. currently active) scanning profile is denoted by the word (Active) next
to its name. To view which profile is active expand the Configuration tab > Scanning Profiles node.
/Output (Optional) Specify the full path (including filename) of the XML file where the scan results will be saved.
/Report (Optional) Directory or full file name for the output scan report.
/ReportName (Optional) Name of the report to generate. If not specified, the report is saved with a default name.

/User and /Password

/Email

/EmailAddress

/DontShowStatus

/UseComputerProfiles
/Wake

/Shutdown

GFl LanGuard

(Optional) Specify the alternative credentials that the scanning engine will use to authenticate to a target
computer during security scanning. Alternatively you can use the /UseComputerProfiles switch to use the
authentication credentials already configured in the dashboard.

(Optional) Send the resulting report by e-mail. The e-mail address and mail server specified in Con-
figuration > Alerting Options are used.

(Optional) Dependent on /Email. Overrides the general alerting options and uses the specified email
address.

(Optional) Include this switch if you want to perform silent scanning. In this way, the scan progress details
will not be shown.

(Optional) Use per computer credentials when available.
(Optional) Wake up offline computers.

(Optional) Shuts down computers after scan.
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Switch Description

/ShutdownlintervalStart (Optional) Dependent on /Shutdown. The start time of the interval when shutdown is allowed. Use hh:m-
m:ss format.

/ShutdownintervalEnd (Optional) Dependent on /Shutdown. The end time of the interval when shutdown is allowed. Use hh:m-
m:ss format.

? (Optional) Use this switch to show the command line tool usage instructions.

NOTE

Always enclose full paths and profile names within double quotes. For example, “ [path or path name]”
or“C:\temp\test.xml”.

The command line target-scanning tool allows you to pass parameters through specific variables. These variables will be
automatically replaced with their respective value during execution. The table below describes the supported variables:

Supported variables

Variable Description

%INSTALLDIR% During scanning, this variable will be replaced with the path to the GFI LanGuard installation directory.

%TARGET% During scanning this variable will be replaced with the name of the target computer.
9%SCANDATE% During scanning this variable will be replaced with the date of scan.
%SCANTIME% During scanning this variable will be replaced with the time of scan.

Example

1.To perform a security scan on a target computer having IP address '130.16.130.1".
2.Output the scan resultsto Yc: \out.xml’ (i.e. XMLfile).

3.Generate a PDF reportand save itin *c:\result.odf’.

4.Send the PDF report via email to lanss@domain.com’

The command should be as follows:

Insscmd.exe 130.16.130.1 /Profile="Default" /Output="c:\out.xml"
/Report="c:\result.pdf" /Email /emailAddress="lanss@domain.com"

Using deploycmd.exe

The ‘deploycmd.exe’ command line patch deployment tool allows you to deploy Microsoft” patches and third party
software on remote targets directly from the command line, or through third party applications, batch files or scripts. The
‘deploycmd.exe’ command line tool supports the following switches:

deploycmd <target> </file=FileName> [/switches=Switches] [/username=UserName
/password=Password] [/warnuser] [/userapproval] [/stopservices]
[/customshare=CustomShareName] [/reboot] [/rebootuserdecides] [/wake] [/shutdown]
[/deletefiles] [/timeout=Timeout (sec)] [/usecomputerprofiles]
[/RebootCountdown=Time (sec)] [/RebootCountdownMessage="Custom message"]
[/RebootAtFirstOccurenceOf=Time (formatted as "hh:mm:ss") ]
[/ShutDownAtFirstOccurenceOf=Time (formatted as "hh:mm:ss")] [/RebootInInterval]
[/ShutDownInInterval] [/RebootIntervalStart=Time (formatted as "hh:mm:ss")]
[/RebootIntervalEnd=Time (formatted as "hh:mm:ss")] [/?]
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deploycmd command switches

Switch Description

Target Specify the name(s), IP or range of IPs of the target computer(s) on which the patch(es) will be
deployed.

[File Specify the file that you wish to deploy on the specified target(s).

/User and /Password (Optional) Specify the alternative credentials that the scanning engine will use to authenticate to a

target computer during patch deployment. Alternatively you can use the /UseComputerProfiles
switch to use the authentication credentials already configured in the Dashboard.

/warnuser (Optional) Include this switch if you want to inform the target computer user that a file/patch
installation is in progress. Users will be informed through a message dialog that will be shown on
screen immediately before the deployment session is started.

/useraproval (Optional) Include this switch to request the user’s approval before starting the file/patch install-
ation process. This allows users to postpone the file/patch installation process for later (for
example, until an already running process is completed on the target computer).

/stopservice (Optional) Include this switch if you want to stop specific services on the target computer before
installing the file/patch.

NOTE

You cannot specify the services that will be stopped directly from the command line tool.
Services can only be added or removed through the GFI LanGuard Ul

/customshare (Optional) Specify the target share where you wish to transfer the file before it is installed.

/reboot (Optional Parameter) Include this switch if you want to reboot the target computer after file/patch
deployment.

/rebootuserdecides (Optional Parameter) Include this switch to allow the current target computer user to decide

when to reboot his computer (after patch installation).
/wake Wakes up offline computers.

/shutdown (Optional Parameter) Include this switch if you want to shut down the target computer after the
file/patch is installed.

/deletefiles (Optional Parameter) Include this switch if you want to delete the source file after it has been suc-
cessfully installed.

/timeout (Optional Parameter) Specify the deployment operation timeout. This value defines the time that
a deployment process will be allowed to run before the file/patch installation is interrupted.

/usecomputerprofiles (Optional) Use data from computer profiles.

/RebootCountdown (Optional) Display a reboot countdown window for a number of seconds to the remote user
before rebooting.

/RebootCountdownMessage (Optional) Used in conjunction with /RebootCountdown. Displays a custom message to the
remote user before rebooting the computer.

/RebootAtFirstOccurenceOf (Optional) Reboot a computer at the first occurrence of a specified time. The time is expected in
the 24 hour format "hh:mm:s s". Example, 18:30:00.

/ShutDownAtFirstOccurenceOf  (Optional) Shutdown a computer at the first occurrence of a specified time. The time is expected
in the 24 hour format "hh:mm:s s". Example, 18:30:00.

/Rebootininterval (Optional) Reboot the computer after deployment if deployment completes in the specified time
interval. Otherwise wait to specify the interval manually. Requires parameters /Re—
bootIntervalStart and /RebootIntervalEnd.
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Switch Description

/ShutdownlintervalStart (Optional) Dependent on /Shutdown. The start time of the interval when shutdown is allowed.
Use hh:mm:ss format.

/ShutdownintervalEnd (Optional) Dependent on /Shutdown. The end time of the interval when shutdown is allowed. Use
hh:mm:ss format.

/ShutDownininterval (Optional) Shutdown the computer after deployment if deployment completes in the specified
time interval. Otherwise wait to specify the interval manually.

? (Optional) Use this switch to show the command line tool’s usage instructions.

Example

1. Deploy afile called ‘patchA001002.XXX'.

2.0n target computer TMJohnDoe'.

3.Reboot the target computer after successful deployment of the file.

The command should be as follows:

deploycmd TMJohnDoe /file="patchA001002.XXX"” /reboot
Using impex.exe

The Impex tool is a command line tool that can be used to Import and Export profiles and vulnerabilities from GFl
LanGuard Network Security Scanner. The parameters supported by this tool are the following:

impex [[/H] | [/?]] | [/XML:xmlfile [/DB:dbfile] [[/EX] [/MERGE]] | [/IM
[/ONLYNEWER]] [/PROFILES | /VULNS | /PORTS | /PROFILE:name | /VULNCAT:cat
[/VULN:name] | /PORTTYPE:type [/PORT:number]] [/SKIP | /OVERWRITE | /RENAME:value]]

impex command switches

Switch Description

/H Displays help information.

1?

Run impex without

parameters

/XML<xmlfile> This parameter specifies the name of the imported or exported XML file. <xmlfile> needs to be replaced

with the name of the file the profile is being exported to.
NOTE

This parameter is mandatory to import or export alerts.

/DB:<dbfile> Where <dbfile> is the database file to be used during the import/export operation. If this is not specified
the default "operationsprofiles.mdb" file will be used.

/EX Exports data from database to XML file (Default option)

/MERGE If this is specified when the target XML for export already exists, the file will be opened and data will be
merged; otherwise the XML file is first deleted.

/IM Imports data from XML file to database

/ONLYNEWER When specified only vulnerabilities newer than the newest vulnerability in the database will be imported.
/PROFILES Exports/Imports all scanning profiles.

/VULNS Exports/Imports all vulnerabilities.
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Switch Description

/PORTS Exports/Imports all ports
/PROFILE:<name> Exports/Imports the specified scanning profile.

/VULNCAT:<category> Exports/Imports all vulnerabilities of the specified category.

/VULN:<name> Exports/Imports the specified vulnerability (/VULNCAT must be specified).

/PORTTYPE:<type> Exports/Imports all ports of the specified type.

/PORT:<number> Exports/Imports the specified port (/PORTTYPE must be specified).

/SKIP If an item already exists in the target XML/database, that item will be skipped

/OVERWRITE If an item already exists in the target XML/database, that item will be overwritten.

/RENAME:<value> If an item already exists in the target XML/database, that item will be renamed to <value>. If /PROFILE or

/VULN was specified, port information merged with that item is a port or renamed by prefixing its name
with <value> in any other case.

Example 1
To import specific entries from an XML file:

impex /xml:regcheck.xml /vuln:"Blaster Worm" /vulncat:"Registry Vulnerabilities"

Example 2
To import a whole XML file:

impex /xml:regcheck.xml /im

NOTE
The Impex executable can be located in the GFI LanGuard installation folder.

NOTE

If the specified <xm1file> <dbfile> <name> <category> or <value> contain any space character,
the whole value must be placed between double quotes. Example:

» <xmlfile>containingspace ="Vulnerability Checks Definitions.xml"

#» <xmlfile> withoutspace =VulnerabilityChecksDefinitions.xml

NOTE

Itis recommended that if the vulnerabilities are imported into another installed instance of GFI LanGuard; that
installation will have the same build number as the one the database has been exported from.

IMPORTANT

[tis highly recommended not to use the Impex tool if GFI LanGuard application (LanGuard.exe) or LanGuard
scanning profiles (scanprofiles.exe) are running.
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5.7 Script Debugger

Scripts that identify custom vulnerabilities can be created using any VBScript compatible scripting language. By default,
GFI'LanGuard ships with a script editor that you can use to create your custom scripts.

New checks must be included in the list of checks supported by GFI LanGuard. Use the Vulnerability Assessment tab to
add new checks to the default list of vulnerability checks on a scan profile by scan profile basis. GFI LanGuard also
supports Python scripting.

Topics in this section:

5.7.1 Creating custom sCripts USiNG VBSCIIDT ... ...t e et 286
5.7.2 Creating custom scripts using Python Scripting ... oL 290
5.7 3 SSH MOdUle L 294

5.7.1 Creating custom scripts using VBscript

GFI LanGuard supports and runs scripts written in VBscript compatible languages. Use VBscript compatible languages to
Create custom scripts that can be run against your network targets.

Security auditing scripts can be developed using the script editor that ships with GFI LanGuard. This built-in script editor
includes syntax highlighting capabilities as well as debugging features that support you during script development.
Open the script editor from Start > Programs > GFl LanGuard > LanGuard Script Debugger.

NOTE

For more information on how to develop scripts using the built-in script editor, refer to the Scripting
documentation help file included in Start > Programs > GFl LanGuard > LanGuard Scripting documentation.

NOTE

GFl does not support requests related to problems in custom scripts. You can post any queries that you may have
about GFI LanGuard forums at http://forums.gfi.com/. Through this forum, you are able to share scripts, problems
and ideas with other GFI LanGuard users.

Adding a vulnerability check that uses a custom VBScript (.vbs)

To create new vulnerability checks that use custom VBScripts, follow the steps described in this section:
= Step 1: Create the script

= Step 2: Add new vulnerability checks

= Step 3: Test the vulnerability check/script

Step 1: Create the script

1. Launch the Script Debugger from Start > Programs > GFl LanGuard > LanGuard Script Debugger.
2.Goon File > New.

3. Create a script. For this example, use the following sample script code.
Function Main

echo "Script has run successfully"
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Main = true
End Function
4.Save the scriptin <LanGuard installation folder path> \Data\Scripts\myscript.vbs.
Step 2: Add new vulnerability checks
1. Launch GFl LanGuard.

2. Click the GFI LanGuard button and select Configuration > Scanning Profile Editor. Alternatively, press CTRL + P to
launch the Scanning Profiles Editor.

3.In the new window, add a new vulnerability by clicking Add under the list of vulnerability checks.

Add vulnerability ==

General |Cundiﬁuns | Description | References

Mame: - e :
Add vulnerability
Type: | General I Conditions | Description |P_eferer1::es
05 Bamily:l | pescription:(; | @
=ESPR A dd vulnerability

05 Version This check

| General I Conditions | Description | References

OVAL ID:
Product: ‘P}
CVE ID:
Timestamp -
CVE-2000-1161
Sewverity:

MS Security BID:

Security Focus BID:

1969

Top 20 SAMNS report:
Year:
Chapter:
Ok { [ Cancel

Screenshot 204: Add vulnerability dialog

4.Go through the General, Description and References tabs while specifying the basic details such as the vulnerability
name, short description, security level and OVAL ID (if applicable).
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5. Click the Conditions tab and click on the Add button. This will bring up the check properties wizard.

Check properties

Step 1 of 3: Select the type of check
Spedfy what do you want to check from the list below

Chedk type:

----- &' Independent HTTP Banner Test
----- 4 Independent OS Version Test

----- &' Independent POP3 Banner Test
----- &' Independent Port Open Test

----- &' Independent Python Script Test
----- &' Independent SMTP Banner Test
----- & Independent SMNMP Test

----- 4" Independent 55H Banner Test

----- 4 Independent TCP Banner Test

----- &' Independent TELMET Banner Test
----- & Independent Text File Content Test
----- ' Independent VB Script Test

m

1|

Check description:

Executes a VB script and returns a boolean value.

< Back

Mext = ] ’ Cancel

Screenshot 205: Adding vulnerability checks - Select type of check

6. Select Independent checks > VBScript node and click Next.
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P

Check properties

Step 2 of 3: Define the object to examine
Set the properties of the object that must be checdked

Object properties:
Properties Values
& Seript file 404 _path_disdosure. vbs E:ﬂ -

How many of the matching objects must satisfy the condition for the check to return TRUE:

at least one - ]
Description:
A value of "at least one”™ means that at least one matching object must satisfy the data requirements for -
the chedk to evaluate to true. This is useful when regular expressions are used to define the object. In
such cases it is possible that more than one object matches the definition. >

< Back “ Mext = i ’ Cancel

Screenshot 206: Adding vulnerability checks - Select VB Script file

7.Click Choose file and select the custom VBscript file that will be executed by this check. Click Next.
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P "

Check properties @

Step 3 of 3: Set the condition _
Select the attribute and the desired value(s) /J ;

Attribute:
|Result v

Operator:

[equals - ]

Value:
1

Description:
The result of the script execution. It can be 1 for TRUE, ar O for FALSE. -

< Back “ Finish | ’ Cancel

Screenshot 207: Adding vulnerability checks - Define conditions

8. Select the relative condition setup in the wizard to finalize script selection. Click Finish to exit wizard.
9. Click OKto save new vulnerability check.

Step 3: Test the vulnerability check/script

Scan your local host computer using the scanning profile where the new check was added.

In Scan tab > Results, a vulnerability warning will be shown in the Vulnerability Assessment node of the scan results.

5.7.2 Creating custom scripts using Python Scripting
GFl LanGuard also supports a new type of vulnerability checks — Python Script Test. This type of check is available under
the Independent Checks type.

IMPORTANT

For information about Python Scripting, refer to the GFI LanGuard scripting documentation from Start > Programs >
GFI LanGuard>GFl LanGuard Scripting Documentation.

To add a new python script check:
1. Launch GFl LanGuard.

2. Click the GFI LanGuard button and select Configuration > Scanning Profile Editor. Alternatively, press CTRL + P to
launch the Scanning Profiles Editor.

3.In the new window, add a new vulnerability by clicking Add under the list of vulnerability checks.
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Add vulnerability ==

General |Condiﬁuns | Description | References

mame: . P =il 1w
Add vulnerability ==
Type: | zeneral I Conditions | Description |F‘.Eﬁarer1::es

Add vulnerability

05 Version This chedk
| General I Conditions | Description | References

05 Family: Descrintian: |
i peserpton ===

OVAL ID:
Product: ‘fp
CVE ID:
Timestamp -
CVE-2000-1161
Severity:

M& Security BID:

Security Focus BID:
1969

Top 20 SAMNS report:

Year:

Chapter:

0K { [ Cancel

Screenshot 208: Add vulnerability dialog

4. Go through the General, Description and References tabs while specifying the basic details such as the vulnerability

name, short description, security level and OVAL ID (if applicable).

5. Click the Conditions tab and click on the Add button. This will bring up the check properties wizard.
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Check properties

Step 1 of 3: Select the type of check
Spedfy what do you want to check from the list below

Chedk type:

----- 4" Independent HTTF Banner Test
----- &' Independent O3 Version Test

----- 4" Independent POP3 Banner Test
----- 4" Independent Port Open Test

-+ # Independent Python Script Test |
----- " Independent SMTF Banner Test
----- & Independent SMMP Test

----- " Independent 55H Banner Test

----- 4" Independent TCP Banner Test

----- 2" Independent TELWET Banner Test
----- 4" Independent Text File Content Test
----- " Independent VB Script Test

m

Checdk description:

Executes a Python script and returns a boolean value.,

< Back Mext =

| | cancel

Screenshot 209: Adding vulnerability checks - Select type of check

6. Select Independent checks > Independent Python Script Test node and click Next.
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P

Check properties

Step 2 of 3: Define the object to examine
Set the properties of the object that must be checdked

Object properties:
Properties Values
& Seript file conficker.py

J

@)
By

How many of the matching objects must satisfy the condition for the check to return TRUE:

at least one v]

Description:

A value of "at least one™ means that at least one matching object must satisfy the data requirements for -
the chedk to evaluate to true. This is useful when regular expressions are used to define the object. In
such cases it is possible that more than one object matches the definition. >

< Back “ Mext = | ’ Cancel

Screenshot 210: Adding vulnerability checks - Select Python Script file

7.Click Choose file and select the custom Python Script file that will be executed by this check. Click Next.
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Check properties

Step 3 of 3: Set the condition
Select the attribute and the desired value(s)

8

Attribute:
|Result v

Operator:

[equals - ]

Value:
1

Description:
The result of the script execution. It can be 1 for TRUE, ar 0 for FALSE. -

<Back || Fmsh | | Cancel

Screenshot 211: Adding vulnerability checks - Defining conditions
8. Select the relative condition setup in the wizard to finalize script selection. Click Finish to exit wizard.

9. Click OKto save new vulnerability check.

5.7.3 SSH Module

GFl LanGuard includes an SSH module which handles the execution of vulnerability scripts on Linux/UNIX based
systems.

The SSH module determines the result of vulnerability checks through the Ul (text) data produced by an executed script.
This means that you can create custom Linux/UNIX vulnerability checks using any scripting method that is supported by
the target operating system.

Keywords

The SSH module can run security scanning scripts through its terminal window. When a security scan is launched on
Linux/UNIX based target computers, vulnerability checking scripts are copied through an SSH connection to the
respective target computer and run locally.

The SSH connection is established using the logon credentials (i.e. username and password/SSH Private Key file)
specified prior to the start of a security scan.

The SSH module can determine the status of a vulnerability check through specific keywords present in the text output
of the executed script. These keywords are processed by the module and interpreted as instruction for the GFI LanGuard.
Standard keywords identified by the SSH module include the following:
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Keyword Description

TRUE: / FALSE

AddListItem

[[[[parent
node] ]]]

[[[[actual
string]]]]

SetDescription

! ISCRIPT
FINISHED! !

These strings indicate the result of the executed vulnerability check/script. When the SSH module detects a
TRUE: it means that the check was successful; FALSE: indicates that the vulnerability check has failed.

This string triggers an internal function that adds results to the vulnerability check report (i.e. scan results).
These results are shown in GFI LanGuard after completion of a scan. This string is formatted as follows:
AddListItem([[[[parent node]]l]], [[[[actual string]l]l]])

Includes the name of the scan results node to which the result will be added.

Includes the value that will be added to the scan results node.

NOTE

Each vulnerability check is bound to an associated scan result node. This means that ‘AddListltem’ results
are by default included under an associated/default vulnerability node. In this way, if the parent node
parameter is left empty, the function will add the specified string to the default node.

This string triggers an internal function that will overwrite the default description of a vulnerability check
with a new description. This string is formatted as follows: SetDescription([New description])

This string marks the end of every script execution. The SSH module will keep looking for this string until it
is found or until a timeout occurs. If a timeout occurs before the “ISCRIPT_FINISHED! string is generated, the
SSH module will classify the respective vulnerability check as failed.

NOTE

It is imperative that every custom script outputs the ISCRIPT_FINISHEDY string at the very end of its
checking process.

Adding a vulnerability check that uses a custom shell script

In the following example a vulnerability check is created (for Linux based targets) which uses a script written in Bash. The
vulnerability check in this example will test for the presence of a dummy file called ‘testfile’

Step 1: Create the script

1. Launch your favorite text file editor.

2. Create a new script using the following code:

#!/bin/bash

if [ —e test.file ]

then

echo "TRUE:"

else

echo "FALSE:"

fi

echo "!!SCRIPT FINISHED!!"

3.Save thefilein <GFI LanGuard installation folder path>
..\Data\Scripts\myscript.sh

Step 2: Add the new vulnerability check

1. Launch GFI LanGuard.
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2.Click the GFI LanGuard button and select Configuration > Scanning Profile Editor. Alternatively, press CTRL + P to
launch the Scanning Profiles Editor.

3. From the middle pane, select the category in which the new vulnerability check will be included (for example, High
Security Vulnerabilities. ..).

4.In the new window, add a new vulnerability by clicking Add in the middle pane.

Add vulnerability ==

General |Cundi1:inns | Description | References

Hame: p i =l 1w
Add vulnerability ==
Type: | zeneral I Conditions | Description |F‘.eFerer1:es
05 Family: Description: | i
===TPR Add vulnerability =

QS Version This check

| General I Conditions | Description | References

OVAL ID:
Product: D>
CVE ID:
Timestamp -
CVE-2000-1161
Sewverity:

MS Security BID:

Security Focus BID:

1969

Top 20 SAMS report:

Year:

Chapter:

Ok { [ Cancel

Screenshot 212: Add vulnerability dialog

5.Go through the General, Description and Reference tabs while specifying the basic details such as the vulnerability
name, short description, security level and OVAL ID (if applicable).

6. Choose the Conditions tab and click Add button. This will bring up the check properties wizard.
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’ Check properties E

Step 1 of 3: Select the type of check
Spedfy what do you want to check from the list below

Chedk type:
[+ 7] Windows Checks
4 -7 Unix Checks

...... ' Uniix File Test

t J Unix Inetd Test
i 4 Uniixt Process Test

------ ' Uriix RPC Service Test

-+ & Unix S5H Script Test |
© i Unix Uname Test
I» 1] Solaris Chedks
[» {7 Linux Checks
[+ 7| Independent Checks

Chedk description:
Executes a S5H script on the target computer and returns a boolean value or a string. -

< Back MNext = ] ’ Cancel

Screenshot 213: Adding vulnerability checks - Select type of check

7. Select Unix checks > SSH Script Test node and click on Next button to continue setup.
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P

Check properties

Step 2 of 3: Define the object to examine
Set the properties of the object that must be checdked

Object properties:
Properties Values
& Seript file sansO&macskype.sh
& Arguments

J

@)
Sy

How many of the matching objects must satisfy the condition for the check to return TRUE:

at least one v]

Description:

A value of "at least one™ means that at least one matching object must satisfy the data requirements for -
the chedk to evaluate to true. This is useful when regular expressions are used to define the object. In
such cases it is possible that more than one object matches the definition. >

< Back “ Mext = | ’ Cancel

Screenshot 214: Adding vulnerability checks - Select SSH file

8. Click Choose file and select the custom SSH Script file that will execute during this check. Click Next to proceed.
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P "

Check properties @

Step 3 of 3: Set the condition éi
Select the attribute and the desired value(s)

Attribute:
[R.ESL.IH: (boolean) - ]

Operator:

[equals - ]

Value:
1

Description:
The result of the script execution. It can be 1 for TRUE, ar O for FALSE. -

< Back H Finish J ’ Cancel

Screenshot 215: Adding vulnerability checks - Define conditions
9. Select the relative condition setup in the wizard to finalize script selection. Click Finish to exit wizard.

10. Click OKto save new vulnerability check.

Step 3: Test the vulnerability check/script used in the example
Scan your local host computer using the scanning profile where the new check was added.

1.Log on to a Linux target computer and create a file called ‘testfile’. This check will generate a vulnerability alert if a file
called 'testfile'is found.

2.Launch ascan on the Linux target where you created the file.

3. Check you scan results.

5.8 Configuring NetBIOS

To check if your scan targets are using NetBIOS:

1. Navigate to Control Panel > Network and Intemet > Network and Sharing Center > Change adapter settings.

Note
In Windows_ XP, click Control Panel > Network Connections.

2.Right-click on Local Area Connection and select Properties.

3. Click Intemet Protocol (TCP/IP) and select Properties.
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4. Click Advanced > WINS.
5. From the NetBIOS setting area, ensure that Default or Enable NetBIOS over TCP/IP are selected.

6.Click OKand exit the Local Area Properties dialog(s).

NOTE

If static IP is being used or the DHCP server does not provide NetBIOS setting, select the Enable NetBIOS over TCP/IP
option.

5.9 Uninstalling GFI LanGuard

To uninstall GFl LanGuard:

1.Click Start > Control Panel > Add or Remove Programs.

2. Select GFI LanGuard from the list, and click Remove.

3.In the uninstall wizard, click Next.

4. Select the configuration data files to remove during un-installation and click Next.

5.0n completion, click Finish.
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6 Troubleshooting and support

This topic explains how to resolve issues encountered while using GFI LanGuard. These issues can be resolved using the
contents of this guide. If any issues remain unresolved after reviewing the manual, check if your problem is listed below.

Refer to the following sections for information about resolving common issues and contacting our support team.

Topics in this section:

6.1 ReSOIVING COMMION 1SSUES . - o 301
6.2 Using the Troubleshooter Wizard ... ... o e 303
6.3 Using the Agent Diagnostics TOOl ... ... 304
64 GFLKnowledge Base ... ..o . 304
6.5 WD FOTUM 305
6.6 Requesting teChnical SUDPOIt . L 305

6.1 Resolving common issues

The table below provides you with solutions to the most common problems you may encounter when using GF|

LanGuard:

Issue Encountered Solution/Description

The database structure is incorrect.
Do you want to delete and recreate
the database?

In Configuration > Database Main-
tenance Options > Database backend
settings Microsoft Access database
option is unavailable.

GFl LanGuard

Description

This warning is usually encountered when trying to configure the database backend. It
occurs when the database structure is corrupted.

Or

The database returns a timeout because the connection cannot be established.

Solution

When this message is encountered: Check that all SOL credentials are correct and there are
no connectivity problems between the GFI LanGuard machine and the SQL server. It is
important to note that when OKis clicked all saved scans are lost.

GFI LanGuard 12 and later versions do not support Microsoft Access databases. We recom-
mend using Microsoft SQL Server Express which is available as a free download.
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Issue Encountered Solution/Description

Incomplete results and errors when Description
scanning remote machines Errors similar to the following may be encountered:
# Failed to open test key to remote registry
= The scan will not continue
#  Access Denied
# Could not connect to remote SMB server.

These errors may be encountered because:

= The remote machine has an account similar to the one used by GFI LanGuard to log in
as an administrator.

@ The user account used by GFI LanGuard does not have administrative privileges.

Solution

To solve this issue do one of the following:

#  Log on the GFI LanGuard machine and configure GFI LanGuard to use an alternate
domain administrator account.

=  Delete the local user account on the remote machine.

# Launch GFI LanGuard executable with ‘Run As’ using a Domain Administrator account.

NOTE
For more information, refer to http://go.gfi.com/?pageid=LAN_ProbScanningRM

GFI LanGuard program updates not Description

working Updates will not work if GFI LanGuard machine does not have a direct connection to the
Internet.
Solution

To solve this issue do one of the following:

= Configure GFI LanGuard machine to have direct Internet access.

# Install another instance of GFI LanGuard on a machine with Internet access and con-
figure GFI LanGuard to check for updates from the new installation.

#  Check your firewall settings to ensure that exceptions for the URLs used for updates
are in place. For more information, refer to Gateway permissions (page 22).

NOTE
For more information refer to http://go.gfi.com/?pageid=LAN_CheckAltUpdates

Firewall installed on GFI LanGuard is Description
blocking connection with target com-  Scanning might slow down or be blocked if a firewall is installed on GFI LanGuard
puters machine.

Solution

Configure the firewall to allow the following components in outbound connections:
#  <.\Program Files\GF\LanGuard>\*.exe
# <.\Program Files\GF\LanGuard Agent>\*.exe

NOTE
For more information, refer to http://go.gfi.com/?pageid=LAN_SetBestPerformance

GFI LanGuard is failing to retrieve Description
workgroup computers when using GFI LanGuard uses the Windows mechanism to retrieve the machines within a workgroup.
Enumerate Computers In this mechanism a Master Browser computer will create and store a list of all computers.

In some cases, the Master Browser role can fail resulting in GFI LanGuard not retrieving
computers information.

NOTE
To solve this issue, refer to http://go.gfi.com/?pageid=LAN_CannotEnumerate
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Issue Encountered Solution/Description

GFI LanGuard found open ports that Description
another port scanner found closed GFI LanGuard uses a different approach than other port scanners to detect open ports.
Solution

To view the status of a port and determine if the port is closed or opened:
1. Click Start > Programs > Accessories > Command Prompt.
2.Keyinnetstat -—an,and press Enter.

3. The generated list displays all computer active connections.

6.2 Using the Troubleshooter Wizard

The GFI LanGuard troubleshooter wizard is a tool designed to assist you when encountering technical issues related to
GFl LanGuard. Through this wizard, you are able to automatically detect and fix common issues as well as gather
information and logs to send to our technical support team.

To use the Troubleshooter Wizard:
1. Launch the troubleshooting wizard from the Start > Programs > GFl LanGuard > GFI LanGuard Troubleshooter.

2.Click Next in the introduction page.

-

Troubleshooter Wizard - Gathering Information
Infermation Details .
Flease select the information to gather. GF’

The troubleshooter should:

i@ Automatically detect and fix known issues (Recommended)

(71 Gather only application information and logs.
Mote: Lise this option when the problem is already located and only support files
are needed.

c<Back || MNet> | | Canesl

Screenshot 216: Troubleshooter wizard — Information details

3.In the Information details page select one of the following options described below:

Option Description

Automatically detect and fix known issues (Recommended) Configure GFI LanGuard to automatically detect and fix issues.

Gather only application information and logs Gather logs to send to GFl support.

4, Click Next to continue.
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Troubleshooter Wizard - Gathering Information

Known lssues .
The troubleshooter will check your installation for common issues. GF’

Details:

L:_I--e Could not connect to the GFI LanGuard update server.

-~
i 4 Possible reasons: you are not connected to the Intemet; your proxy set}

EJ/ Checks if the Attendant Service user has administrator privileges.
EJ/ Checks if the LNSSCommunicator COM object can be instantiated.
EJ/ Checks if the CRMI COM object can be instantiated.

EJ/ Checks if the Attendant Service is installed on this computer.

EJ/ Checks if the Attendant Service is running on this computer.

EJ/ The scanning profiles database is available.

EJ/ The scan results database is available.

~{v] The Windows patches database is available. -
i | 1 | b

Finished all checks.

< Back [ Mest = ][ Cancel

Screenshot 217: Troubleshooter wizard — Gathering information about known issues
5.The troubleshooter wizard will retrieve all the information required to solve common issues. Click Next to continue.

6. The troubleshooter will fix any known issues that it encounters. Select Yes if your problem was fixed or No if your
problem is not solved to search the GFI Knowledge base for information.

6.3 Using the Agent Diagnostics Tool

The GFI LanGuard Agent Diagnostics tool is designed to assist you in case of technical issues related to GFI LanGuard.
Through this tool, you can verify agent connectivity, view error messages and obtain a a summary with all the relevant
state information about the agent.

To use the Agent Diagnostics Tool:
1. Select the agent from the computer tree from the Dashboard.
2.Right click agent and select Agent Diagnostics.

3.The Agent Diagnostics Tool retrieves all the information required to solve common issues. Click Export to export and
view the diagnostics report.

6.4 GFI Knowledge Base

GFI maintains a comprehensive knowledge base repository, which includes answers to the most common problems. The
Knowledge Base always has the most up-to-date listing of technical support questions and patches. In the event that the
information in this guide does not solve your problems, next refer to the GFI Knowledge Base by visiting
https:.//www.gfi.com/support/products/gfi-languard.
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6.5 Web Forum

User to user technical support is available via the GFI web forum. Access the web forum by visiting
http://forums.gfi.com

6.6 Requesting technical support

If none of the resources listed above enable you to solve your issues, contact the GFI Technical Support team by filling in
an online support request form or by phone.

# Online: Fill out the support request form and follow the instructions on this page closely to submit your support
request on: http://support.gfi.com/supportrequestform.asp

= Phone: To obtain the correct technical support phone number for your region visit: https.//www.g-
fi.com/company/contact.htm

NOTE

Before contacting Technical Support, have your Customer ID available. Your Customer ID is the online account
number that is assigned to you when first registering your license keys in the GFI Customer Area at:
http://customers.gfi.com.

We will answer your query within 24 hours or less, depending on your time zone.

Documentation

If this manual does not satisfy your expectations, or if you think that this documentation can be improved in any way, let
us know via email on documentation@gfi.com.
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7 Glossary

A
Access™
A Microsoft® desktop relational database management system included in the Microsoft® Office package.
Access™is normally used for small databases.
Active Directory™ (AD)
A technology that provides a variety of network services, including LDAP-like directory services.
Anti-spyware
A software countermeasure that detects spyware installed on a computer without the user's knowledge.
Antivirus
A software countermeasure that detects malware installed on a computer without the user's knowledge.
Apache web server
An open source HTTP server project developed and maintained by the Apache software foundation.
Applications auto-uninstall
An action that enables the auto-uninstall of applications that support silent uninstall from GFI LanGuard.
Auto-download
A GFI LanGuard technology that automatically downloads missing patches and service packs in all 38 lan-
guages.
Auto-patch management
A GFl LanGuard technology that automatically downloads missing Microsoft® updates and deploys them
over the network.
Auto-remediation
A GFl LanGuard technology that automatically downloads and deploy missing patches. If an application
is blacklisted in GFI LanGuard, auto-remediation will uninstall the application from the target computer
during scheduled operations.
B

Backdoor program
An alternative method used to access a computer or computer data over a network.

Batch-files

A text files containing a collection of instructions to be carried out by an operating system or an applic-
ation.

GFl LanGuard 7 Glossary | 306



Blacklist

A list of USBs or Network devices names that are considered as dangerous. When a USB\Network device
name contains a blacklisted entry while scanning a network, GFI LanGuard will report the device as a
security threat (High security vulnerability).

Bluetooth

An open wireless communication and interfacing protocol that enables exchange of data between
devices.

Bulletin Information

Contains a collection of information about a patch or a Microsoft® update. Used in GFl LanGuard to
provide more information on an installed patch or update. Information includes; Bulletin id, title, descrip-
tion, URL and file size.

Common Gateway Interface (CGl)
A communication script used by web servers to transfer data to a client internet browser.

Common Vulnerabilities and Exposures (CVE)

A list of standardized names for vulnerabilities and other information security exposures. The aim of CVE is
to standardize the names for all publicly known vulnerabilities and security exposures.

D

Dashboard

A graphical representation that indicates the status of various operations that might be currently active,
or that are scheduled.

Demiilitarized Zone (DMZ)

A section of a network that is not part of the internal network and is not directly part of the Internet. Its
purpose typically is to act as a gateway between intermal networks and the intemet.

deploycmd.exe

A GFI LanGuard command line tool, used to deploy Microsoft® patches and third party software on target
computers.

DMz

A section of a network that is not part of the internal network and is not directly part of the Internet. Its
purpose typically is to act as a gateway between internal networks and the internet.

DNS

A database used by TCP/IP networks that enables the translation of hostnames into IP numbers and to
provide other domain related information.

DNS Lookup tool

A utility that converts domain names into the corresponding IP address and retrieves particular inform-
ation from the target domain
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Domain Name System

A database used by TCP/IP networks that enables the translation of hostnames into IP numbers and to
provide other domain related information.

Enumerate computers tool
A utility that identifies domains and workgroups on a network.

Enumerate users tools
A tools which enables you to retrieve users and user information from your domain/workgroup.

Extensible Markup Language (XML)

An open text standard used to define data formats. GFI LanGuard uses this standard to import or export
scanned saved results and configuration.

File Transfer Protocol
A protocol used to transfer files between network computers.

FTP
A protocol used to transfer files between network computers.

GFI EndPointSecurity

A security solution developed by GFl that helps organizations to maintain data integrity by preventing
unauthorized access and transfers from removable devices.

GPO

An Active Directory centralized management and configuration system that controls what users can and
cannot do on a computer network.

Group Policy Object (GPO)
An Active Directory centralized management and configuration system that controls what users can and
cannot do on a computer network.

ICMP pings
The Internet Control Message Protocol (ICMP) is one of the core protocols of the Internet Protocol Suite. It
is used by the operating systems of networked computers to send error messages indicating, for example,
that a requested service is not available or that a host or router could not be reached. ICMP can also be
used to relay query messages.

impex.exe

A Command line tool, used to Import and Export profiles and vulnerabilities from GFI LanGuard.
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Intemet Control Message Protocol (ICMP)

The Internet Control Message Protocol (ICMP) is one of the core protocols of the Internet Protocol Suite. It
is used by the operating systems of networked computers to send error messages indicating, for example,
that a requested service is not available or that a host or router could not be reached. ICMP can also be
used to relay query messages.

Intemet Information Services (IIS)
A set of Internet-based services created by Microsoft® Corporation for internet servers.

L
Linux
An open source operating system that is part of the Unix operating system family.
Insscmd.exe
A GFI LanGuard command line tool that allows running vulnerability checks against network targets.
Local Host
In networking, the local host is the computer you are currently using. One can reference to the local host
by using the reserved IP address 127.0.0.1. In this manual the Local host is the machine where GF
LanGuard isinstalled.
M
Mail server
The server that manages and stores client emails.
Malware

Composed from malicious and software, malware is a general term used for all software developed to
harm and damage a computer system. Viruses, worms and Trojans are all type of malware.

Microsoft® Access™ database

A Microsoft® desktop relational database management system included in the Microsoft® Office package.
Microsoft® Access™ is normally used for small databases.

Microsoft® IIS
A set of Internet-based services created by Microsoft® Corporation for internet servers.

Microsoft® Windows service packs

A collection of updates and fixes provided by Microsoft® to improve an application oran operating sys-
tem.

Microsoft® WSUS

An acronym for Microsoft® Windows Server Update Services. This service enables administrators to man-
age the distribution of Microsoft® updates to network computers.
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NETBIOS

An acronym for Network Basic Input/output. This system provides services to allow applications on dif-
ferent computers within a network to communicate with each other.

Netscape
A web browser originally developed by Netscape Communications Corporation.

o)

Open Vulnerability and Assessment Language (OVAL)

A standard that promotes open and publicly available security content, and standardizes the transfer of
this information across the entire spectrum of security tools and services.

OVAL

A standard that promotes open and publicly available security content, and standardizes the transfer of
this information across the entire spectrum of security tools and services.

Patch agent

A background service that handles the deployment of patches, service packs and software updates on
target computers.

Python scripting
A high-level computer programming scripting language.

Remote Desktop Protocol

A protocol developed by Microsoft® to enable clients to connect with the user interface of a remote com-
puter.

SANS

An acronym for System Administration, Networking and Security research organization. An institute that
shares solutions regarding system and security alerts.

Scan profiles

A collection of vulnerability checks that determine what vulnerabilities are identified and which inform-
ation will be retrieved from scanned targets.

Script Debugger

A GFI LanGuard module that allows you to write and debug custom scripts using a VBScript-compatible
language.
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Simple Network Management Protocol (SNMP)

Simple Network Management Protocol is a technology used to monitor network devices such as, routers,
hubs and switches.

SNMP

Simple Network Management Protocol is a protocol for network management. It is used to collect inform-
ation from network devices, such as servers, printers, hubs, switches, and routers.

SNMP Auditing tool
A tool that reports weak SNMP community strings by performing a dictionary attack using the values
stored in its default dictionary.

SNMP Walk tool
A tool used to probe your network nodes and retrieve SNMP information.

Spyware
A form of malware intended to collect information from a computer without notifying the user.

SQL Server Audit tool

A tool used to test the password vulnerability of the -sa- account (i.e. root administrator), and any other
SQL user accounts configured on the SQL Server.

SQL Server®

A Microsoft® relational database management system. Microsoft® included extra functionality to the SQL
Server® (transaction control, exception handling and security) so that Microsoft SQL Server® can support
large organizations.

SSD

Solid State Drives are storage devices for computers. These drives use flash memory technology to
provide superior performance and durability to traditional Hard Disk Drives.

SSH Module

A module used to determine the result of vulnerability checks through the console (text) data produced
by an executed script. This means that you can create custom Linux/UNIX vulnerability checks using any
scripting method that is supported by the target-s Linux/UNIX OS and which outputs results to the con-
solein text.

TCP ports

Acronym for Transmitting Control Protocol. This protocol is developed to allow applications to transmit
and receive data over the internet using the well-known computer ports.

Terminal Services

A service that allows connecting to a target computer and managing its installed applications and
stored data.

Traceroute tool
A tool used to identify the path that GFI LanGuard followed to reach a target computer.
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Trojans
A form of malware that contains a hidden application that will harm a computer.

U
UDP ports
An acronym for User Datagram Protocol, these used to transfer UDP data between devices. In this pro-
tocol received packets are not acknowledged.
Uniform Resource Locator (URL)
The Uniform Resource Locatoris the address of a web page on the world wide web.
Universal Serial Bus (USB)
A Serial bus standard widely used to connect devices to a host computer.
URL
The Uniform Resource Locatoris the address of a web page on the world wide web.
Vv
VBScript
A Visual Basic Scripting language is a high-level programming language developed by Microsoft®.
Virus
A form of malware that infects a computer. The aim of a virus is to harm a computer by corrupting files
and applications. A virus s a self-replicating program and can copy itself all over the computer system.
w

Web server
A server that provides web pages to client browsers using the HTTP protocol.

White-list
A list of USBs or Network devices names that are not considered as dangerous. When a USB/Network
device name contains a white-listed entry while scanning a network, GFI LanGuard will ignore the device
and considerit as a safe source.

Whois tool
A tool that enables you to look up information on a particular domain or IP address.

Wi-Fi/Wireless LAN

A technology used commonly in local area networks. Network nodes use data transmitted over radio
waves instead of cables to communicate with each other.
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XML

An open text standard used to define data formats. GFI LanGuard uses this standard to import or export
scanned saved results and configuration.
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