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Ransomware has become the No. 1 cyber-threat, reaching epidemic 
levels. The U.S. Justice Department estimates since Jan. 1, 2016, 
cybercriminals have carried out 4,000 ransomware attacks1 daily, a 
fourfold increase from the previous year. 

Cyber-extortion in the form of ransomware isn’t just alarmingly 
common; it also costs victims a lot of money. Collectively, victims will 
have spent a projected $1 billion2 by the end of 2016. In the first three 
months of the year, ransomware had already tallied more than $200 
million in extortions.

“Ransomware attackers can access extremely sensitive personal 
information such as medical data, financial account numbers, and the 
contents of private communications, some of which may be sold on the 
dark web,” FTC Chairwoman Edith Ramirez said. 

The agency is assisting with prosecutions against ransomware 
criminals, but also warns that failure to protect against ransomware 
may violate federal law. The FTC “has made at least 60 enforcement 
actions around companies not protecting consumer data,” the website 
Dark Reading has reported.3

That should be chilling to any organization, large or small, that handles 
private consumer data. No business is immune to ransomware attacks, 
so all companies should take steps to defend against malware threats 
by implementing a protection strategy that includes user training, 
regular data backups and endpoint security as part of a layered defense 
infrastructure.
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Ransomware started gaining traction in 2014, but it first appeared in 
1989. It typically works by locking up a computer screen, or encrypting 
some or all its files, and demanding ransom to restore user access 
to their data. When the screen is locked, a message on the screen 
demands ransom, usually payable in Bitcoin. 

Victims who refuse to pay up had better have reliable backups or lose 
their files forever. But even when you pay, according to Microsoft, “there 
is no guarantee” you’ll regain access to files.4

“In most cases, the initial ransomware attack occurs on a user’s laptop 
or workstation. Therefore, locally stored data in files and folders, file 
shares, cloud storage via gateways, as well as any mapped network drives, 
is inherently vulnerable,” research firm Gartner said.5 Users “are only a 
click away” from a ransomware attack.
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Most ransomware infections start with a user clicking an 
infected attachment or visiting a compromised website. 
In so doing, the user unwittingly unleashes the malware 
onto his or her computer, and possibly to the entire 
network. Another increasingly common approach is 
when “hackers get inside the organization and then use 
encryption of data as a tool to force payment,” according 
to Gartner.

Typically, victims are baited through phishing emails into 
clicking on attachments or URLs with a message purporting 
to be a notification of a package delivery, resume from a 
job applicant, request for a signature on a business quote, 
or a personal message that looks to be from a sender who 
knows the recipient. That’s just to name a few examples.

Some phishing attacks target specific groups or individuals, 
in what is called “spear phishing.” More recently, a method 
called “whaling” has been targeting high-level corporate 
executives, politicians and celebrities. “Whaling emails and 
websites are highly customized and personalized, often 

incorporating the target’s name, job title or other relevant 
information gleaned from a variety of sources,” TechTarget 
has reported.6

Common ransomware variants include Locky, CryptoLocker, 
Crowti, Bolo, Zepto, TeslaScript and a growing list of oddly 
creative names. The malware installs itself on victims’ 
computers in a number of ways, including fake Windows 
updates, compromised PDF files, infected macros in 
Microsoft Office files, JavaScript downloaders and 
Windows Scripting Files (WSF).

THE DANGERS 
OF CLICKING
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GROWING EPIDEMIC

As the list of variants increases, so does the number of 
malware samples discovered. In just one quarter in 2015, 
security researchers found 1.2 million new samples.7 That 
compares with 400,000 for all of 2013. 

In the first three months of 2016, attacks increased 
tenfold over 2015, costing victims more than $200 million, 
according to the FBI. Ransomware has become an 
epidemic that appears to get more and more serious by the 
day. Since fees are relatively low – typically between $200 
and $10,000 – victims often decide it’s easier to just pay up. 
But the more victims pay, the more cyber-extortionists are 
likely to continue ransomware attacks because they work.

A California hospital owned by Prime Healthcare Services 
disclosed in early 2016 it had suffered an attack and was 
asked to pay $17,000. Another hospital, in Kansas, paid 
an unspecified amount in ransom but then the cyber 
extortionists demanded more money.8

Targeting hospitals seems to have become a favorite 

tactic. Cyber extortionists know the perils involved when 
a healthcare provider loses access to critical systems. 
Lives may be at risk. In the California case, the Los Angeles 
Times reported, “The company says it defeated the cyber 
attack without paying a ransom. But it acknowledged 
some patients were temporarily prevented from receiving 
radiology treatments, and other operations were disrupted 
briefly while computer systems were down.”9

Cyber-extortionists are brazen, even attacking police 
departments, some of which have paid ransoms. But 
the Kansas hospital attackers may have overplayed their 
hand. Demanding money twice might discourage victims 
from paying the first time and limit the effectiveness of 
ransomware.
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Ransomware costs aren’t limited to extortion fees. If an 
organization refuses to pay – or pays and doesn’t get the 
data back – additional costs accrue. Consider that the 
Internet Complaint Center has logged 7,694 complaints 
since 2005 (a small sample of the actual number of 
attacks). The incidents involved in those complaints racked 
up nearly $58 million10 in expenses – more than $7,500 
apiece.

In addition to ransom, Gartner says, “costs include network 
mitigation, network countermeasures, loss of productivity, 
legal fees, information technology services, and/or the 
purchase of credit monitoring services for employees 
or customers.” The researcher adds a caveat: “Victims 

sometimes will put a price on the data that was encrypted 
due to its perceived importance, making it difficult to 
determine the actual cost to victims associated with a 
ransomware incident.”

Still, no one disputes ransomware is expensive to victims 
and lucrative for cybercriminals. The cost of entry for 
cybercriminals is relatively low. It doesn’t take much 
technical knowledge, since crimeware kits are available 
for a few hundred dollars on the dark web. And since the 
profit potential is sizable, the epidemic is bound to keep 
spreading.

BEYOND THE RANSOM FEES
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As with other types of malware, it takes a user’s action to introduce 
ransomware into a network. Getting users to stop clicking infected files 
and bad URLs is a must – but it isn’t easy.

A recent study by Friedrich-Alexander University, of Erlangen-
Nuremberg, Germany, found “about half of the subjects in a recent 
experiment clicked on links from strangers in e-mails and Facebook 
messages—even though most of them claimed to be aware of the 
risks.”11 While at first blush, that seems to suggest awareness-raising 
training is futile, the issue comes down to how the training is delivered.

Education must be an ongoing effort focused on conditioning users 
not to click suspicious attachments and URLs. Users should be taught 
to report suspicious emails so security teams can investigate them 
promptly.

Other types of training also help. For instance, users should be taught 
to avoid public Wi-Fi when accessing private data. They should be 
trained on proper password use as well, so they never share passwords 
and avoid easy guesses in creating passwords. Also, teach them 
to create complex passwords with lower and uppercase letters, 
punctuation marks and numbers or passphrases with nonsensical word 
combinations. 

Training topics should be updated regularly to reflect current risks. This 
requires an effort by employers to remain informed on security risks 
and invest in tools such as threat intelligence and behavior analysis. 
Properly educating users about security risks turns them from the 
weakest link in security into the first line of defense.

USER BEHAVIOR

Properly educating users 
about security risks turns 

them from the weakest link 
in security into the first line of 

defense.



FIGHTING BACK AGAINST THE RANSOMWARE EPIDEMIC

8VIPRE.COM

Cyber-extortionists would be far less successful if data 
backup and recovery were taken more seriously. More than 
a third of businesses don’t backup data at all, according 
to a recent survey.12 That’s bad enough but what makes it 
more egregious is backing up has never been easier. Cloud-
based, automated solutions simplify scheduling backups 
throughout the day, or whenever new information is saved 
to files, and replicating data off-site for safekeeping. 

Multiple backups provide added protection against 
ransomware, especially since more sophisticated variants 
can infect some backups. Using cloud solutions and 
keeping backups off-site helps minimize risk. A backup 
strategy is key to preventing ransomware-related 
data losses.

BACKUP & RECOVERY
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Prevent Ransomware with VIPRE

VIPRE offers superior ransomware 
protection by preventing many of these 
threats before they can infect PCs. Using 
the top-rated VIPRE antivirus engine that 
consistently scores a 100% block rate and 
zero false positives13, VIPRE provides a 
strong defense against phishing attacks, 
malicious URLs, Zero-day exploits and 
other online threats used to spread 
ransomware. Its Advanced Active 
Protection capabilities add an additional, 
sophisticated layer of ransomware 
defense by using cloud-based security 
services and behavioral analysis to 
prevent these pervasive threats.

Endpoint security is an essential weapon against ransomware. Endpoint 
security tools should cover more than the basics of scanning for known 
viruses. You want a solution with built-in intelligence to spot not just 
known malware and phishing threats but also suspicious code that 
could be a new virus for which no malware signature exists yet. Your 
endpoint security solution should also protect browsers from bad URLs 
where ransomware resides. 

Endpoint security also must protect mobile devices such as 
smartphones and tablets, as well as removable devices such as USB 
sticks. All of these are potential targets for cybercriminals who can 
figure out ways to exploit them for ransomware and other types of 
malware.

ENDPOINT SECURITY

www.VIPRE.com
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Effective protection doesn’t end at the endpoint. More 
and more ransomware variants are designed to spread 
from one computer into the network to infect file shares, 
storage drives and mapped network drives. 

Fighting these threats requires a comprehensive, layered 
security strategy that includes patch management to 
address known vulnerabilities, user access management 
to confine access to only the systems and files 
employees need to do their jobs, as well comprehensive 
defense against email- and web-based threats, the most 
common attack vectors for ransomware. 

LAYERED DEFENSEEndpoint security is an 
essential weapon against 
ransomware.



Not all ransomware is created equal. Some 
variants have been cracked, but in most 
situations, there’s no such hope. Businesses 
should take every step to avoid getting hit. And 
that means building your defenses against 
ransomware with user education, endpoint 
security, layered defense and a data backup 
strategy. 

Ransomware is a self-perpetuating plague. 
The more victims it creates, the more it 
succeeds. As a result, the more it is likely to be 
used on the next set of victims. Don’t be one of 
them.

CONCLUSION
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VIPRE delivers the best protection at the best price. It is the top-rated, 
award-winning endpoint security product for small and medium businesses, 
and home users. VIPRE is powered by next-generation advanced machine 
learning, one of the world’s largest threat intelligence clouds and real-time 
behavior monitoring to protect millions of users from ransomware, zero-day 
attacks, phishing, exploit kits, mobile threats and other malware that easily 
evade traditional signature-based antivirus. Easy to use, simple to license 
and available at the best price, VIPRE provides the proactive advanced 
threat defense all users need to protect their data, and all VIPRE customers 
receive free U.S.-based technical support.

ABOUT

Simply the Best.
VIPRE wins Top-Rated Security Product 
and consistently wins 100% block 
rates and zero false positivesfrom AV-
Comparatives.
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